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This document is a Word-based template for tracking and reporting the progress of your site preparation for the EMC Secure Remote Support IP Solution (ESRS IP). Use this form with the guidance of your EMC Global Services professional. Related information is provided in EMC Secure Remote Support IP Solution Site Planning Guide.

Topics in this document include:
· 2Contact and device information


· 3Environmental specifications


· 4Checklist for installation visit readiness


· 9Ports opened for Gateway Client operation




Contact and device information
Site information
	Length of  engagement
	Installation date
	Completion date

	
	
	 


	Site Function
	Site Name
	Site ID
	Locations

	Primary
	
	
	

	Secondary (if applicable)
	
	
	


Site contacts
	Contacts
	Company
	Role
	Phone numbers
	E-mail 

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Gateway Client/Policy Manager server details

	Type
	Sales order number
	Serial number
	Version
	Location
	Install drive/path

	Primary 
Gateway Client
	
	
	
	
	

	Additional Gateway Client
	
	
	
	
	

	Additional Gateway Client
	
	
	
	
	

	Primary 
Policy Manager
	
	
	
	
	

	Additional 
Policy Manager
	
	
	
	
	


Managed devices
	EMC® products
(managed  devices)
	Serial number
	Location
	Connect Home method
	
IP address
	Date deployed

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Environmental specifications

	Network specific information
	

	Proxy server IP address/port               (optional)
	

	Proxy server username                       (optional)
	 

	Proxy server password                        (optional)
	

	Network Address Translation (NAT) IP?
	

	Is port 443 or 8443 open?
	 

	Customer IP address ranges and customer subnet masks (device LANs)
	

	Client IP address (Internal/External)
	

	Is DHCP disabled?
	

	Is Gateway Client server in a DMZ?
	

	Is Gateway Client server inside customer network, and is customer using a proxy forwarder?
	

	Type of proxy server: Auto/HTTP/SOCKS
	

	Address (domain name or IP) of mail server
	

	Admin e-mail address
	

	Notification e-mail address
	

	Gateway Client server
	

	Equipment name
	

	Type
	 

	Dual NIC cards available?
	 

	   IP address (1)/used for
	

	   IP address (2)/used for
	

	Administrator rights:
	

	   Username
	

	   Password
	

	Policy Manager server 
	

	Processor size, memory, drive size, free space
	

	Dual NIC cards available?
	 

	   IP address (1)/used for
	

	   IP address (2)/used for
	

	Windows Task Scheduler: 

Running and unrestricted (so that Policy Manager backups can occur)?
	

	Is port 8090 or 8443 open? Non-default port?
	

	Enable SSL communication with Client?
	


Checklist for installation visit readiness
Use this checklist along with the Customer Environment Check Tool (described in EMC Secure Remote Support  IP Solution Operations Guide).
	Readiness item
	References
	OK?
	Exceptions/Notes

	ESRS IP Software Kit

(Model: ESRS-GW-200; Part:953-002-303)
	
	 FORMCHECKBOX 

	

	Has the software kit been ordered? (Need a kit for each site if a High Availability Gateway Cluster is being installed at multiple sites.)
	
	 FORMCHECKBOX 

	

	Gateway Client servers are built and ready
	
	 FORMCHECKBOX 

	

	Is one of the following operating systems installed?
· Windows Server 2003 R1 or R2, 5.2, 32-bit
· Windows Server 2003 R2, 5.2, 64-bit

· Windows Server 2008, 6.0, 32-bit or 64-bit, IIS 7.0
	
	 FORMCHECKBOX 

	

	Windows Time Zone set to local time zone
	
	 FORMCHECKBOX 

	

	Internet Explorer 6.0+ installed
	
	 FORMCHECKBOX 

	

	.NET Framework 2.0 SP1 installed
	
	 FORMCHECKBOX 

	

	Microsoft Visual C++ 2005 SP1 Runtime Library installed
	
	 FORMCHECKBOX 

	

	IIS installed and configured
	
	 FORMCHECKBOX 

	

	Server allows for user account modification
	
	 FORMCHECKBOX 

	

	Server is attached to network in DMZ/other
	
	 FORMCHECKBOX 

	

	Network personnel verifies that server can route to internal devices (internal Client)
	
	 FORMCHECKBOX 

	

	Network personnel verifies that server can route to Internet (external Client)
	
	 FORMCHECKBOX 

	

	The Customer Environment Check Tool has been run and tests pass, else note exceptions and follow-up plan
	
	 FORMCHECKBOX 

	

	Policy Manager servers are built and ready
	
	
	

	Is one of the following operating systems installed?
· Windows 2000, SP3 or later

· Windows XP, SP2 or later

· Windows Server 2003

· Windows Vista

· Windows 2008, 6.1, 32-bit or 64-bit
	
	 FORMCHECKBOX 

	

	Windows Time Zone set to local time zone
	
	 FORMCHECKBOX 

	

	Internet Explorer 6.0+ installed
	
	
	

	.NET Framework 2.0 SP1 installed
	
	 FORMCHECKBOX 

	

	Server is on the appropriate network
	
	 FORMCHECKBOX 

	

	Network personnel verifies that server can route to its default Client.
	
	 FORMCHECKBOX 

	

	The Customer Environment Check Tool has been run and tests pass, else note exceptions and follow-up plan
	
	 FORMCHECKBOX 

	

	EMC ServiceLink database
	
	
	

	All Managed Devices are in EMC  database, with a status of “installed”
	
	 FORMCHECKBOX 

	

	ESRS IP Site ID and P/N (953-002-303) in EMC database with staus of “installed”
	
	 FORMCHECKBOX 

	

	Customer network & security external 
	
	
	

	External Gateway Client/firewalls allow 443 and 8443 outbound (Sites A and B)
	
	 FORMCHECKBOX 

	

	No SSL checking is performed on outbound communication on customer devices (firewalls or proxies)
	
	 FORMCHECKBOX 

	

	Internal Client/firewalls opened up all appropriate ports for remote access connectivity (Site A)
	
	
	

	EMC Celerra® ports open
	
	 FORMCHECKBOX 

	

	EMC Centera® ports open
	
	 FORMCHECKBOX 

	

	EMC CLARiiON® ports open
	
	 FORMCHECKBOX 

	

	EMC Connectrix® ports open
	
	 FORMCHECKBOX 

	

	Connection Home/FTP (passive ports open) Inbound to Client
	
	 FORMCHECKBOX 

	

	DLm ports open
	
	 FORMCHECKBOX 

	

	EDL ports open
	
	 FORMCHECKBOX 

	

	EMC Invista® ports open
	
	 FORMCHECKBOX 

	

	RecoverPoint ports open
	
	 FORMCHECKBOX 

	

	Switch-Brocade B switch ports open
	
	 FORMCHECKBOX 

	

	Switch-Cisco switch ports open
	
	 FORMCHECKBOX 

	

	EMC Symmetrix® ports open
	
	 FORMCHECKBOX 

	

	Internal Client/firewalls opened up all appropriate ports for remote access connectivity (Site B)
	
	
	

	Celerra ports open
	
	 FORMCHECKBOX 

	

	EMC Centera ports open
	
	 FORMCHECKBOX 

	

	CLARiiON ports open
	
	 FORMCHECKBOX 

	

	Connectrix ports open
	
	 FORMCHECKBOX 

	

	Connection Home/FTP (passive ports open) Inbound to Client
	
	 FORMCHECKBOX 

	

	DLm ports open
	
	 FORMCHECKBOX 

	

	EDL ports open
	
	 FORMCHECKBOX 

	

	Invista ports open
	
	 FORMCHECKBOX 

	

	RecoverPoint ports open
	
	 FORMCHECKBOX 

	

	Switch-Brocade B switch ports open
	
	 FORMCHECKBOX 

	

	Switch-Cisco switch ports open
	
	 FORMCHECKBOX 

	

	Symmetrix ports open
	
	 FORMCHECKBOX 

	

	Device readiness complete (Site A)
	
	
	

	Celerra devices addressed
	
	 FORMCHECKBOX 

	

	Celerra devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Celerra devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	EMC Centera devices addressed
	
	 FORMCHECKBOX 

	

	EMC Centera devices physically connected to network 
	
	 FORMCHECKBOX 

	

	EMC Centera devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted
	
	 FORMCHECKBOX 

	

	CLARiiON devices addressed
	
	 FORMCHECKBOX 

	

	CLARiiON devices physically connected to network 
	
	 FORMCHECKBOX 

	

	CLARiiON devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted
	
	 FORMCHECKBOX 

	

	Connectrix devices addressed
	
	 FORMCHECKBOX 

	

	Connectrix devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Connectrix devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted
	
	 FORMCHECKBOX 

	

	DLm devices addressed
	
	 FORMCHECKBOX 

	

	DLm devices physically connected to network 
	
	 FORMCHECKBOX 

	

	DLm devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	EDL devices addressed
	
	 FORMCHECKBOX 

	

	EDL devices physically connected to network 
	
	 FORMCHECKBOX 

	

	EDL devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Invista devices addressed
	
	 FORMCHECKBOX 

	

	Invista devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Invista devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	RecoverPoint devices addressed
	
	 FORMCHECKBOX 

	

	RecoverPoint devices physically connected to network 
	
	 FORMCHECKBOX 

	

	RecoverPoint devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Switch-Brocade B devices addressed
	
	 FORMCHECKBOX 

	

	Switch-Brocade B devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Switch-Brocade B devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Switch-Cisco devices addressed
	
	 FORMCHECKBOX 

	

	Switch-Cisco devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Switch-Cisco devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Symmetrix devices addressed 
	
	 FORMCHECKBOX 

	

	Symmetrix devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Symmetrix devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/Failures of above noted 
	
	 FORMCHECKBOX 

	

	Device readiness complete (Site B)
	
	
	

	Celerra devices addressed
	
	 FORMCHECKBOX 

	

	Celerra devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Celerra devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	EMC Centera devices addressed
	
	 FORMCHECKBOX 

	

	EMC Centera devices physically connected to network 
	
	 FORMCHECKBOX 

	

	EMC Centera devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted
	
	 FORMCHECKBOX 

	

	CLARiiON devices addressed
	
	 FORMCHECKBOX 

	

	CLARiiON devices physically connected to network 
	
	 FORMCHECKBOX 

	

	CLARiiON devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted
	
	 FORMCHECKBOX 

	

	Connectrix devices addressed
	
	 FORMCHECKBOX 

	

	Connectrix devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Connectrix devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted
	
	 FORMCHECKBOX 

	

	DLm devices addressed
	
	 FORMCHECKBOX 

	

	DLm devices physically connected to network 
	
	 FORMCHECKBOX 

	

	DLm devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	EDL devices addressed
	
	 FORMCHECKBOX 

	

	EDL devices physically connected to network 
	
	 FORMCHECKBOX 

	

	EDL devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Invista devices addressed
	
	 FORMCHECKBOX 

	

	Invista devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Invista devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	RecoverPoint devices addressed
	
	 FORMCHECKBOX 

	

	RecoverPoint devices physically connected to network 
	
	 FORMCHECKBOX 

	

	RecoverPoint devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Switch-Brocade B devices addressed
	
	 FORMCHECKBOX 

	

	Switch-Brocade B devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Switch-Brocade B devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Switch-Cisco devices addressed
	
	 FORMCHECKBOX 

	

	Switch-Cisco devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Switch-Cisco devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/failures of above noted 
	
	 FORMCHECKBOX 

	

	Symmetrix devices addressed 
	
	 FORMCHECKBOX 

	

	Symmetrix devices physically connected to network 
	
	 FORMCHECKBOX 

	

	Symmetrix devices updated for network
	
	 FORMCHECKBOX 

	

	Problems/Failures of above noted 
	
	 FORMCHECKBOX 

	

	All items above have been checked and completed
	 FORMCHECKBOX 

	
	

	Exceptions have been reviewed
	 FORMCHECKBOX 

	
	


Ports opened for Gateway Client operation
	Product
	Application
	Port

	Celerra 
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	EMC Centera 
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	CLARiiON
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Connectrix Manager
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	DLm
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	EDL
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Invista
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	RecoverPoint
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Switch-Brocade-B
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Switch -Cisco
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Symmetrix
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Policy Manager
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