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Preface

As part of an effort to improve its product lines, Dell EMC periodically releases
revisions of its software and hardware. Therefore, some functions described in this
document might not be supported by all versions of the software or hardware
currently in use. The product release notes provide the most up-to-date information
on product features.

Contact your Dell EMC technical support professional if a product does not function
properly or does not function as described in this document.

Note: This document was accurate at publication time. Go to Dell EMC Online
Support (https://support.emc.com) to ensure that you are using the latest
version of this document.

Previous versions of Dell EMC VxFlex OS were marketed under the name Dell EMC
ScalelO.

Similarly, previous versions of Dell EMC VxFlex Ready Node were marketed under the
name Dell EMC ScalelO Ready Node.

References to the old names in the product, documentation, or software, etc. will
change over time.
Note: Software and technical aspects apply equally, regardless of the branding of
the product.
Related documentation
The release notes for your version includes the latest information for your product.

The following Dell EMC publication sets provide information about your VxFlex OS or
VxFlex Ready Node product:

e VxFlex OS software (downloadable as VxFlex OS Software <version>
Documentation set)

e VxFlex Ready Node with AMS (downloadable as VxFlex Ready Node with AMS
Documentation set)

e VxFlex Ready Node no AMS (downloadable as VxFlex Ready Node no AMS
Documentation set)

e VxRack Node 100 Series (downloadable as VxRack Node 100 Series
Documentation set)

You can download the release notes, the document sets, and other related
documentation from Dell EMC Online Support.

Typographical conventions
Dell EMC uses the following type style conventions in this document:

Bold Used for names of interface elements, such as names of windows,
dialog boxes, buttons, fields, tab names, key names, and menu paths
(what the user specifically selects or clicks)

[talic Used for full titles of publications referenced in text
Monospace Used for:

e System code
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Monospace italic
Monospace bold
[]

I

{}

Where to get help

e  System output, such as an error message or script

e Pathnames, filenames, prompts, and syntax

e Commands and options

Used for variables

Used for user input

Square brackets enclose optional values

Vertical bar indicates alternate selections - the bar means “or”

Braces enclose content that the user must specify, such as x or y or
z

Ellipses indicate nonessential information omitted from the example

Dell EMC support, product, and licensing information can be obtained as follows:

Product information

For documentation, release notes, software updates, or information about Dell
EMC products, go to Dell EMC Online Support at https://support.emc.com.

Technical support

Go to Dell EMC Online Support and click Service Center. You will see several
options for contacting Dell EMC Technical Support. Note that to open a service
request, you must have a valid support agreement. Contact your Dell EMC sales
representative for details about obtaining a valid support agreement or with
questions about your account.

Your comments

Your suggestions will help us continue to improve the accuracy, organization, and
overall quality of the user publications. Send your opinions of this document to
techpubcomments@emc.com.
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CHAPTER1

Overview

The following is a high-level description of the user roles and LDAP feature as
implemented in VxFlex OS and VxFlex Ready Node v3.0 and higher.

Where features are relevant only for a specific system type, this is noted. It is
assumed that readers of this document are familiar with LDAP technology in general.
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CHAPTER 2

User Roles

This chapter explains the user roles in VxFlex OS. Topics include:

Overview of user roles
Local domain roles
LDAP domain roles
Local versus LDAP users
Superuser

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes
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User Roles

Overview of user roles

VxFlex OS supports different types of user roles.

These user roles are:

e Monitor

¢ Frontend Configurator

e Backend Configurator

¢ Configurator (an aggregation of both Frontend and Backend Configurator
e Administrator

e Security

e Superuser

Each role is associated with different commands (see Command Authorization on
page 17). The authorization of each role according to the set of commands that it
may invoke is defined differently, depending on whether local or LDAP authentication
is used.

Local domain roles

The roles in local domain, apart from Security, are defined in a nested manner:
1. Monitor: May only perform monitoring operations that do not affect the system.

2. Frontend Configurator: May perform Monitor operations and frontend-related
configurations that include volume manipulations (adding, deleting, mapping, and
snapshots) and SDC operations (adding, deleting, and mapping). For example, in
the GUI, Frontend Configurator correlates with the Frontend view.

3. Backend Configurator: May perform Monitor operations, upgrades, and backend-
related configurations. For example, in the GUI, Backend Configurator correlates
with the Backend view. Operations include:

¢ Protection Domain and Storage Pool operations
e Manipulating Fault Sets and SDS

e Mapping SDS devices, and

e Others

4. Configurator: Does not exist as a default option, but can be configured from the
Frontend and Backend Configurators. May perform upgrades.

5. Administrator: May perform all Configurator operations and also define the
Configurator- and Monitor-level users. May perform upgrades.

6. Security: May define administrators and control LDAP.

7. Superuser: May perform all operations, configuration tasks, and upgrades. There
can only be one Superuser, and it is always a local user.

@ Note: The Backend Configurator role must be assigned to the users who need to
update the system license.

12 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes
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Figure 1 Local domain nested roles model

SuperUser -

Configurator

Frontend Backend
Configurator ~ Configurator

Monitor

This maintains the same usage manner as was defined prior to adding LDAP. Each role
is authorized commands related to its definition, in addition to the commands
permitted by lower-level roles. The Security role is the only role that is separated.

LDAP domain roles

The roles in LDAP domain are similar by name to the local user roles, but are defined in
a more mutually exclusive manner:

1. Monitor: May only perform monitoring operations that do not affect the system.

(D Note:

In order to run NDU, the LDAP user must be assigned at least the Monitor user
role and Backend Configure user role.

2. Frontend Configurator: May perform any frontend-related configurations that
include volume manipulations (adding, deleting, mapping, and snapshots) and SDC
operations (adding, deleting, and mapping). For example, in the GUI it correlates
with the Frontend view's operations.

3. Backend Configurator: May perform upgrades, and any backend-related
configurations. For example, in the GUI, Backend Configurator correlates with the
Backend view's operations. Operations include:

e Protection Domain and Storage Pool operations
e Manipulating Fault Sets and SDS

e Mapping SDS devices, and

e Others

@ Note:

In order to run NDU, the LDAP user must be assigned at least the Monitor user
role and Backend Configure user role.

4. Administrator: May define Configurator and Monitor users.
5. Security: May define administrators and control LDAP.
6. Superuser: CANNOT be an LDAP user.

@ Note:

The Backend Configurator role must be assigned to users who need to update the
system license. In order to run NDU, an LDAP user must be assigned at least the
Monitor user role and Backend Configure user role.

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes 13
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Figure 2 LDAP domain segregated roles model

SuperUser -

(Configurator)

Frontend Backend
Configurator = Configurator

Monitor

Here the roles are separated. Each role is authorized to a separate set of commands
that are related to its functionality, with basically no overlap. The only "odd-man-out"
is the Configurator, which is constructed from Frontend and Backend Configurator,
and does not exist per se. This model allows better granularity when defining users.

LDAP login requirements

Logging in to these components using LDAP user roles requires the following:

Component Requirements

CLI, REST At least one LDAP service in the system (not necessarily the
one you log in with) must be assigned to the Administrator
group. CLI and REST command execution will be according to
the user role and permissions.

Any LDAP user can log in (CLI command execution is
according to the user role and permissions).

VxFlex OS GUI, Plugin, VxFlex | Monitor role
OS Installer (VxFlex OS
Installer and Plugin are not
applicable for VxFlex Ready
Node)

Additional roles can also be assigned in order to perform
operations other than queries, but Monitor role is mandatory.

ESRS Backend Configurator role, Monitor role

When performing system registration for ESRS, the MDM
remote syslog feature is enabled. Backend Configurator user
role is required when accessing the MDM which will perform
this operation.

The MDM native user/LDAP user in the lockbox must be
assigned Monitor privileges in addition to Backend
Configurator privileges. The Backend Configurator role does
not automatically include Monitor privileges.

SNMP Backend Configurator role, Monitor role

The MDM native user/LDAP user in the lockbox must be
assigned Monitor privileges in addition to Backend

14 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes
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Component Requirements

Configurator privileges. The Backend Configurator role does
not automatically include Monitor privileges.

Local versus LDAP users

The authorization permissions of each user role are defined differently for local
authentication and for LDAP authentication. Although the role names are similar, the
permissions granted to them are not.

User roles defined in the LDAP domain are mutually exclusive, with no overlap (apart
from the Configurator role). If you want to give an LDAP user permission to perform
both monitoring and configuration roles, for example, assign that user to both
Backend/Frontend Configurator and Monitor LDAP groups.

The Configurator and Super User roles do not exist at all for LDAP.

The following table describes the permissions that can be defined for local domain
users and for LDAP domain users:

User role Query Configure Configure user
parameters credentials
Local LDAP Local LDAP |Local LDAP
Monitor Yes Yes No No No No
Configurator Yes N/A Yes (an N/A No N/A
(this role is aggregation of
only applicable both Frontend
for local users) and Backend
Configurator)

Backend Yes No Yes No No

Configurator Backend operations only

(Protection Domains,
Storage Pools, Fault
Sets, SDSs, Devices,
other system settings)

Frontend Yes No Yes No No

Configurator Frontend operations

only (Volumes, SDCs,

Snapshots)

Administrator | Yes No Yes No May configure
Configurator and
Monitor users

Security Roles | No No No No May define
Administrator users and
control LDAP

Superuser Yes N/A Yes N/A Yes N/A

(only one

Superuser is

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes 15
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Superuser

User role Query Configure Configure user
parameters credentials
Local LDAP Local LDAP |Local LDAP
allowed per

system, and it
must be a local
user)

This is the default user for setting up the system. It has all the privileges of all the
roles.

It is recommended that the Superuser role be used in the following cases:
e When setting up a new system.

e When there is no need to define separate or additional users.
Superuser comes with the default credentials of:

e Username: admin

e Password: admin

The Superuser is only available in the Local domain and cannot be an LDAP user. One
may disable that user to ensure that all users are associated with a certain person. To
disable the Superuser, run the following command:

scli --disable admin [--i am sure]

(i) | Note: Having a single Superuser dictates that the audit log will not track a certain
person per se.

To re-enable the Superuser, use the reset admin command. See Resetting the
Administrator on page 16.

Resetting the Administrator

In emergency cases, there may be a need to override the LDAP authentication and
restore the Superuser. To do so, follow the Reset Administrator procedure described
in your system's User Guide.

Once executed, the Superuser (admin) is available, and the authentication method
becomes both LDAP and local authentication.

16 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes




CHAPTER 3

Command Authorization

This chapter lists the different roles and the commands associated with them. Topics
include:

PV 001 g T = o] PR PP PP PP 18
1070 )01 o 0T o] PP 18
1Y o] g1 o SRR 21
LT o1 01 TeT - 1o TP 22
RS-0 U1 1 22
CLI commands that do not require specific roles...........uuuuceeeeeiiiiieeieiieeeccceeeen, 23
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Administrator

The commands associated with the Administrator role are:

e add user

e delete user

e disable admin

e login on behalf

e modify user

e query user

® Query users

e reset password

e set user authentication method

e set cli password acceptance
Configurator

The configurator is the aggregation of both the Backend Configurator and Frontend
Configurator.

Backend Configurator

The commands associated with the Backend Configurator role are:
e abort remove sds

e abort remove sds device

e abort upgrade

e activate protection domain

e activate sds device

e add acceleration pool

e add protection domain

e add fault set

e add sds

e add sds device

e add sds ip

e add standby mdm

e add storage pool

e allow commands_during upgrade
e clear fault set

e clear sds device error

e disable con matrix bypass

e disable rfcache

18 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes
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enable con matrix bypass
enable rfcache

enter maintenance mode

exit maintenance mode
finalize upgrade

force complete vtree removal
inactivate protection domain
modify sds device capacity
modify sds ip role
modify sds port

modify management ip

modify spare policy

modify zero padding policy
refresh mdm cluster capabilities
remove acceleration pool
remove protection domain
remove sds

remove sds_device
remove sds ip

remove secondary mdm

remove storage pool
rename_acceleration pool
rename protection domain
rename fault set

rename_sds

rename_device

rename mdm
rename_storage pool

rename system

replace cluster mdm
reset diag counters

reset oscillating failure counters
set capacity alerts threshold
set checksum mode

set sds device external acceleration type
set sds device media type

set sds network limits

set _drl properties

set guid display mode

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes 19
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e set initial license type

e set license

e set manager id

e set oscillating failure counter parameters
e set performance parameters

e set rebalance mode

e set rebalance policy

e set rebuild mode

e set rebuild policy

e set rfcache parameters

e set rmcache usage

e set sds rmcache size

e set rmcache write handling mode
e set storage pool external acceleration type
e set storage pool media type

e set syslog facility

e set thick volume percent

e set trace component freq

e set trace freqg map

e set volume rmcache usage

e set vtree migration policy

e start sds network test

e start device test

e start remote syslog

e start upgrade

e stop remote syslog

e switch cluster mode

e switch mdm ownership

e update sds original paths

Frontend Configurator

The commands associated with the Frontend Configurator role are:
e add sdc

e add snapshot policy

e add source volume to snapshot policy

e add volume

e clear scsi2 reservation

e clear scsi3 reservation

e lock auto snapshot

20 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes
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e map volume to sdc

e migrate vtree

e modify compression method

e modify snapshot policy

e modify volume capacity

e overwrite volume content

e pause snapshot policy

e pause vtree migration

e remove consistency group_ snapshots
e remove sdc

e remove snapshot policy

e remove snapshots consistency group
e remove source volume from snapshot policy
e rename_ snapshot policy

e remove volume

e rename_ sdc

e rename volume

e resume snapshot policy

e resume vtree migration

e set sdc volume limit

e set obfuscation properties

e set restricted sdc mode

e set vtree migration queue position
e snapshot volume

e unlock auto snapshot

e unmap volume from sdc

Monitor

The commands associated with the Monitor role are:
e query acceleration pool

e query all

e query all approved sdc

e query all fault sets

e query all sdc

e query all sds

e query all snapshot policies

e query all volumes

e query all vtree migrations

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes 21



Command Authorization

e query protection domain

e query fault set

e query sdc

e query sds

e query sds network test

e query deleted volumes

e query device latency meters
e query device errors

e query device test

e query diag counters

e query network latency meters
e query license

e qguery properties

e query remote read only limit state
e query remote syslog

e query restricted sdc _mode

e query sdc_volume limit

e query snapshot policy

e query storage pool

e query user authentication properties
e query volume

e query volume sdc bwc

® (Jquery vtree

e query vtree migration

¢ scli --query oscillating failure counter parameters

Technician
The following commands should only be used by an EMC-certified technician:
e disable secure communication
e rescue mode
e reset admin
Security

The commands associated with the Security role are:
e add ldap service

e assign ldap group to roles

e generate certificate

e generate mdm certificate

22 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes
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e generate mdm csr file

e reload ldap certificate

e remove ldap group from role assignment
e remove ldap service

e rename ldap service

e replace mdm security files

e set cli login banner acceptance mode

e set component authentication properties

e set management client communication

CLI commands that do not require specific roles

The commands that do not require any specific role are:
e create mdm cluster

e Login

e Logout

e query cluster

e query cluster mdm

e set password

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes 23
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CHAPTER 4

Preparation examples for various operating
systems

This chapter provides examples for preparing servers running various operating
systems for use with the VxFlex OS LDAP feature. Communication must be configured
between the LDAP server and the servers that may function as master MDM only,
VxFlex OS Gateway only, or both on the same server.

Configuration of LDAP settings for the MDM and for the VxFlex OS Gateway are
independent of each other, even if they are co-located on the same server. Both
configurations must be performed, including communication settings.

@ Note: VxFlex OS Gateway configurations are not relevant for VxFlex Ready Node
systems.

These examples apply to a secured LDAPS environment.

Topics include:

o Settings 0N the LDAPS SEIVET ......ccuiiiiiiiiiiiiiiie e eseeeee e ee e e e eeeeaaaeae s 26
L IR o 0D PP PP PUPPPRP 26
LS | I S PP RRRPPPPPP 29
LT U 1o T o O P 31
®  WINAOWS . i e e e e e e e e e e e e e e e e e e e e e e e e e nnnnnrnnneeeeeeeees 38
e Preparation for non-secured LDAP.......c.uiiiiiiiii i e 50
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Settings on the LDAPS server

The examples in this chapter include the following assumptions:

Setting Configuration
(O] Windows

IP address 192.168.1.1

User name administrator
Password password

Domain name Idaps.local

FQDN example.ldaps.local
Certificate name scaleio.cer
Certificate location C:\Cert

@ Note: For an explanation of how to adapt these examples to a non-secured LDAP
environment, see Preparation for non-secured LDAP on page 50.

Linux

This section contains procedures for setting up the Linux operating system for use
with LDAP.

Pre-configuration preparations

The following tasks are required in order to prepare a Linux server for use with the
VxFlex OS LDAP feature:

1. Verifying the installation of the openldap package on page 26

2. Creating a cacerts directory on page 27

3. Editing the /etc/resolv.conf file on page 27

4. Adding the LDAPS server details to the /etc/hosts file on page 27

5. Copying the Scaleio.cer file and running cacertdir_rehash on page 27

Verifying the installation of the openldap package
Verify that the package is installed:

rpm -ga | grep openldap

Output example:

openldap-2.4.23-32.el6 4.1.x86 64

26 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes



Creating a cacerts directory

Preparation examples for various operating systems

Create a cacerts directory in a predefined location.

Procedure
1.

Create a directory named cacerts under the location: /etc/openldap.

2. Verify that the following entry appears in /etc/openldap/ldap.conf:

TLS CACERTDIR /etc/openldap/cacerts

Editing the /etc/resolv.conf file

Edit the /etc/resolv.conf file, and verify that:

The LDAP server IP address is the first address (or the only one)

The search parameter is configured to 1daps://example.ldaps.local:

cat /etc/resolv.conf
nameserver 192.168.1.1
nameserver 8.8.8.8
nameserver 9.9.9.9

search ldaps.local

Adding the LDAPS server details to the /etc/hosts file
Add the LDAPS server IP address, IFQDN, and hostname to the /etc/hosts file:

127.0.0.1 localhost
127.0.1.1 SioVM 226
192.168.10.45 S1ioGwHA

# The following lines are desirable for IPv6 capable hosts:

01

fel
ff0
ff0
ff0

OER
g3
21
233

192. [
.168.10.227 SioVM 227
192.
192.
192.

192

ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters

NP OO

168.10.226 SioVM 226

168.10.228 SioVM 228
168.10.229 SioVM 229
168.1.1 example.ldaps.local example

@ | Note: When several LDAPS servers are used, they should all be added to this file.

Copying the Scaleio.cer file and running cacertdir_rehash

Copy the Scaleio.cer fileand run cacertdir rehash:

Procedure
1.

Copy the scaleio.cer fileto /etc/openldap/cacerts, using winscp.

@ Note: When multiple LDAP servers are used, copy the certificates from all
the LDAP servers.

Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes 27
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2. Runthe command: cacertdir rehash /etc/openldap/cacerts

Installation and configuration

After preparing the server for LDAP, install the MDM package and configure LDAP
authentication:

1. Installing the MDM package or VxFlex OS system on page 28
2. Configuring LDAP authentication on page 28

Installing the MDM package or VxFlex OS system
Install the MDM package, or the entire VxFlex OS system.
For details, refer to the VixFlex OS Deployment Guide.

Configuring LDAP authentication
Run the following scli command to configure the LDAP authentication.

For example, to configure the sio_1 user:

scli --add ldap_ service --ldap_ service uri "ldaps://
example.ldaps.local" --ldap base dn "OU=0Ul,DC=ldaps,DC=local"
scli --assign ldap groups to roles --ldap service id

<LDAP_SERVICE ID FROM PREVIOUS COMMAND> --administrator role dn
"CN=SIO GRP_1,0U=0U1,DC=ldaps,DC=local"

scli --set user authentication method --
native and ldap authentication
scli --login --username sio 1l@ldaps.local --password password --

ldap authentication

@ Note:

Inthe command scli --add ldap service, the optional parameter -~
ldap service name may also be used. The output would be:

[root@rhel-sio ~]# scli --add ldap service --ldap service uri
"ldaps://example.ldaps.local" --ldap base dn
"OU=0U1l, DC=1daps,DC=local"

Successfully added a LDAP service. Object ID d39003a500000000 with
URI: ldaps://example.ldaps.local and base DN:

0OU=0U1, DC=1daps,DC=local

[root@rhel-sio ~]# scli --assign ldap groups to roles --

ldap service id d39003a500000000 --administrator role dn

"CN=SIO GRP_1,0U=0U1,DC=1ldaps,DC=local"

Assignment of roles to LDAP groups completed successfully
[root@rhel-sio ~]# scli --set user authentication method --
native and ldap authentication

Authentication method changed successfully
[root@rhel-sio ~]# scli --login --username sio 1l@ldaps.local --
password password —--ldap authentication

Logged in. User role is Administrator. System ID is 5a5e09fbl46eafcb
[root@rhel-sio ~]#
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If there are problems, verify that the LDAP configuration is correct:

[root@rhel-sio ~]# scli --query user authentication properties

LDAP service ID: d39003a500000000
LDAP service URI: ldaps://example.ldaps.local
Users base DN: ou=oul,dc=ldaps,dc=local
LDAP service has 1 configured groups.
Role: Administrator
Group DN: CN=SIO GRP_1,0U=0Ul, DC=ldaps,DC=local

SLES

This section contains procedures for setting up the SLES operating system for use
with LDAP.

Pre-configuration preparation

The following tasks are required in order to prepare a SLES server for use with the
VxFlex OS LDAP feature:

1. Verifying the installation of the openldap package on page 29

2. Creating a cacerts directory on page 29

3. Editing the /etc/resolv.conf file on page 30

4. Adding the LDAPS server details to the /etc/hosts file on page 30
5. Copying the Scaleio.cer file on page 29

Verifying the installation of the openldap package
Verify that the openldap package is installed.

rpm -ga | grep openldap

Output example:
openldap-2.4.23-32.el6 4.1.x86 64

Creating a cacerts directory
Create the cacerts directory:

Procedure
1. Create a directory called cacerts under this location: /etc/openldap
2. Verify that the following entry is displayed in /etc/openldap/cacerts:

TLS CACERTDIR

Copying the Scaleio.cer file
Copy the scaleio.cer fileto /etc/openldap/cacerts using winscp.

@ Note: When several LDAP servers are used, copy the certificates of all the LDAP
servers to this location.
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e Run the command:

c_rehash /etc/openldap/cacerts/

Editing the /etc/resolv.conf file

Edit the /etc/resolv.conf file, and verify that:

e The LDAPS server IP address is the first, or only, IP address.

e The search parameter is configured to 1daps://example.ldaps.local:

cat /etc/resolv.conf
nameserver 192.168.1.1
nameserver 8.8.8.8
nameserver 9.9.9.9

search ldaps.local

Adding the LDAPS server details to the /etc/hosts file
Add the LDAPS server IP address, IFQDN, and hostname to the file /etc/hosts:

127 .
127 .
192.

1

fe00::
£f£00::
£f£f02::
itit0238 8

192.
192,
192.
192
192.

0.0.1 localhost
0.1.1 SioVM 226

168.10.45 Si1ioGwHA

# The following lines are desirable for IPv6 capable hosts:

ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters

N H— OO

168.10.226 SioVM 226
168.10.227 SioVM 227
168.10.228 SioVM 228

.168.10.229 SioVM 229

168.1.1 example.ldaps.local example

@ | Note: When several LDAPS servers are used, they should all be added to this file.

Installation and Configuration

After preparing the server for LDAP, install the MDM package and configure LDAP
authentication:

1. Installing the MDM package or VxFlex OS system on page 30

2. Configuring LDAP Authentication on page 31

Installing the MDM package

or VxFlex OS system

Install the MDM package, or the entire VxFlex OS system.

For details, refer to the VxFlex OS Deployment Guide.
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Configuring LDAP Authentication

Ubuntu

Run the following scli command to configure the LDAP authentication:

For example, cto configure the sio_1 user:

scli --add ldap service --ldap service uri "ldaps://
example.ldaps.local" --ldap base dn "OU=0Ul,DC=ldaps,DC=local"
scli --assign ldap groups to roles --ldap service id

<LDAP _SERVICE ID FROM PREVIOUS COMMAND> --administrator role dn
"CN=SIO GRP_1,0U=0U1,DC=ldaps,DC=local"

scli --set user authentication method --
native and ldap authentication

scli --login --username sio 1l@ldaps.local --password —--password --
ldap authentication

The output would be:

[root@rhel-sio ~]# scli --add ldap service --ldap service uri
"ldaps://example.ldaps.local" --ldap base dn
"OU=0U1l, DC=1daps,DC=local"

Successfully added a LDAP service. Object ID d39003a500000000 with
URI: ldaps://example.ldaps.local and base DN: OU=0Ul,DC=ldaps,DC=local
[root@rhel-sio ~]# scli --assign ldap groups to roles --

ldap service id d39003a500000000 --administrator role dn

"CN=SIO GRP 1,0U=0U1,DC=ldaps,DC=local"

Assignment of roles to LDAP groups completed successfully
[root@rhel-sio ~]# scli --set user authentication method --
native and ldap authentication

Authentication method changed successfully
[root@rhel-sio ~]# scli --login --username sio l@ldaps.local --
password password --ldap authentication

Logged in. User role is Administrator. System ID is 5ab5e09fbldeeafch
[root@rhel-sio ~1#

If there are problems, verify that the LDAP configuration is correct as follows:

[root@rhel-sio ~]# scli --query user authentication properties

LDAP service ID: d39003a500000000
LDAP service URI: ldaps://example.ldaps.local
Users base DN: ou=oul,dc=ldaps,dc=local
LDAP service has 1 configured groups.
Role: Administrator
Group DN: CN=SIO GRP_1,0U=0U1,DC=ldaps,DC=local

This section contains procedures for setting up the Ubuntu operating system for use
with LDAP.
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Pre-configuration preparation

Configuring secured LDAP nodes on the server
Configure secured LDAP nodes in the VxFlex OS server.

Procedure

1. Add the DNS parameters to your network interface in /etc/network/
interfaces.

Ensure that you enter it under ethO or any other route-able interface.

For example:

# interfaces(5) file used by ifup(8) and ifdown (8)
auto lo

iface lo inet loopback
auto ethO

iface ethO inet static
address 192.168.1.1

netmask 255.255.240.0
gateway 192.168.1.2
dns-nameservers 8.8.8.8
dns-nameservers 9.9.9.9

dns-search ldaps.local

# IPv4 configuration

auto ethl

iface ethl inet static
address 7.1.1.226
netmask 255.255.0.0

# IPv6 configuration

auto ethl

iface ethl inet6 static
pre-up modprobe ipv6
address 260:0:170:790D:250:56FF:FE89:C21F
netmask 64

In this example, the address 9.9.9.9 is for external IP communications; it is
needed for the APT repository.

Ensure that you can ping 8.8.8.8 and 9.9.9.9.

Reboot the server.

Verify that the file /etc/resolv.conf is updated:

# Dynamic resolv.conf (5) file for glibc resolver (3)
generated by resolvconf (8)

# DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE
OVERWRITTEN

nameserver 8.8.8.8
nameserver 9.9.9.9
nameserver 10.10.10.10

search ldaps.local
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Run nslookup for the LDAPS server hostname and IP address:

.ldaps.local

192.168.1.1

1
1

1.1.168.192.1n-addr.arpa example , ldaps.local.

= |

Run the following command, and wait until the operation is finished:

sudo apt-get update

Run the command:

sudo apt-get install openssh-client ldap-utils

Copy the scaleio. cer file from the LDAPS server (see its location above)
to /etc/ssl/certs.

@ Note: When several LDAP servers are used, copy all the certificate files to
this location.

Run the command:

c_rehash /etc/ssl/certs

Run the following command and wait until the operation is finished:

sudo update-ca-certificates

Add the following lines to the file /etc/1dap/ldap.conf and ensure that all
the other lines are commented out:

URI ldaps://example.ldaps.local/

The file contents should be similar to the following example:

#

# LDAP Defaults

#

# See ldap.conf (5) for details

# This file should be world readable but not world writable.
#BASE dc=example, dc=com

#URT ldap://1ldap.example.com ldap://ldap-
master.example.com: 666
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#SIZELIMIT 12
#TIMELIMIT 15
#DEREF never

# TLS certificates (needed for GnuTLS)
# TLS_CACERT /etc/ssl/certs/ca-certificates.crt
URI ldaps://example.ldaps.local/

11. Add the LDAPS server IP address, IFQDN, and hostname to the /etc/hosts
file:

Note: When several LDAPS servers are used, they should all be added to
this file.

127.0.0.1 localhost
127.0.1.1 SioVM 226

192.168.10.45 SioGwHA

# The following lines are desirable for IPv6 capable hosts
ggd ip6-localhost ip6-loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
f£f02::2 ip6-allrouters

192.168.10.226 SioVM 226
192.168.10.227 SioVM 227
192.168.10.228 SioVM 228
192.168.10.229 SioVM 229
192.168.1.1 example.ldaps.local example

12. Test the configuration:

a. Test the validation of the certificate:

sudo openssl s client -connect example.ldaps.local:636 -
CAfile /etc/ssl/certs/scaleio.cer < /dev/null

Output similar to the following appears:

sudo openssl s client -connect example.ldaps.local:636 -
CAfile /etc/ssl/certs/scaleio.cer < /dev/null

The output should be similar to the following example. Note the last line of
the output, before "Done".

CONNECTED (00000003)

depth=1 DC = local, DC = ldaps, CN = ldaps-example-CA

verify return:1

depth=0 CN = example.ldaps.local

verify return:1

Certificate chain

0 s:/CN=example.ldaps.local
i:/DC=local/DC=1ldaps/CN=1ldaps-example—-CA

Server certificate

MIIF/TCCBOWGAwWIBAGITQQAAAAT /
hs4TiVKP4QAAAAAAAJANBgkghkiGIwOBAQUF
ADBMMRUWEwWYKCZImiZPyLGQBGRYFbG9) YWwxFTATBgoJkiadk/
IsZAEZFgVsZGEw
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czECMBOGA1UEAXMTbGRhcHMtVO10OMTJISMi1EQy1DQTAeFwOxNTASMDMxNDU4AND
Ja
FwOxNjASMDIxNDU4NDJaMCExHzAdBgNVBAMTF1dJTjEyUjItREMubGRhcHMubG
93

YWwwggEiMAOGCSQGSIb3DQEBAQUAA4 IBDWAWGYEKACIBAQDPY34+0VE3p
+z00C1M

UwWN1yVK78Vs7CsyR5PbwSCEMt jeqW7ND3SFu8siOzywgAs4IA72V3880Xh9yl
YM

/MyMdAzgQLAwCwr1nOnWGwrz4gv/sQySmnImmsvBT99E/
xmBjxHUsLyIGa8We8nb5

WNhXRaA92tg4aLlpOyLOTgMAw+3D1AKwQVefcpu/
OjejyDmuSGa6D42a3E8ImlFA+
bdmHxZ9grFivcLTdtZ9yrvLV6geocYXYIR6k5fkcbdoaHywDny2ENgES5zrNgIIX
17
UHNS2BrWgcOugNP5txSTR1ihdhlPBmfjgMCZYRSY1leSgIbjrBRriWienPLBArRUQ
+1

PLpVAGMBAAG)ggMBMIIC/
TAvVBgkrBgEEAYI3FAIETh4gAEQADWBtAGEAaQBUAEMA
bwBUAHQACgBVAGWADPABIAHIWHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCsSGAQUFEFBwW
MB

MA4GA1UJDWEB/
WQEAWIFODB4BgkghkiGOw0BCQ8EazBpMA4GCCGSIb3DQMCAGIA
gDAOBggghkiGOw0ODBAICAIAWCWYJYIZIAWUDBAEQMASGCWCGSAF1AWQBLTALBgG
1g
hkgBZOMEAQIWCwYJYIZIAWUDBAEFMACGBSsOAwIHMAOGCCgGSIb3DOMHMBOGAL
ud

DgQWBBTNLBBtk/Ux123+H2zNAY3CQ8a7/zAfBgNVHSMEGDAWGBSJ/
n2QndapHgyp
bFEsIn4/99ERyDCBI1AYDVROfBIHMMIHIMIHGOIHDOoIHAhoG9bGRhcDovLy9DT]
1s
ZGFwcylXSU4xM1IyLURDLUNBLENOPVAJTJEyUjItREMsQ049Q0RQLENOPVB1Ym
Xp
YyUyMEt1eSUyMEN1cnZpY2VzLENOPVNLcnZpY2VzLENOPUNvbmZpZ3VyYXRpb2
4s

REMObGRhcHMSREMObG 9 YWw /
Y2VydGlmaWNhdGVSZXZvY2F0aWOuTGlzdD91iYXNL
P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvalW50MIHFBggrBgEFBQCBAQ
SB
uDCBtTCBsgYIKwYBBQUHMAKGgaVsZGFwO18vLONOPWxkYXBzLVAJTJEyUjItRE
Mt

Q0EsQ049QU1BLENOPVB1 YmxpYyUyMEt1leSUyMENlcnZpY2VzLENOPVNlcnZpY?2
Vz

LENOPUNvbmZpZ3VyYXRpb24sREMObGRhcHMSREMIbG 9 YWw /
YOFDZXJ0aWZpY2F0
ZT91YXN1P29iamVjdENsYXNzPWN1cnRpzmljYXRpb25BdXRob3JpdHkwQgYDVR
OR
BDswOaAfBgkrBgEEAYI3GQGgEgQQtfI1dFzIYEGQ4QF04AUb94IWVO10MTISM1
1E
Qy5sZGFwcy5sb2NhbDANBgkghkiGO9wOBAQUFAAOCAQEAB7TMLHh3GMDjBCSX4k
g6
QTec5safeUMGCCElfyaUcehCDRpAtbNapre/ShHAfIxNYss3jtsPzhDBXo4dv
+bKG

0cOBVJCN+hNn5gdXsUDIQajA/DO6VkQL
+0ceqa3BwyYy2GGFqwehhKJh6nt8k4tA
1P67BmydoE/0Yr3fSxZ2JaKOPrsgrNG90eSvDLYRTaUpbZHQdAnUxCBaHU
+431Ypmp
vox1zPJ9hfWfcby30x/0UnWWnEQammpNSorppCQVGtS80Xaiz6c2/QW3c061/
cKY

6YS6rd0twXcozxZNgwJfMf+JoBJ/S4JH3M6ALznOnclgl5eQ
+r0DhMtC2fgP8g53

subject=/CN=example.ldaps.local
issuer=/DC=local/DC=1ldaps/CN=1daps-example—-CA

No client certificate CA names sent

SSL handshake has read 2107 bytes and written 489 bytes
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New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-SHA384
Server public key is 2048 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl.2

Cipher : ECDHE-RSA-AES256-SHA384

Session-ID:
000EOOOOA293DA7B903083F8BCB2737F2C10A98D298BDOES63B73E9EBAA493
0C

Session-ID-ctx:

Master-Key:
2242522F8B151725BDED1DC92264F461F4487DAAEC8DB6FS5EA4959A42D4DAB
D4105534110229870FC8B6333B4443E891

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1455035763

Timeout : 300 (sec)

Verify return code: 0 (ok)

DONE

b. Test the connectivity to the LDAPS server:

sudo ldapsearch -v -x -H ldaps://example.ldaps.local -D
"CN=sio 1,0U=0U1,DC=ldaps,DC=local" -b "DC=ldaps,DC=local" -
w password -s sub "cn=sio 1"

Output similar to the following appears:

ldap initialize( ldaps://example.ldaps.local:636/??base )
filter: cn=sio 1

requesting: All userApplication attributes

extended LDIF

=+

# LDAPV3

# base <DC=ldaps,DC=local> with scope subtree
# filter: cn=sio 1

# requesting: ALL

#

# sio 1, OUl, ldaps.local

dn: CN=sio 1,0U=0U1,DC=ldaps,DC=local
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: sio 1

distinguishedName: CN=sio 1,0U=0Ul, DC=1ldaps, DC=local
instanceType: 4

whenCreated: 20150903151639.02%

whenChanged: 20160204120821.0Z2

uSNCreated: 16441

memberOf: CN=SIO GRP 1,0U=0U1,DC=ldaps,DC=local
uSNChanged: 42047

name: sio 1

objectGUID:: nZsX4ygqFIEaR3gKEKSyZcw==
userAccountControl: 66048

badPwdCount: 0

codePage: 0

countryCode: 0

badPasswordTime: 130932822411399444

lastLogoff: 0

36 Dell EMC VxFlex OS User Roles and LDAP Usage Technical Notes



Preparation examples for various operating systems

lastLogon: 130932822593743040

pwdLastSet: 130990597572374527

primaryGroupID: 513

objectSid:: AQUAAAAAAAUVAAAAINRku46/nHL6xXBLIUAQAAA==
accountExpires: 9223372036854775807

logonCount: 0

sAMAccountName: sio 1

sAMAccountType: 805306368

lockoutTime: O

objectCategory:

CN=Person, CN=Schema, CN=Configuration, DC=1ldaps,DC=local
dSCorePropagationData: 16010101000000.0%Z
lastLogonTimestamp: 130990613014592452

# search reference
ref: ldaps://ForestDnsZones.ldaps.local/
DC=ForestDnsZones, DC=1ldaps, DC=local

# search reference
ref: ldaps://DomainDnsZones.ldaps.local/
DC=DomainDnsZones, DC=1ldaps, DC=local

# search reference
ref: ldaps://ldaps.local/CN=Configuration,DC=1ldaps,DC=local

# search result
search: 2
result: 0 Success

# numResponses: 5
# numEntries: 1
# numReferences: 3

Installation and configuration

After preparing the server for LDAP, install the MDM package and configure LDAP
authentication:

1. Installing the MDM package or VxFlex OS system on page 37
2. Configuring LDAP authentication on page 37

Installing the MDM package or VxFlex OS system
Install the MDM package, or the VxFlex OS system.
For details, see the VxFlex OS Deployment Guide.

Configuring LDAP authentication
Run the following scli command to configure the LDAP authentication:

For example, to configure the sio_1 user:
scli --add ldap service --ldap service uri "ldaps://
example.ldaps.local" --ldap base dn "OU=0Ul,DC=ldaps,DC=local"
scli --assign ldap groups to roles --ldap service id
<LDAP SERVICE ID FROM PREVIOUS COMMAND> --administrator role dn
"CN=SIO GRP 1,0U=0U1,DC=ldaps,DC=local"

scli --set user authentication method --
native and ldap authentication

scli --login --username sio 1@ldaps.local --password --password --
ldap_authentication
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Windows

This section contains procedures for setting up the Windows operating system for use
with LDAP.

Pre-configuration preparation

The following tasks are required in order to prepare a Windows server for use with the
VxFlex OS LDAP feature:

1. Verifying the accessibility of the LDAPS server on page 38

2. Running the Idp.exe utility on page 42

3. Importing the CA certificate in Windows Server 2012 or Windows 7 on page 43
4. Importing the CA certificate in Windows 2008 on page 45

5. Testing secured LDAP node connectivity with Idp.exe on page 48

Verifying the accessibility of the LDAPS server
Verify that you have access to the LDAPS server in the VxFlex OS system.
Procedure
1. Verify that the LDAPS server is accessible by its IP address and Hosthame.
It is recommended that you edit the hosts file located under C: \Windows

\System32\drivers\etc and add the following entries:

<IP address> <hostname>

Example:

192.168.1.1 example.ldaps.local

The file looks similar to the following:
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Eile Edtt Fomnat View Help

B Copyright (c) 1993.2009 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additiomally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#' symbol.

#

# For example:

#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X ACEE . COM # x client host

# localhost name resolution is handled within DHS itself.
# 127.8.8.1 localhost

# il localhost

127.8.0.1 vmware-localhost

i1 veware-localhost

192.168.1.1 example.ldaps.local

2. Depending on your version of Windows, verify that the 1dp.exe command is
present. If it is not present, perform one of the following procedures:

Windows | Steps
version

Windows | 5 gelect Server Manager > Manage > Add Roles and Features
2012R2 Wizard, and click Next three times until you see this window:

DESTINATION SERVER

Select server roles GADIVCBAvcSa o

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection R . "a|  Active Directory Lightweight
O Active D-.rcclory Certificate Ws = b Services (AD LDS) provides
O Active Directory Domain Services a store for application-specific data,
Features [ Active Directory Federation Services for directory-enabled applications.
[ ctive = that do not require the infrastructure
S ; = of Active Directory Domain Services.
| [ Active Directory Rights Management Services Multiple instances of AD LDS can
[ application Server g| =stonasingle server, each of
[ DHCP Server which can have its own schema.
[¥] DNS Server (Installed)
[ Fax Server
b [E] File and Storage Services (1 of 12 installed)
O Hyper-v

] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

] Remate Desktop Services

v
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Windows
version

Steps

b. Select the Active Directory Lightweight Directory Services

check box.
@ Note: When you choose to install the Active Directory

Lightweight Directory Services, it automatically selects and
installs the .NET 3.5 Framework, unless it is already installed.
The Add Roles and Features Wizard window appears:
= Add Roles and Features Wizard I |

Add features that are required for Active Direc
Lightweight Directory Services?

The following tools are required to manage this feature, but do not
have 1o be installed on the tame senser.

4 Remote Server &dmanistration Tools
4 Role Administration Tools
4 AD D5 and AD LDS Tools

[Tools] AD LDS Snap-Ins and Command-Line Tools

hf Include mansgement tools () f apphcable)

- Add Features Cancel

c. Click Add Features, and then click Next three times, until the
Add Roles and Features Wizard window appears:
(2 Add Roles and Features Wizard

estart the destnation server automatically if required
ration tools) might be displayed on this page because they have
do not want to install these optional features, click Previous to clear

Active Directory Lightweight Directary Services
Remote Server Adminztration Tools
Role Administration Tools
AD DS ard AD LDS Tools
AD LDS Snap-ins and Command-Line Tools

< Previous Next Install Cancel

d. Click Install.
e. When the installation is finished, click Close.
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Windows | Steps

version

Windows | 5 gelect Server Manager > Roles > Add Roles and click Next. The
2008R2

Select Server Roles window appears:

Add Roles Wizard =l

Select one or more roles to install on this server.
Roles: Description:

| Active Directory Certificate Services ciht Dnectory
[ #ctive Drectory Domain Services me-wikwwma, e
] Active Directory Federation Services enabled applications that da not

Al ctive Directory Lightweight Directory Services require the infrastructure of Active
Resuks ] Active Directory Rights Management Services Directory Domain Sarvices, Multiple

L] Appication Server instances of AD LD'S can exist on &

[ single server, each of which can

L DHEP Servar its own schema,

L DNS Server

[ Pax Server

L] Fie Services

L Hyper-¥

] Network Policy and Access Services

(] Print and Document Services

[] remote Desktop Services

Web Server (115)

(] windows Deployment Services

[] windows Server Update Services

Progress

crrovious [ wet> | e | concel |

b. Select the Active Directory Lightweight Directory Services
check box, and then click Next twice.
Note: When you choose to install the Active Directory
Lightweight Directory Services, it automatically selects and
installs the .NET 3.5 Framework, unless it is already installed.

The Confirm Installation Selections window appears:

ig“ Confirm Installation Selections
W

Before You Begin Tolnetall s Following roles, role services, or Features, cick Install,
Server Roles -
i (i) 3 informational messages below
Em i) This server might need to be restarted after the instalation complétes,
Progress # Active Directory Lightweight Directory Services
Results i) After instaling AD LDS, instances of AD LDS can be created by launching the AD LDS Setup Wizard

From the Advanced Tooks section of the ADLDS home page.

i) Before removing the AD LDS role, you must use Programs and Features in Control Panel to remave
all previcusly installed AD LDS instances,

<previows | 1 || coe

c. Click Install.
When the installation is finished, the Installation Results window
appears:
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Windows
version

Steps

Add Roles Wizard [ x]

ig.f Installation Results

Before You Begin
Sarver Robes

AD LDS

The Following roles, role senvices, or Festures were instaled successfully:

1 1 warning, 1 informational messages below

Confirmation

Progress

1, Windows automatic updating is not enabled. To ensure that your newly-instaled role or feature is
automatically updated, turn on Windows Update in Control Panel,

., Active Directory Lightweight Directory
Services £} Installation succeeded

i) Instances of AD LDS can be created by Lunching the AD LDS Setup Wizard from the Advanced
Tools section of the AD LS home page.

Print, ¢-mad, or save the regoct

d. Click Close.

Windows
7

Install 1dp . exe on a client on which Windows 7 is installed:

a. In any Internet browser, go to https://www.microsoft.com/en-

|E/download/detail

s.aspx?id=7887.

b. Download the Remote Server Administration Tools for Windows®

7 with SP1.
c. Install the package.

The 1dp.exe utility is

now available on your system.

Running the Idp.exe utility
Run the Windows 1dp . exe utility.

42

Procedure

1. Open a command line window.

2. At the command line enter:

1dp

@ Note: In Windows Server 2012, launch the Start menu and enter 1dp in the
Search field.

3. Click 1dp.

exe.

The Ldp window appears:
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a Lep [= =[]
fonmection  frowse Yiew Cptions Lilties  Help

Feacty UM

Importing the CA certificate in Windows Server 2012 or Windows 7

Import the CA certificate into the local certificate store.
About this task

Note: When multiple LDAP servers are used, import the CA certificates of all the
LDAP servers.

Procedure

1. Copy the scaleio.cer file from the LDAP server to any location on your
server.

2. Double-click the certificate.

The Certificate window appears:
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General | Detas | Certification Path |

g Certificate Information

Thiz certificate is intended lor the following purpose(s):
= All isspance policies

+ All spphestion pobies

Issued to:  |daps-sample-Ca

Issued by: Idaps-example-CA

Valid fromy 9 3/ 2015 bo 9 3/ 2040

3. Click Install Certificate, and then Next.

The Certificate Import Wizard window appears:

ertificate Import Wizard E
Certificate Stors

Cortificate stones are system areas where certificates ane kept.

Windows can aubomatically select a certificate store, o you can specly a location for
the certificate.

" Aukomatically select the certFicate store based on the type of certificate
1% Place all certificates in the Following store
Certficate shore:

| Browss. ., |

Leam mone about gertiicabe stores

< Back Wext = cancd |

@ Note: On Windows 2012R2, after you click Install Certificate, an additional
message box appears. In this case, select Local Machine.

4. Select Place all certificates in the following store, and then click Browse.

The Select Certificate Store window appears:
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Select Certificate Store Ed

Select the certificate store vou want to use,

Personal -

Trusted Root Certification Autharities

Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers

| Irtrsked Certific abes !
4 | »

™ show physical stores

5. Select Trusted Root Certification Authorities, and then click OK.
6. Click Next.
7. Click Finish.

A confirmation message appears:

Certificate Import YWizard

0 The import was successful,

8. Click OK.

Importing the CA certificate in Windows 2008
Import the CA certificate into the local certificate store.

About this task

Note: When multiple LDAP servers are used, import CA certificates from all the
LDAP servers.

Procedure
1. From the command line, run mmc . exe.

The Console1 window appears:
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I o ot are Actions
There are no id=ms o
show in this view, Hiore Aciicns N
I |

2. From the File menu, select Add/Remove Snap-in.
3. In the left pane, select Certificate, and then click Add.
4. Select the computer account, then click Next and Finish.

The Add or Remove Snap-ins window appears:
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5. Click OK.

6. In the left pane of the MMC window, expand Certificate (Local Computer)

and then expand Trusted Root Certification Authorities.

7. Select Certificate.
The Console 1 [Console Root\Certificate...] screen appears:
& B kwn Yew Fgries  Bindoe e =2l =]
ol AN L ERE Y B~
[r——pery Swad Ts - | tamed By reT—
= g Cortfeates Loos Computer] ||l acidTeyuns Frimmal Ci Boot hcfTiount fvitemal £ oot
Feronal o B e i TR R B v Truat Bsee
Frusted Ruset Cortifcaton | oy 3 Publc Prmary Corticeton... Clas: ) Pubikc Primary Certicatn R Aeors *
Carbiates L/hans 3 Pubbc Prevary Cortcater, .. Cing. ) Publc Prsary Cernicatos -
Exbre T Heoprt ] WA Mool Cams.  Copymght (] 19T Mcronclt oy | S——————
- E’“’""‘“"" Corvhoate o Tt sigh Apmrmnns £V Eood CA Dhpiart bagh Apsursnos £y Einel iore Rifiors ]
: r‘:m:"w‘ - LA Pt DB e ATty Bl e Dot st da e
. :‘_::::w Corhcal e EniruLred Seoure Server v ., Eniraaired Seore Serve Cerif
5 'u:hdhanb N L Bt Secure G BAale AcPurity  Paufan Secure Coriicale kthor
% 5 Oer Peacie o CART R Gl T GaTrat Goba £
. Far Micaty Brrolmen fpg | e Gobaben koo Tk bt o1 CA
St Card Trombesd Rusaty | Loa oo Dacdy Class ] Corbfication b, Go Daddy Clase J Corticaton e
R e e GTE Cybeer Troah Slebl Russt G7F Cyheer Trst Chobual Lot
o R ferwre, vl T .oamy g e vl
Hapa-oxamgey CA daDa-axamg
o ocallont oealboat
o SIrEal Afrergond ) Root M e Frervihoonie e | Bpt
o sl Bt Suturity e oot AuShanty
o Mronelt Rool Corbloate kofhordy  Maoosof Reot Cerificste ko
e e Rl Coriliabe dafiea | Vet et Qo iRLste dothr
& Morossf Rost Crtfosty Mathor . Maorosoft Boot Carifcste kuthor
M0 LLARL ETY ADCEPTED., (2057 o S0 L LAREL[TY ADCERTED, Ty
& Thawte Pramam Serve T4 Thaste Prama e e LA
Ll Thitmne: TPeepiampre A4 Thagwrie TrmesLamprs LA
& UTH LEER it Tt UT SRRt Ot
1 | =l J L]
Truated oot { oty siore oniees 33
8. Verify that the LDAP certificate (for example, example@-DC-CA) appears in
the right pane of the window.
9. If the LDAP certificate is not displayed, right-click Certificate and select All
Tacks > Import....
10. Click Next.
11. Click Browse and select the certificate file of the LDAP server.
12. Click Next twice, and then click Finish, followed by OK.

The LDAP certificate appears in the right pane.

Testing secured LDAP node connectivity with Idp.exe
Test and verify secured LDAP node connectivity using the 1dp . exe utility.
Procedure
1. Run ldp.exe.
2. From the Connection menu, select Connect.

The Connect window appears:

Connect -
Server: |example.ldaps.local ]
Port: |63 [_] Connectionless
viss,

[ox |
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3. Enter the required information:
a. In the Server field., enter the LDAPS server FQDN.
For example: example.ldaps.local
b. Select the SSL option.

c. In the Port field, change the port number to 636.
4. Click OK.

The following information should appear in the 1dp . exe utility window:

L 1 e s e e e =1

@ | Note: If an error message appears, review the configuration.

Installation and configuration

After preparing the server for LDAP, install the MDM package and configure LDAP
authentication:

1. Installing the MDM package or VxFlex OS system on page 49
2. Configuring LDAP Authentication on page 49

Installing the MDM package or VxFlex OS system
Install the MDM package, or the entire VxFlex OS system.
For details, see the VxFlex OS Deployment Guide.

Configuring LDAP Authentication
Run the following scli command to configure the LDAP authentication:

For example, to configure the sio_1 user:

scli --add ldap service --ldap service uri "ldaps://
example.ldaps.local" --ldap base dn "OU=0Ul,DC=ldaps,DC=local"
scli --assign ldap groups to roles --ldap service id

<LDAP_SERVICE ID FROM PREVIOUS COMMAND> --administrator role dn
"CN=SIO GRP_1,0U=0U1,DC=ldaps,DC=local"

scli --set user authentication method --
native and ldap authentication
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scli --login --username sio 1l@ldaps.local --password —--password --
ldap authentication

Preparation for non-secured LDAP
To prepare a non-secured LDAP environment, follow the procedures for LDAPS
(secured), with the following exceptions:
Procedure
1. These pre-configuration procedures are unnecessary:

e Creating a cacertsdirectory.
For example, for Linux, skip the procedures “Creating a directory called
“cacerts”.

e Editing the /etc/resolv.conf file
For example, for Linux, skip the procedures “Editing the /etc/resolv.conf
file”.

* Running the cacertdir rehash script:

For example, for Linux, skip the corresponding step in the procedures
“Copying the Scaleio.cer file and running cacertdir_rehash”.

2. When configuring LDAP authentication, replace /daps://example.ldaps.local
with /dap.//server.example.com (or replace it with an IP address).
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CHAPTER 5

Configuring LDAP Authentication on the VxFlex
OS MDM

This chapter contains instructions for configuring LDAP authentication on the VxFlex
OS MDM.

@ Note: This note is not relevant for VxFlex Ready Node. In cases where the VxFlex
OS Gateway is installed on the same server as the MDM, the configuration
procedures for the VxFlex OS Gateway are still required, in addition to the
procedures described in this chapter.

Topics include:

e Preparing for LDAP authentication..........cuuuuuuiiiiiiiiiiiicccccreeccee e 52
e Configuring LDAP in the VxFlex OS system........cccuutuuuiiiiiiiiiiiieeeierreesceen e 52
o Using LDAP With VXFIEX OS........uuuiiiiiiieiietteee et s et e e 59
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Preparing for LDAP authentication

Before configuring LDAP authentication on the VxFlex OS MDM, ensure that you have
prepared both the LDAPS server and the server on which the MDM is to be installed.

For instructions, see Preparation examples for various operating systems on page 25.

For information on adapting preparations for a non-secured LDAP environment, see
Preparation for non-secured LDAP on page 50.

For details about the VxFlex OS CLI commands, refer to VxFlex OS CL/ Reference
Guide.

Configuring LDAP in the VxFlex OS system

The following topics explain how to configure LDAP for your system using the VxFlex
OS CLlI:

e CLlI basics on page 52

e Add the Service on page 53

e Group Assignment on page 55

e Query properties on page 57

e Query properties on page 57

e Logging in to the System on page 59

CLI basics

The VxFlex OS CLI and SCLI commands enable you to perform all provision, maintain,
and monitor tasks.

The CLl is installed as part of the MDM component and can be found in the following
path:

e Linuxand VMware: scli

e Windows: C:\Program Files\emc\scaleio\MDM\bin
e Xen:siocli

All CLI commands use the following format:

e Linux, VMware, and Windows:

scli [--mdm ip <IP>] <command>

e Xen:
siocli [--mdm ip <IP>] <command>

For more information, see VxFlex OS CL/ Reference Guide.
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Configuring LDAP Authentication on the VxFlex OS MDM

Add the service to the MDM to be used for authentication. In return, the user receives
the ID of the LDAP service.

Command
scli --add ldap service
Syntax

scli --add ldap service --ldap service uri <URI> --ldap base dn
<LDAP DN>

[--1ldap_service name<LDAP NAME>][--object class attribute <ATTR>]
[--user id attribute name <NAME>] [--member of attribute name
<NAME>]

[--disable recursive search]

The actual command syntax is operating-system dependent. For more information,
see CLI basics on page 52.

Description/Notes

This command adds an LDAP service to the system. The service ID of the added LDAP
will be returned.

@ Note: LDAP should be configured on all the MDMs in the system in order to
support switch ownership scenarios.

@ Note: VxFlex OS systems support authentication by up to eight LDAP servers.
When multiple LDAP servers are used, add each one separately using this
command.

Parameters

Parameter Description

--ldap_service_uri Where <LDAP_SCHEMA> defines the connection protocol:
LDAPS - secure LDAP connection (recommended)

LDAP - non-secure LDAP connection

<PORT_NUMBER> - the LDAP service port (optional
parameter; default is 636)

This parameter must start with Idap:// or Idaps:// followed by
the host name. No extra validation is performed at this stage.

Example:

LDAPS://my.ldaphost.com:636

--ldap_base_dn Base Distinguished Name (DN) of users in the domain, and
must be a valid DN containing the DC substring.

For example, if a user corporate login is
johnd@example.ldaps.local, the DC string would be
DC=example, DC=Idaps, DC=local.

@ Note: On Active Directory Windows servers, you can use
the dsquery tool to find LDAP Base DN information. To
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Additional commands

Parameter Description

see available options, in the command line, type
dsquery /?.

On Linux, you can use 1dapsearch from the command line
(may need to be installed, if it is missing).

--ldap_service_name LDAP service name

--object_class_attribute The object class attribute that is used to identify a user; used
in the search filter (default: user)

--user_id_attribute_name The attribute name that defines the user id; used in the search
filter (default: sAMAccountName)

--member_of_attribute_name | The attribute name that defines the contained group; used in
the search filter (default: memberOf)

--disable_recursive_search Disable recursive search
Example
scli --add ldap service --ldap_ service uri "ldap://

example. ldgps .local"
--ldap base dn "OU=SIO OU 1,DC=ldaps,DC=local"
Where:
e ldap://example.ldaps.local is the host name of the authentication server.

e OU=SIO_OU 1 is a specific organizational unit group defined in the Active
Directory.

e DC=ldaps, DC=local are the Domain Component parts of the Base DN.

Related commands exist for renaming the LDAP service, and for removing it.

Rename the LDAP service

Command

scli --rename ldap service

Syntax

scli --rename_ldap_service (--ldap_service_ id <LDAP SERVICE ID> | --
ldap service name <LDAP SERVICE NAME>) --new name <NAME>

Description

This command renames the LDAP service in the VxFlex OS system.
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Parameters
Parameter Description
--ldap_service_id ID of LDAP service

--ldap_service_name | Name of LDAP service

--new_name New name to be assigned to the LDAP service
<NAME>

Example

scli --rename ldap service --ldap service id 0£33116700000000 --
new name ldap servicel

The LDAP service name was changed successfully.

Remove the LDAP service

Command

scli --remove ldap service

Syntax

scli --remove ldap service (--ldap service id <LDAP SERVICE ID> | --
ldap service name <LDAP SERVICE NAME> | --remove all )

Description

This command removes the LDAP service from the VxFlex OS system.

Parameters
Parameter Description
--ldap_service_id ID of LDAP service

--ldap_service_name | Name of LDAP service

--remove_all Remove all LDAP services

Example
scli --remove ldap service --ldap service id 0£33116700000000
The LDAP service was deleted successfully.

Group Assignment

Once the LDAP service is ready, the next step is to associate the Active Directory
(AD) groups with the different roles offered by VxFlex OS.

As described in User Roles on page 11, a segregation model is used for the roles in
LDAP. This associates a set of commands with each role. Unlike the nested model, in
which a more privileged role immediately grants access to the same set of authorized
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commands to a less privileged role, in the case of LDAP one must add each role to
grant access to the set of commands.

For example, in the local domain, when a user is defined as Administrator, that user
may execute any command associated with the lesser privileged roles (Configurator
and Monitor). So, an Administrator may add users due to the Administrator role, and in
addition, may also perform configuration changes as the Configurator roles.

In LDAP, this is not the case. If a user is associated with a group that is mapped to the
VxFlex OS Administrator role, that user may perform user-related commands, but will
not be allowed to make any configuration changes.

@ Note: All LDAP groups must be assigned the Monitor role if they want those LDAP
users to be able to use the GUI/plug-in.

Associate an Active Directory group with a VxFlex OS role

56

Command

scli --assign ldap groups_to roles

Syntax

scli --assign ldap groups to roles (--ldap service id | --

ldap service name) [--administrator role dn] [--security role dn]
[--backend config role dn] [--frontend config role dn] [--
monitor role dn] [--allow overwrite]

Description/Notes

This command maps LDAP groups to VxFlex OS system roles. The LDAP service must
be configured in advance. Once you have mapped the roles, you can assign users in
the Active Directory to the relevant LDAP groups.

All LDAP groups must be assigned the Monitor role if they want those LDAP users to
be able to use the GUI/plug-in.

Parameters

Parameter Description

--ldap_service_id ID of LDAP service

--ldap_service_name Name of LDAP service

--administrator_role_dn LDAP group that has users with administration privileges

--security_role_dn LDAP group that has users with security privileges

--backend_config_role_dn LDAP group that has users with backend configuration
privileges

--frontend_config_role_dn LDAP group that has users with frontend configuration
privileges

--monitor_role_dn LDAP group that has users with monitoring privileges

--allow_overwrite Overwrites the role's LDAP group
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Example

See Example of cross domain authentication on page 60.

Remove a group from a role assignment

Command

remove ldap group from role assignment

Syntax

scli --remove ldap group from role assignment (--ldap service id
<LDAP SERVICE ID> | --ldap service name <LDAP SERVICE NAME>) [--
administrator role] [--security role] [--backend config role] [--

frontend_confzg_role] [——monitor_role]

Description/Notes

This command removes LDAP groups from system role assignments.

Parameters
Parameter Description
--ldap_service_id ID of LDAP service. The service must already be configured.
--ldap_service_name Name of LDAP service
--administrator_role LDAP group that has users with administration privileges
--security_role LDAP group that has users with security privileges
--backend_config_role LDAP group that has users with backend configuration
privileges
--frontend_config_role LDAP group that has users with frontend configuration
privileges
--monitor_role LDAP group that has users with monitoring privileges
Example

scli --remove ldap group from role assignment --ldap service id
0£33387700000000 --administrator role

Assignment of roles to LDAP groups has been successfully removed.

Query properties

The query command allows you to view the properties defined for the LDAP services
and groups.
Command

scli --query user authentication properties
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Example

See the example in Example of cross domain authentication on page 60.

Authentication Method

Once the LDAP service is set, and groups are assigned, specify the authentication
method with which VxFlex OS will authenticate the users. The users may be restricted
to only the local domain or the LDAP server only, or both types may be allowed. This
decision should be made at the discretion of the system administrator, and is usually
dictated by the security policy of the organization.

Command
set user authentication method

The command accepts one of these options:
e /dap_authentication

e native_authentication

e native_and_JIdap_authentication

Once the authentication method is set, it cannot be changed easily. To change it, one
must use the Reset Administrator procedure (see Resetting the Administrator on page

16).

Syntax

scli --set user authentication method (--ldap authentication | --
native authentication | --native and ldap authentication) [--

i am sure]

Description/Notes

This command sets the user authentication method for the system. Use this command
with caution, because it is complex to roll back this operation.

Parameters
Parameter Description
--ldap_authentication LDAP based authentication method, where users are managed
in LDAP compliant server. In order to switch to this
authentication method, LDAP service parameters should be
configured.
--native_authentication Native authentication method, where users are managed

locally in the system.

-- A hybrid authentication method. Both LDAP and Native users
native_and_ldap_authenticati | may log into the system after it is set.
on

--i_am_sure Preemptive approval.

Example

See the example in Example of cross domain authentication on page 60.
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Logging in to the System

Once the system parameters are set, you may log in to the system according to the
defined method.

Command
scli --login

When logging in locally, the command must include a user name and password. When
using LDAP, the command should also include the LDAP domain it is using, and the
LDAP authentication parameter, as in the following examples:

Example: local login, native authentication

scli --log in --username JohnDoe --password <password>

Example: LDAP login

scli --login --username JohnDoe@example.ldaps.local --password
<password> ldap authentication

Using LDAP with VxFlex OS

LDAP users function differently than local users in VxFlex OS.

When a local user is associated with a role, that user immediately inherits the
capabilities of less privileged roles. For example, a local user with Administrator
privileges will also be able to execute Configurator commands.

For an LDAP user, this is not the case. An LDAP user defined as an Administrator is
limited to Administrator operations, such as adding users (see Command Authorization
on page 17), but is not able to invoke any Configurator commands. You can overcome
this limitation one of two ways:

e Assign an LDAP group to several VxFlex OS roles.
e Assign an LDAP group to each VxFlex OS role.

The following examples in Example of LDAP use with VxFlex OS on page 59 show
how to use each method.

@ Note: This section refers to LDAP configuration of the VxFlex OS MDM. To
configure LDAP on the VxFlex OS Gateway, see Configuring LDAP Authentication
on the VxFlex OS Gateway on page 63.

Example of LDAP use with VxFlex OS

This example shows how to configure LDAP so that the user John.Doe will be a
Frontend Configurator as well as Monitor of the system.

Local Domain

Assign John.Doe (a local user) to the Frontend_Config role.

Because Monitor is nested in Frontend Configurator, John.Doe has all the desired
privileges.
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LDAP domain—LDAP group to multiple VxFlex OS roles

Create and associate LDAP groups with multiple VxFlex OS roles. You can do this for
all roles by creating parallel groups in LDAP.

1. In LDAP, create the following LDAP group:
¢ Frontend_Configurator_LDAP_Group
2. Assign John.Doe@example.ldaps.local to the above LDAP group.

3. In VxFlex OS, associate Frontend_Configurator_LDAP_Group to both the
Frontend_Config role and the Monitor role. In this way,
Frontend_Configurator_LDAP_Group has the same privileges as the local
Frontend Configurator role, and therefore will have the desired privileges.

LDAP domain—LDAP group to one VxFlex OS role
Associate each LDAP group to one VxFlex OS role:
1. In LDAP, create these LDAP groups:
¢ Frontend_Configurator_LDAP_Group
e Monitor_LDAP_Group
2. Assign John.Doe@ example.ldaps.local (an LDAP user) to both LDAP groups.

3. In VxFlex OS, associate Frontend_Configurator_LDAP_Group to the
Frontend_Config role, and assign Monitor_LDAP_Group to the Monitor role.

John.Doe@example.ldaps.local will have all the desired privileges.

Cross domain authentication

When there are two (or more) LDAP servers with a trusted relationship, a user from
one server (user_ldap_server) can be associated with a group (vxflex_group) that is
configured in the second server (group_Ildap_server). The group in the second server
is associated with a role in the VxFlex OS system.

About this task
For VxFlex OS to allow this user to log in, perform the following steps:
Procedure

1. Add the user_Idap_server as an LDAP service in VxFlex OS.

2. Assign the vxflex_group (that belongs to the group_ldap_server) to VxFlex OS,
and associate it with the desired role.

Results

From now on, any user from the user_ldap_server can log in to the VxFlex OS system
with the role associated with vxflex_group that belongs to group_Idap_server.

Example of cross domain authentication

60

This example demonstrates the configuration activities that are performed in a VxFlex
OS system.

About this task

The example assumes that a user is a defined user in user_Idap. In addition, there is a
group called vxflex_monitor_group defined in group_Ildap.

The following steps show how to enable access to the VxFlex OS systems for users in
the user_Ildap server (e.g., John Doe) who are part of the vxflex_monitor_group
defined in group_Ildap.
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Procedure

1. Add user_ldap as an LDAP service:

[root~]$ scli --add ldap service --ldap_ service name
example ldap --ldap service uri ldap://user ldap.example.com
--ldap base dn "CN=Users,DC=user ldap,DC=example,DC=com"

Output similar to the following should appear. At the prompt, enter 'y':

LDAP uri defined with unsecured protocol. Press 'y' and then
Enter to confirm.y

Successfully added an LDAP service. Object ID 0b83£f1c400000000
with Name: example ldap, URI: ldap:// user ldap.example.com and
base DN: CN=Users,DC=user ldap,DC=example, DC=com

2. Assign the vxflex_monitor_group group to the Monitor role:

[root~]$ scli --assign ldap groups to roles --

ldap service name example ldap --monitor role dn

"CN=vxflex monitor group,OU=vxflex ou,DC=group ldap,DC=example
, DC=com"

The following output should appear:

Assignment of roles to LDAP groups completed successfully

3. Check the settings:

[root~]$ scli --query user authentication properties

Output similar to the following should appear:

LDAP service ID: 0b83f1c400000000
LDAP service name: example ldap
LDAP service URI: ldap://user ldap.example.com
Users base DN: cn=users,dc=user ldap,dc=example,dc=com
LDAP service has 1 configured groups.
Role: Monitor
Group DN:
CN=vxflex monitor group,OU=vxflex ou,DC=group ldap,DC=example,DC
=com

4, Set the authentication method:

[root~]$ scli --set user authentication method --
ldap authentication

The following output should appear:

Authentication method changed successfully
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5. Log in using the desired user name:

[root~]$ scli --login --username John.Doe@ldap.example.com --
ldap authentication

Output similar to the following should appear:

Enter password:
Logged in. User role is Monitor. System ID is 31bf07056dd2f5d7
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CHAPTER 6

Configuring LDAP Authentication on the VxFlex
OS Gateway

This chapter explains how to configure LDAP authentication on the VxFlex OS
Gateway.

@ | Note: This chapter is not applicable to VxFlex Ready Node systems.
@ Note: In cases where the VxFlex OS Gateway is installed on the same server as

the MDM, the configuration procedures for the MDM are still required, in addition
to LDAP communication settings and to the procedures described in this chapter.

Topics include:

e Preliminary configurations ... 64
e Configuring the VxFlex OS gateway ..........cccccerreriiiiiiiieieninn s 64
e Editing the gateway.properties file........ccccoceiiiiiiii 67
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Preliminary configurations

Before configuring LDAP authentication on the VxFlex OS Gateway, you must perform
the following tasks:

e Verify that the openldap package is installed.
¢ Create a directory called cacerts.
e Editthe /etc/resolv.conf file.

e Add one or more LDAPS/LDAP server IP addresses, IFQDNs, and hostnames to
the /etc/hosts file.

e Copy the Scaleio.cer fileand run cacertdir rehash from each LDAP/S
server.

@ Note: For more information on these procedures, see the procedures in
Preparation examples for various operating systems on page 25 for the specific
operating system on which the VxFlex OS Gateway is installed.

@ | Note: Lockbox is mandatory for LDAPS.

e Use FOSGWTool in command line to add the LDAP configuration to the Lockbox.
The Lockbox can be created beforehand, but you can also create a default
Lockbox when you run the command to add the LDAP configuration. FOSGWTool
is located at:

= Linux:
/opt/emc/scaleio/gateway/bin/FOSGWTool.sh

= Windows:

C:\Program Files\EMC\ScaleIO\Gateway\bin\FOSGWTool.bat

By default, login can be performed locally (with username admin) or via the LDAP
server. It is also possible to configure the VxFlex OS Gateway so that authentication
can only be performed via the LDAP server.

Configuring the VxFlex OS gateway

64

Configure the gateway in a VxFlex OS system.
About this task

Up to eight LDAP servers can be used. When you add multiple LDAP servers, ensure
that the list for each parameter in the reset ldap properties command is the
same length. Items in lists should be separated by ";". When multiple LDAP servers
are used, each server's certificate must be imported into the gateway's truststore.

The FOSGWTool --set ldap properties command that existed in previous
versions is still supported for a single LDAP server, but cannot be used to add multiple
LDAP servers.

To use FOSGWTool, input the appropriate path, based on your operating system, and
append the commands to the end of the filepath:

Linux FOSGWTool filepath: /opt/emc/scaleio/gateway/bin/FOSGWTool.sh
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Windows FOSGWTool filepath: C:\Program Files\EMC\ScaleIO\Gateway
\FOSGWTool.bat

Before you begin, you can use FOSGWTool to view the existing lockbox configuration,
using the command --query ldap properties.

Procedure

1. Configure LDAP/LDAPS connectivity, as described in Configuring LDAP
Authentication on the VxFlex OS MDM on page 51.

2. For authentication via LDAP server only (local logging in will be disabled), using
a text editor, edit the gatewayUser.properties file. (For detailed
instructions, follow this procedure.)

Change the property
gateway-admin.disable.local.login=false
to

gateway-admin.disable.local.login= true.

3. Add the LDAP parameters to the gateway:

Syntax:
FOSGWTool.sh --reset ldap properties [--server url list
<URL LIST>] [--base dn list <BASE DN LIST>] [--
group name list <GROUP NAME LIST>] --create default lockbox

Note: Ensure that the list for each parameter in the command is the same
length (up to eight items per list). Items in lists should be separated by "; ".

®
)

Note: If the default lockbox already exists, omit the —-
create default lockbox option.

For example:

e On Linux:

FOSGWTool.sh —--reset ldap properties --server url list
"ldaps://win08r2-dc.ldap.local;ldaps://winl2r2-
dc.ldaps.local" --base dn list

"DC=1ldap, DC=1local;DC=1ldaps,DC=1local" --group name list
"CN=SIO OU 1 ADMIN GRP,OU=SIO OU 1,DC=ldap,DC=local;CN=SIO G
RP 1,0U=SIO OU 1,DC=ldaps,DC=local"

e On Windows:

FOSGWTool.bat --reset ldap properties --server url list
"ldaps://win08r2-dc.ldap.local;ldaps://winl2r2-
dc.ldaps.local" --base dn list

"DC=1dap, DC=local;DC=1daps,DC=local" --group name list
"CN=SIO OU 1 ADMIN GRP,QU=SIO OU 1,DC=ldap,DC=local;CN=SIO G
RP_1,0U=SIO OU 1,DC=ldaps,DC=local"

If a previous LDAP configuration exists, an error message is returned. To

confirm overwriting of the configuration, issue the command again, with the
flag --i am sure appended to the command.
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4. To configure a secured connection to an LDAP server (LDAPS), add the LDAPS
servers' certificates to the gateway’s truststore. jks file, using the
following Java Keytool command, and then restart the gateway:

keytool -import -trustcacerts -alias [unique alias] -file
[path to the certificate file] -keystore
[path to certificates folder]/truststore.jks

For multiple LDAP servers, import all the certificates. The file name and location
may be the same, but the alias in the command must be unique for each one.

(D Note: If you add --storepass changeit to the command, confirmation
using user credentials will not be required. For example:

./keytool -import -trustcacerts -alias test -file "/tmp/
scaleio.cer" --keystore "/opt/emc/scaleio/gateway/webapps/ROOT/
WEB-INF/classes/certificates/truststore.jks" --storepass changeit

In RHEL 6, the keytool location is: /usr/java/jrel.8.0 40/bin. For more
information about using Keytool, default paths and typical commands, see
"Using Keytool to add certificates to external components" in the VxFlex OS
User Guide.

The gateway's truststore is at the following location:

e Linux:

/opt/emc/scaleio/gateway/webapps/ROOT/WEB-INF/classes/
certificates/truststore. jks

¢ Windows:

C:\Program Files\EMC\ScaleIO\Gateway\webapps\ROOT\WEB-INF
\classes\certificates\truststore.jks

5. To verify that the certificate was imported successfully, run the following
command, and make sure that the LDAPS server's certificate was imported into
the gateway's truststore. jks file:

keytool -list -v -keystore [path to certificates folder]/
truststore.jks -alias [unique alias] -storepass changeit

For example:

keytool -list -v -keystore "/opt/emc/scaleio/gateway/webapps/
ROOT/WEB-INF/classes/certificates/truststore.jks" -alias test
—storepass changeit
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Editing the gateway.properties file
Edit the gateway.properties file.
Procedure

1. Using a text editor, open the gatewayUser.properties file that is located in
the following directory on the VxFlex OS Installer / VxFlex OS Gateway server:

Gateway Location of gatewayUser.properties file

installed on

Linux /opt/emc/scaleio/gateway/webapps/ROOT/WEB-
INF/classes

Windows C:\Program Files\EMC\ScaleIO\Gateway
\webapps\ROOT\WEB-INF\classes\

Edit the file as required.
Save and close the file.
Restart the scaleio-gateway service:

e Linux:
Type the command service scaleio-gateway restart

e Windows:
Restart the EMC VxFlex OS Gateway service.

5. When the configuration is complete, you may log in to the VxFlex OS Gateway
using LDAP user credentials.
For example:

user: sio 1l@ldaps.local, password: password
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CHAPTER 7
LDAP facts

This chapter contains the following topics:

e AD configuration propagation...........cccueeeeeemrmmmmnraaa e e e ee e e e e ee s 70
e Changing Group to Role ASSOCIatioN.........ceereiiieieiiiiiiiiie e 70
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AD configuration propagation

Every change in the Active Directory (AD) needs to propagate to all AD nodes.

Depending on the cluster configuration, the propagation process may take some time.
It usually takes around 20 minutes, but could take up to a few hours.

Changing Group to Role Association

After changing the groups to role associations for the LDAP service used in the
current login process, log in again to bring the changes into effect.

For information, see Group Assignment on page 55).
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