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Executive summary 
Storage is a core resource for any VMware® vSphere® virtualized data center and should be designed to 
maintain high availability and integrity of customer applications, data, and services. Modern data centers 
employ a variety of designs to provide high availability, but they may remain vulnerable to certain types of 
unplanned infrastructure outages and disasters. If an outage does occur, organizations require recovery in the 
shortest amount of time possible, with as little data loss as possible. MetroSync for Dell EMC™ Unity enables 
synchronous replication of NAS servers and file systems, allowing vSphere environments on NFS storage to 
react and cut over quickly to a disaster recovery site with zero data loss, meeting a recovery point objective of 
zero. 

This technical paper provides guidance for VMware vSphere configuration and integration with MetroSync 
and MetroSync Manager for Dell EMC Unity, creating a synchronous disaster recovery solution for NFS 
resources. 

Audience 
This technical paper is intended for IT planners, storage architects, system administrators, partners, Dell 
EMC™ employees, and any others involved in evaluating, acquiring, managing, operating, or designing a 
MetroSync environment using Dell EMC Unity systems. 

Terminology 
Bandwidth: The amount of data that can be transferred in a time period. Bandwidth is usually represented in 
bytes per second (Bps) or MB/s. 

Fibre Channel protocol: A transfer protocol used to communicate SCSI commands over a Fibre Channel 
network. 

NAS server: A Dell EMC Unity storage server that uses the SMB, NFS, or FTP/SFTP protocols to catalog, 
organize, and transfer files within designated file system shares. A NAS server, the basis for multi-tenancy, 
must be created before you can create file-level storage resources such as file systems or VMware file 
datastores. 

Network-attached storage (NAS): File-based storage for a wide range of clients and applications that 
access storage over IP connectivity. 

Network File System (NFS): An access protocol that allows data access from Linux® or UNIX® hosts located 
on a network. 

Recovery point objective (RPO): A defined time period in which data can be lost but an organization can 
continue operations. For example, if an organization determined that it could allow an RPO of 30 minutes, the 
business would be able to experience a disaster, lose 30 minutes of data, and still be able to perform 
operations normally. 

Recovery time objective (RTO): The duration of time in which a business process must be restored after a 
disaster. For example, an RTO of one hour means that in case of a disaster, the data and business process 
need to be restored in one hour. 
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Server Message Block (SMB): An access protocol that allows data access from Microsoft® Windows® or 
Linux hosts located on a network. Also known as Common Internet File System (CIFS). 

Synchronous replication: A replication mode in which the host initiates a write to the system at the local 
site. The data must be successfully stored in both the local and destination systems before an 
acknowledgement is sent back to the host. 

Storage pool: A collection of physical drives organized in a logical grouping for use on Dell EMC Unity 
systems for storage resource provisioning. 

Storage processor (SP): A storage node that provides the processing resources for performing storage 
operations as well as servicing I/O between storage and hosts. 

Unisphere: A web-based Dell EMC management interface for creating storage resources, and configuring 
and scheduling protection for stored data. Dell EMC Unisphere™ is also used for managing and monitoring 
other storage operations. 

Unisphere command-line interface (UEMCLI): An interface that allows a user to perform tasks on the 
storage system by typing commands instead of using the graphical user interface. 
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1 Introduction 
This document describes how to configure VMware vSphere NFS datastores with Dell EMC Unity MetroSync 
and MetroSync Manager to create a storage disaster recovery (DR) solution for applications, data, and 
services backed by virtual machines. 

Data-center consolidation has been trending for many years with numerous organizations leveraging VMware 
vSphere as their hypervisor standard. Dell EMC Unity is a midrange storage platform which introduced 
MetroSync for NFS with the release of Dell EMC Unity OE 4.4. vSphere customers can leverage MetroSync 
to synchronously replicate NFS datastores to a remote DR site. In the event of a disaster or other type of 
unplanned outage in the production data center, the NFS datastore replicas can be activated at the DR site 
quickly and easily with zero data loss. Virtualized workloads can then be powered on to continue business 
operations. 

NAS servers and NFS datastores may also be proactively moved to the DR site for disaster avoidance or risk 
mitigation for data-center changes implemented during a maintenance window.  

MetroSync allows for synchronous replication of a NAS server and all its contents as well as file systems, 
association of file systems to snapshot schedules, snapshots, SMB servers, NFS exports, interfaces, and so 
on. It can be configured in either a uni-directional configuration with the source NAS servers constrained to 
one system, or a bi-directional configuration with each system having its own set of source NAS servers.  

For more detailed information on MetroSync, refer to the Dell EMC Unity: MetroSync document.  

1.1 Prerequisites 
This section describes the requirements for MetroSync and VMware vSphere. 

1.1.1 MetroSync requirements 
To use the MetroSync and MetroSync Manager features, two physical Dell EMC Unity systems must be 
configured as follows: 

• Dell EMC Unity OE must be version 4.5 or later. 
• Fibre Channel connectivity (direct connect or through a switch) is required between the two 

systems through the synchronous replication ports.  
• The system time for both systems must be within five minutes of each other. 
• The distance between systems should be under 100 kilometers (~60 miles), due to the 

synchronous replication distance limitation based on latency. 
• Link latency must be less than 10 milliseconds between sites. 
• When using NFSv3 or NFSv4, the two Dell EMC Unity systems do not need to be the same 

model, but it is highly recommended to pair system models with the same default NFS transfer 
sizes (nfs.v3xfersize), as shown in Table 1. If using two different Dell EMC Unity systems with 
MetroSync, see Dell EMC Support KB article 521956 (login required) to modify the nfs.v3xfersize 
parameter of the system that has the larger value to match the system with the smaller value. 
This change requires a reboot of both storage processors. 

• For automatic cabinet-level failover, MetroSync Manager is installed and configured on a 
Windows host. 

  

https://support.emc.com/docu90611_Dell-EMC-Unity:-MetroSync---A-Detailed-Review.pdf
https://support.emc.com/kb/521956
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 Default NFS transfer size per system model 

System model Default transfer size 

Dell EMC Unity 300(F) 65535 

Dell EMC Unity 350(F), 400(F), 500(F) 131072 

Dell EMC Unity 450F, 550F, 600(F), 650F 262144 
 

Note: Inconsistent transfer sizes between two systems configured with MetroSync may causes issues after 
failover. 

1.1.2 VMware vSphere requirements 
This paper covers VMware vSphere on Dell EMC Unity systems in a classic production and DR-site design. In 
the event of a production site outage, virtual machines and storage can be activated at the DR site. 

• VMware vSphere (ESXi™ and preferably vCenter Server®) installed and configured, and with 
layer-2 storage network connectivity to both local and remote Dell EMC Unity systems. 

• vSphere Availability configured at the cluster level to support individual host failure within a site. 
In the event of a production site outage, vSphere Availability attempts to restart virtual machines 
at the DR site. 

Figure 1 illustrates the production and DR-site design discussed in this technical paper. This document 
assumes the VMkernel adapters in vSphere have been configured and are prepared to service NFS datastore 
traffic to Dell EMC Unity storage. All prerequisites in section 1.1 must be established before continuing the 
configuration steps. 

 
 Overview of a production site with MetroSync synchronous replication sessions to a DR site 

Note: MetroSync is not yet designed to support a solution with vSphere Metro Storage Cluster (vMSC), or a 
VMware Partner Verified and Supported Program (PVSP) solution for stretched storage, nor does it support 
VMware Site Recovery Manager. However, additional asynchronous replication to a third site is supported to 
allow for protection against a disaster scenario that compromises the first two Dell EMC Unity MetroSync 
systems replicating synchronously. The asynchronous replication sessions to the third system are preserved 
as NAS servers and NFS datastores are moved or failed over between the synchronous systems. 
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2 Create NAS servers and NFS datastores 
Before vSphere virtual machines can be deployed and protected with MetroSync, a NAS server must be 
created on the storage system. The following subsections outline using Unisphere to create NAS servers and 
NFS datastores for the vSphere data center. 

2.1 Create a NAS server 
Perform the following procedure to create a NAS server on the source Dell EMC Unity storage device. 

1. In Unisphere, under Storage, click File, click NAS Servers, and click the + sign. 

 
 

2. On the Configure NAS Server general settings screen, perform the following:  

a. Enter a Server Name for the NAS server. 
b. Optionally, choose a Tenant. 
c. Choose the storage Pool. 
d. Choose the Storage Processor to run the NAS server on. 
e. Click Next. 
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3. Choose the Ethernet Port and provide the TCP/IP network information. If the Ethernet port is cabled 
to an access port on the upstream switch, leave the VLAN ID field blank. If the Ethernet port is cabled 
to a trunked switch port, provide a VLAN ID.  

 
 

4. Choose the Linux/Unix shares (NFS) option to use NFS 4.1 datastores with vSphere. 

 
 

Note: Choose the Enable NFSv4 option to use NFS 4.1 datastores and related features with vSphere. It is 
important to understand that NFS 3 and NFS 4.1 use incompatible file-locking systems. Never mount a 
datastore as both NFS 3 and NFS 4 across hosts. 

5. On the next screen, enter the Domain name, and in the Servers field, add the IP address of the DNS 
server(s) reachable from the NAS server network. Click Next. 
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6. At this point, replication is not configured but will be completed later. Click Next to review the 
summary information. 

 
 

7. Click Finish. Once the job completes, the NAS server will be created. 

Now that the NAS server is configured, the next step is to add the vSphere infrastructure to Unisphere and 
create the NFS datastores. 
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2.2 Add vSphere Infrastructure to Unisphere 
Adding vSphere infrastructure to Unisphere simplifies storage management and provides storage visibility 
within Unisphere for correlation purposes. In the following steps, a vCenter Server and the ESXi hosts that it 
manages are imported into Unisphere. 

1. In Unisphere, under Access, click VMware, click vCenters, and click the + sign. 

 
 

2. Provide the FQDN or IP address of the vCenter server as well as the login credentials and click Find. 
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3. Verify the discovered ESXi infrastructure hosts to be imported and click Next. 

 
 

4. At the Summary screen click Finish. 

 

2.3 Create NFS datastores 
Now that VMware vSphere infrastructure has been added to Unisphere, NFS datastores can be added for 
virtual machine consumption. 

Perform the following steps to create an NFS datastore in Unisphere for VMware vSphere. 
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1. under Storage, click VMware, click Datastores, and click the + sign. 

 
 

2. Choose an available NAS server which will present the NFS export. 

  
 

3. Provide a Name for the NFS datastore and provide a Description (optional). 
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4. Choose the Pool, Size, and other attributes for the file system. 

 
 

5. By default for security reasons, No Access is applied to the new NFS datastore. ESXi hosts require 
read/write access for root. To add this access, click the + sign. 
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6. Select the ESXi hosts to receive Read/Write allow Root access and click OK. 

 
 

7. On the Configure Access page, click Next. 
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Creating an automatic snapshot schedule for the NFS datastore is optional and applicable if a flexible RPO 
policy requiring historical snapshot retention is being followed. An automatic snapshot schedule can also be 
configured later. Dell EMC Unity system replication needs to be configured first before NAS servers and NFS 
datastores can be replicated and is covered in section 3. Complete the process and repeat for additional NFS 
datastores. Unisphere automatically mounts the NFS datastores within vSphere making them available for 
virtual machine use. 
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3 Configure replication  

3.1 Storage system replication 
Now that the NAS server and NFS datastores are configured, the next step is to configure the replication 
between the two storage systems.  

For a more detailed explanation and configuration for designing and deploying MetroSync for Dell EMC Unity 
replication, refer to the Dell EMC Unity: MetroSync document. 

Perform the following tasks to configure synchronous replication between the two Dell EMC Unity storage 
systems: 

1. Configure the synchronous replication management interfaces: 

a. In Unisphere, under Protection & Mobility, click Interfaces and click the + sign. 
b. On the next screen, in the Ethernet Port field, make sure Sync Replication Management Port 

is selected. 
c. Enter the IP information for both SPA and SPB. When this is complete, configure the 

synchronous replication management interfaces on the second Dell EMC Unity storage system. 

https://support.emc.com/docu90611_Dell-EMC-Unity:-MetroSync---A-Detailed-Review.pdf


Configure replication 

18 Dell EMC Unity: MetroSync and VMware vSphere NFS Datastores | H17438  

Once complete, the Interfaces screen shows both ports configured successfully. 

 
 

2. Create a connection between the two Dell EMC Unity storage systems: 

a. In Unisphere, under Protection & Mobility, click Replication, click Connections, and click the + 
sign. 

b. Enter the following information: 

> Remote System: Management IP Address, User Name, and Password 
> Local System: Password 
> Connection Mode: Synchronous or Both 
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3. Once complete, click Verify and Update to test the connection. 

 

3.2 NAS server replication 
After the storage system replication is configured, replication must be configured for NAS servers.  

1. In Unisphere, under Storage, click File, click NAS Servers, and edit the selected NAS server. 

 
 

2. Select the Replication tab and click Configure Replication. 

 
 

3. Choose Synchronous for the Replication Mode and select the Dell EMC Unity system to replicate 
the NAS server to. 
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4. Provide the destination NAS server Name and Pool and click Next. 

 
 

5. On the Summary page, click Finish. 

 
 

With the NAS server replicating, associated file systems and NFS datastores begin replicating. Replication 
status can be monitored under Protection & Mobility by clicking Replication. Replications remain in a 
Syncing state until the source and destination are consistent. 
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When the synchronous replications are in sync and the NFS datastores are consistent between sites, the 
State will be shown as Active. Planned or unplanned failover can now occur from the production site to the 
DR site with zero data loss. 
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4 Test planned failover 
It is a best practice to periodically test the DR plan by simulating failure scenarios such as failure of the 
source storage system. Testing this kind of failure involves a failover and failback of the source Dell EMC 
Unity storage system (SN 3247) to the destination Dell EMC Unity storage system (SN 3270). 

The following example shows a failover of nasSrv01 from the Dell EMC Unity storage system (SN 3247) to 
the destination site Dell EMC Unity storage system (SN 3270). 

1. On the source side in Unisphere, under Storage, click File, click NAS Servers, edit the Source NAS 

Server (nasSrv01), and click the Replication tab. 
2. Select the Replication Session, click More Actions, and choose Failover.  

 
 

3. On the next screen, verify the destination system and click Failover. 
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Note: This test failover causes a temporary delay of storage I/O between the virtual machines and the NFS 
datastores. Following best practices, disk timeout threshold values should be properly configured within each 
guest operating system. 

4. To verify that all I/O is now going to the destination Dell EMC Unity storage system (SN 3270), close 
the current replication window, open it again by clicking Edit (pen symbol), and click Replication.  

The window now shows the active configuration with all I/O going to the destination system. 
Synchronous replication and data consistency of the NFS datastores between sites is maintained. 

 
 

5. Verify ESXi host connectivity to the NFS datastores using the vSphere Client. Also verify guest virtual 
machines are still able to send read and write I/O to the NFS datastores. All virtual machine read and 
write I/O are served from the destination Dell EMC Unity storage system (SN 3270). 

Note: MetroSync failover and failback, as well as cabinet-level failover, can be managed by REST API. Refer 
to the Unisphere Management REST API Reference Guide at 
https://<Management_IP>/apidocs/index.html. Cabinet-level failover allows administrators to quickly bring 
up the destination system as a source in the event of an unplanned outage or disaster to minimize downtime 
and data unavailability. 
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5 Test planned failover for failback 
A MetroSync failback operation is only issued after an unplanned failover operation. However, now that the 
roles are reversed, the same planned failover workflow can be used to move the NAS resources back to their 
original location, essentially performing a failback. The following steps are performed on the destination Dell 
EMC Unity storage system (SN 3270). 

1. In Unisphere, under Storage, click File, click NAS Servers, edit the Source NAS Server 
(nasSrv01), and click the Replication tab. 

2. Select the Replication Session, click More Actions, and click Failover. 

 
 

3. The new destination is the original source Dell EMC Unity storage system (SN 3247). Click Failover.  

Note: The test failback will cause a temporary delay of storage I/O between the virtual machines and the NFS 
datastores. Following best practices, disk timeout threshold values should be properly configured within each 
guest operating system. 
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4. After the failback is complete, verify it from either the source or destination. To verify from the source 
Dell EMC Unity storage system (SN 3247) in Unisphere, under Storage, click File, click NAS 

Servers, edit the Source NAS Server (nasSrv01), and click the Replication tab.  

The properties window now shows the active configuration with all I/O going to the source system. 
Again, synchronous replication and data consistency of the NFS datastores between sites is 
maintained. 
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6 Unplanned failover 
In rare cases, a short- or long-term disaster can occur and may require a DR failover to the remote site. 
Failover can be performed manually within Unisphere or automatically by MetroSync Manager. 

6.1 Manual failover 
Failover may be manually initiated within Unisphere on the destination system. MetroSync fails over to the 
remote site and replication stops since the source system is no longer available. 

When the source site becomes available again, a full synchronization is required to restart replication. If the 
original source system is recovered and is available again after an unplanned failover is completed, users 
have the option to run a Failback or Resume operation. A Failback operation initiates a full synchronization 
and then switches the replication roles to make the original source and destination reprise their roles again. A 
Resume operation imitates a full synchronization to the original source system and continues to replicate new 
writes in the same direction. 

6.2 MetroSync Manager 
MetroSync Manager is available starting with Dell EMC Unity OE version 4.5. This is an optional Microsoft® 
Windows® application that monitors the systems participating in synchronous replication for critical failures or 
outages. If a failure or outage is detected, MetroSync Manager automatically initiates a cabinet-level failover 
to simultaneously fail over all synchronously replicated NAS servers and associated VMware vSphere NFS 
datastores to the peer system in parallel. Just as MetroSync synchronous replication works bi-directionally 
between two systems, MetroSync Manager does as well. If either system fails or becomes unavailable, 
MetroSync Manager performs the necessary cabinet-level failover to the surviving system. Similar to manual 
failover, when a system becomes unavailable, synchronous replication between it and the destination system 
stops. 

Note: Along with the proper system monitoring configuration, the MetroSync Manager Service must be in a 
Running status and the Service State in the MetroSync Manager application must be Started for MetroSync 
Manager to perform an automatic cabinet-level failover for a failed system. 

For more information on Dell EMC Unity MetroSync and MetroSync Manager, refer to the Dell EMC Unity: 
MetroSync document. 

https://support.emc.com/docu90611_Dell-EMC-Unity:-MetroSync---A-Detailed-Review.pdf
https://support.emc.com/docu90611_Dell-EMC-Unity:-MetroSync---A-Detailed-Review.pdf
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7 Conclusion 
This document focuses on the VMware vSphere NFS datastore use case of MetroSync. The MetroSync 
feature is a zero-data-loss synchronous replication solution for NFS datastores designed to maintain data 
consistency between sites and guide the administrator through the failover and failback processes.  

MetroSync can be used for other platforms and applications to provide the same level of protection. For more 
information about the features supported by MetroSync, refer to the Dell EMC Unity: MetroSync document. 

https://support.emc.com/docu90611_Dell-EMC-Unity:-MetroSync---A-Detailed-Review.pdf
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A Technical support and resources 
Dell EMC Support is focused on meeting customer needs with proven services and support. 

Storage technical documents and videos on Dell.com provide expertise that helps to ensure customer 
success on Dell EMC storage platforms. 

A.1 Related resources 
The following references can be found on Dell EMC Support: 

• Dell EMC Unity: DR Access and Testing  
• Dell EMC Unity: Introduction to the Platform 
• Dell EMC Unity: Unisphere Overview 
• Dell EMC Unity: NAS Capabilities 
• Dell EMC Unity: Snapshots and Thin Clones 
• Dell EMC UnityVSA 
• Dell EMC Unity: MetroSync  

 

https://support.emc.com/
http://www.dell.com/storageresources
https://support.emc.com/

