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Preface

As part of an effort to improve its product lines, we periodically release revisions of its
software and hardware. Therefore, some functions described in this document might
not be supported by all versions of the software or hardware currently in use. The
product release notes provide the most up-to-date information on product features.

Contact your technical support professional if a product does not function properly or
does not function as described in this document.

Note

This document was accurate at publication time. Go to Online Support (https://
support.EMC.com) to find the latest version of this document.

Purpose
This document describes how to install, deploy, and use the Data Domain Cloud
Disaster Recovery product.

Audience
This document is intended for backup administrators and operators, and cloud
administrators who are involved in the backup and recovery of VMs to the cloud and
are planning to deploy and use the Cloud DR solution. Experience in network
administration is required for building the network infrastructure to support the Cloud
DR solution. Amazon Web Services (AWS) training and certification is recommended.

Revision history
The following table presents the revision history of this document.

Table 1 Revision history

Revision Date Description

01 July 2018 GA release of Data Domain
Cloud Disaster Recovery 18.2.

Related documentation
The following publications provide additional information:

l Avamar Administration Guide

l Avamar and Data Domain System Integration Guide

l Avamar for VMware User Guide

l Avamar Virtual Edition for Amazon Web Services Installation and Upgrade Guide

l Avamar Data Domain System Integration Guide

l Data Domain Cloud Disaster Recovery Release Notes

l Avamar Release Notes

l Data Domain Release Notes

l Data Domain Cloud Disaster Recovery White Paper Advanced Mode

Special notice conventions used in this document
Dell EMC uses the following conventions for special notices:
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DANGER

Indicates a hazardous situation which, if not avoided, will result in death or
serious injury.

WARNING

Indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

CAUTION

Indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

Addresses practices not related to personal injury.

Note

Presents information that is important, but not hazard-related.

Typographical conventions
Dell EMC uses the following type style conventions in this document:

Bold Used for names of interface elements, such as names of windows,
dialog boxes, buttons, fields, tab names, key names, and menu paths
(what the user specifically selects or clicks)

Italic Used for full titles of publications referenced in text

Monospace Used for:

l System code

l System output, such as an error message or script

l Pathnames, filenames, prompts, and syntax

l Commands and options

Monospace italic Used for variables

Monospace bold Used for user input

[ ] Square brackets enclose optional values

| Vertical bar indicates alternate selections - the bar means “or”

{ } Braces enclose content that the user must specify, such as x or y or
z

... Ellipses indicate nonessential information omitted from the example

Where to get help
Support, product, and licensing information can be obtained as follows:

Product information

For documentation, release notes, software updates, or further information, go to
Online Support at https://support.emc.com.
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Technical support

Go to Online Support and click Service Center. You will see several options for
contacting Technical Support. To open a service request, you must have a valid
support agreement. Contact your sales representative for details about obtaining
a valid support agreement or with questions about your account.

Comments and suggestions
Comments and suggestions help us to continue to improve the accuracy, organization,
and overall quality of the user publications. Send comments and suggestions about
this document to DPAD.Doc.Feedback@emc.com.

Please include the following information:

l Product name and version

l Document name, part number, and revision (for example, 01)

l Page numbers

l Other details to help address documentation issues

Preface
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CHAPTER 1

Cloud DR solution overview

This chapter includes the following topics:

l Overview............................................................................................................ 16
l Operational modes.............................................................................................. 17
l Cloud components..............................................................................................21
l Standard Mode detailed architecture..................................................................21
l Advanced Mode detailed architecture................................................................22
l Connecting to CDRS via private IP address....................................................... 23
l Failback architectural workflow..........................................................................23
l VMware Cloud on AWS...................................................................................... 24
l Prerequisites to enable Cloud DR recovery to VMC........................................... 25
l Requirements..................................................................................................... 27
l Limitations.......................................................................................................... 31
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Overview
The Data Domain Cloud Disaster Recovery (DD Cloud DR) solution enables disaster
recovery of one or more on-premises virtual machines (VMs) to the cloud. DD Cloud
DR integrates with existing on-premises backup software and a Data Domain system
to copy the VM backups to the cloud. It can then run a DR test or a failover, which
converts a VM to an Amazon Web Services Elastic Compute Cloud (EC2) instance,
and then runs this instance in the cloud.

The DD Cloud DR solution supports recovery run books, enabling administrators to
create one or more DR plans to recover multiple VMs and preconfigure recovery
orchestration, including network and security groups association, VM boot order
definition, and EC2 instance type selection. You can manage, recover, and fail back DR
plans through the Cloud DR Server (CDRS) UI.

Through the CDRS UI, you can accelerate the recovery process by creating rapid
recovery images for protected VMs. Creating a rapid recovery image starts a
rehydration process and converts the VMDK files to an Amazon Machine Image (AMI).
The recovery process then only needs to launch the recovered instance based on the
AMI.

The on-premises Cloud DR Add-on (CDRA) manages deployment of on-premises
components, as well as the CDRS, which runs in the cloud. CDRS monitors available
copies in the cloud and orchestration activities in AWS.

The CDRS user interface can be used for disaster recovery testing and failover. A DR
test enables temporary access to an EC2 instance to retrieve specific data or verify
that the recovered VM is working before running a failover. You would start a failover
when the on-premises production environment experiences a disaster or the VM is not
running.

When the production environment is restored, you can start a failback. This action
copies the failover instance from the cloud to a new VM copy in the on-premises
vCenter environment. The failback procedure is available only in the CDRS user
interface and not from the user interface of the on-premises backup software.

Two modes of operation are possible in the DD Cloud DR solution. Standard Mode
provides image-level, VM protection in the AWS cloud and also supports failover to
the VMware Cloud on AWS. Advanced Mode uses virtual editions of the backup server
and Data Domain components in the AWS cloud architecture to provide full support
for application consistency.

The DD Cloud DR is not available in Greater China, Russia, Belarus, and Kazakhstan.

Terms used in this document
Asset

A general term that refers to a VM or an application. VMs and applications are
considered assets in the DD Cloud DR solution.

VM image

A virtual machine image in the DD Cloud DR solution can be one of these:

l Linux VMware Image

l Windows VMware Image

Application

An application in the DD Cloud DR solution (Advanced Mode) can be one of these:

Cloud DR solution overview
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l Windows File System

l Linux File System

l Windows SQL Server

l Windows Exchange VSS

l Windows SharePoint VSS

l Linux Oracle RMAN

l Windows Oracle RMAN

Protection and recovery of applications is available only in the Advanced Mode of
the DD Cloud DR solution.

RDS

Amazon Relational Database Service is a web service that enables operation of a
relational database in the cloud.

Recovery

A general term that refers to these disaster recovery (DR) activities for protected
VMs:

l Test

l Failover

Test

A DR activity that enables temporary access to an EC2 instance to verify that a
protected VM is working before implementing a full failover to the cloud.

Failover

A DR activity that converts a VM to an Amazon Web Services Elastic Compute
Cloud (EC2) instance, and then runs this instance in the cloud.

Failback

An activity that transfers a failed-over VM (EC2 instance) in the cloud back to
the on-premises vSphere environment.

VMware Cloud on AWS

VMware Cloud on AWS is supported by VMware as an on-demand service that
enables customers to run production applications in cloud environments based on
VMware vSphere with access to AWS services.

VPC

Amazon Virtual Private Cloud enables you to provision a portion of the AWS cloud
where you can launch AWS resources in a virtual network that you create.

VPC peering

A network connection between two VPCs that enables you to route traffic
between them.

Operational modes
DD Cloud DR offers two modes of operation: Standard Mode and Advanced Mode.

When you first log in to the Cloud DR Add-on (CDRA), the user interface prompts you
to select the operational mode.

Cloud DR solution overview
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Note

If you select Standard Mode, you can later change the operational mode to Advanced
Mode by selecting Cloud DR Add-on > Settings > Operational Mode. However,
changing from Advanced Mode to Standard mode is not supported. Advanced Mode is
relevant for customers that use DDVE and AVE.

A comparison of the two operational modes is provided in Table 2  on page 18.

Table 2 Comparison of operational modes

Characteristic Standard Mode Advanced Mode

Type of protection Crash-consistent, image-
level, VM recovery to the
cloud with VSS support

Image-level and agent-based,
application-consistent
recovery to the cloud

Targeted use case Recovery of VMs with
minimal Amazon Web
Services (AWS) costs

Recovery of VMs and agent-
based applications to the
cloud

Avamar and Data Domain
components

On-premises, physical or
virtual editions of:

l Avamar 7.5 and later

l Data Domain 6.1 and later

On-premises, physical or
virtual editions of:

l Avamar 7.5.1 with
7.5.1-101_HF298709_27
and later

l Data Domain 6.1.2 and
later

In the cloud, virtual editions
of:

l Avamar 7.5.1 with
7.5.1-101_HF298709_27
and later

l Data Domain 6.1.2 and
later

Cloud DR solution overview
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Table 2 Comparison of operational modes (continued)

Characteristic Standard Mode Advanced Mode

Data path Uses DD Cloud DR data path,
which provides a cost
efficient solution for smaller
scale environments.

Uses Data Domain data path,
which is managed by Avamar,
uses Avamar general
replication, and is more
efficient for larger scale
environments.

Architecture and networking See Figure 1 on page 20. See Figure 2 on page 20.

Both operating modes require the following components:

Component Notes

VMware vCenter environment Release 6.0 or later.

Cloud DR Add-on The Cloud DR Add-on (CDRA), an on-
premises virtual appliance that manages
deployment, copies VM backups to the cloud,
and provides a user interface for deploying
and configuring the CDRA environment.

Cloud DR Server The Cloud DR Server (CDRS), a virtual server
that runs in the customer's domain in the
cloud and provides a user interface for
disaster recovery testing and failover.

Note

Multiple CDRAs can connect to a single
CDRS, but a CDRA can connect to only one
CDRS.

Public cloud account A public cloud account. The supported cloud
account is Amazon Web Services (AWS),
which includes:

l An AWS S3 bucket before the installation
to select cloud targets during
deployment.

l User permissions that are based on an
Identity and Access Management (IAM)
policy that you provide when deploying
CDRS.

Figure 1 on page 20 shows the high-level architecture for operating the DD Cloud DR
solution in Standard Mode.

Cloud DR solution overview
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Figure 1 Architecture for Standard Mode

The architecture for Standard Mode requires:

l Deploying physical or virtual editions of Data Domain and Avamar on premises.

l Connecting the Avamar and Data Domain components.

l Deploying the CDRA from an OVA template in the VMware vSphere environment.

l Deploying the CDRS in the AWS cloud account.

l Configuring the network connection between on-premises Avamar and Data
Domain components and cloud targets.

Figure 2 on page 20 shows the high-level architecture for operating the DD Cloud
DR solution in Advanced Mode.

Figure 2 Architecture for Advanced Mode

In addition to the on-premises components required in the Standard Mode
architecture, the Advanced Mode architecture requires:

Cloud DR solution overview
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l Deploying virtual editions of Data Domain (DDVE) and Avamar (AVE) in the user's
AWS account. Avamar provides a deployer that deploys AVE and DDVE in the
cloud and configures the required AWS resources.

l Connecting the cloud-based AVE and DDVE components.

l Configuring the network connection between on-premises Avamar and Data
Domain components and cloud-hosted AVE and DDVE components through a VPN
gateway.

l Configuring Avamar replication between the on-premises Avamar and cloud-based
AVE components.

Cloud components
Deployed with CDRS and created in the customer's AWS domain are:

l An Amazon Relational Database Service (RDS) catalog, to maintain persistent
data.

l A private subnet for communication between the RDS and CDRS.

l A public or private subnet with internet access for use by CDRS.

l The CDRS EC2 instance.

l A temporary Restore Service instance is launched in each region where recovery is
needed. This instance performs hydration during recovery, and is automatically
terminated after ten minutes of idle time.

Cloud DR supports installation in a customer's Virtual Private Cloud (VPC).

Standard Mode detailed architecture
The details of the Standard Mode architecture are as follows:

Figure 3 Standard Mode detailed architecture

1. A backup of an on-premises VM is performed by an Avamar VMware image
backup.

2. The backup software writes the backup to on-premises Data Domain storage.

Cloud DR solution overview
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3. The Cloud DR Add-on compresses, encrypts, and copies the backup from on-
premises storage to the object storage in the cloud. CDRA will analyze the VM to
determine if it is compatible with AWS based on various factors including OS type,
disk size, etc. If CDRA determines that the VM is not compatible, it will not send
the data to AWS.

4. A disaster recovery test or a failover is performed from either the backup software
or the Cloud DR Server. Both DR tests and failover operations recover the
selected point-in-time copy to a running EC2 instance.

5. A failback from the cloud to the on-premises environment can be initiated from a
failed over EC2 instance in order to resume running the virtual machine locally.
Cloud DR will restore the data to a new on-premises VM to the defined staging
area with CPU and memory configuration matching the EC2 instance.

Note

Failback is supported only for failed over instances.

Advanced Mode detailed architecture
The architecture for Advanced Mode can vary depending on networking preferences
and site requirements. Consult with the network administrator to build the network
infrastructure to support the Cloud DR solution.

Advanced Mode detailed architecture on page 22 shows a common architecture for
Advanced Mode.

This example shows the CDRS deployed within the same VPC as the Avamar and Data
Domain components.

Figure 4 Advanced Mode architecture example

Another option (not shown) is to deploy the CDRS in a different VPC than the Avamar
and Data Domain components. This alternative requires a VPN connection from CDRS
to the Avamar and Data Domain components in the cloud.

Cloud DR solution overview
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Connecting to CDRS via private IP address
The connection between the on-premises CDRA and the cloud-based CDRS may use a
public IP address or a private IP address. After the CDRS is deployed, the Cloud DR
solution provides a way to update this selection.

Figure 3 on page 21 and Figure 4 on page 22 show the on-premises CDRA connecting
to the cloud CDRS via a public IP address. However, the EC2 instances in the cloud
also support the use of a private IP address, if required.

If you want to connect via private IP address (for example, when working with a VPN
or AWS direct connect), you must create a network address translation (NAT)
gateway and configure network routing. These actions enable the CDRS to access
AWS services such as Amazon Simple Queue Service (SQS). Here are the prerequisite
steps:

1. Configure routing to the local network in the route table of the CDRS subnet.
Configure the VPN gateway on the AWS as the target.

2. Create a subnet for a NAT gateway. Configure local and default routes.

3. Create the NAT gateway using the subnet that you created in step 3 on page 23.

4. Configure the default route to the NAT gateway.

After the CDRS is deployed in the CDRA configuration wizard, you can update
whether to connect via public IP address or private IP address. This option is available
by selecting Cloud DR Add-on > Cloud DR Server, and then clicking the edit icon.
The option appears in the Edit CDRS Settings dialog box (see Edit the Cloud DR
Server settings on page 42).

Failback architectural workflow
A failback operation allows a failover instance to be copied back to an on-premises
vCenter. This operation is possible only in Standard Mode.

The architectural workflow of the DD Cloud DR solution when performing a failback
from the cloud to the on-premises vCenter is shown in Figure 5 on page 23.

Figure 5 Failback architecture

Cloud DR solution overview
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1. Failback is initiated from a failover instance by using the CDRS user interface.

2. CDRS powers off the instance and creates snapshots of its disks.

3. A Restore Service:

a. Creates disks from the snapshots.

b. Attaches the new disks to itself.

c. Reads the data and creates segments of data, compressing and encrypting the
data on the S3 bucket that is used as the cloud target for that specific region.
The S3 bucket is selected when deploying the CDRS during the initial
deployment from the CDRA user interface.

4. When the CDRA receives a new failback request, it creates a Restore VM,
including a boot disk, at the on-premises vCenter in the failback staging area. The
failback staging area is defined during DD Cloud DR deployment at the Connect to
vCenter Server page.

5. The Restore VM copies the data from the S3 bucket. Disks (VDMKs) are directly
attached to the Restore VM and allocated as thick lazy-zeroed.

6. When the restore process completes, the CDRA powers off the Restore VM,
deletes the boot disk, configures the failed-back VM as necessary, and relaunches
the VM.
At this point, you can vMotion the VMs from the failback staging area to their
original locations or new locations. The IP addresses used for Restore VMs are not
used for failed back VMs, so assign appropriate IP addresses to failed back VMs
and ensure that DHCP can resolve them.

7. The CDRS performs any required clean-up of temporary resources in the AWS
environment. However, the user must use the AWS console or the CDRS user
interface to manually terminate the original failover EC2 instance. This instance
was used to launch the failback process, and the EBS volume that is associated
with the EC2 instance.

VMware Cloud on AWS
Cloud DR Standard Mode supports failover from the on-premises environment to
VMware Cloud on AWS (VMC). Copies are protected in AWS S3, and they are
recovered in VMware Cloud on AWS.

VMware Cloud on AWS can be used on demand, when DR is needed. Since VMware
Cloud on AWS is not needed for protection, the user can deploy a software-defined
data center (SDDC) only during failover. The user connects the VMC to the Cloud DR
solution by deploying a CDRA in VMC and connecting it to the CDRS. Then, failover of
VMs can begin.

Since the production site and DR site are both using VMware, backup-based failover
to the VMware Cloud on AWS does not require launching an EC2 instance or
converting VMDKs to AMIs.

Requirements
Recovery to VMware Cloud requires:

l AWS cloud account

l VMware Cloud deployed in AWS cloud environment (used on demand)

l On-premises Avamar (physical or virtual edition) with release 7.5 and later

l On-premises Data Domain (physical or virtual edition) with release 6.1 and later

Cloud DR solution overview
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l CDRA that is deployed in VMware Cloud (requires the same version level as the
CDRS).

Workflow
Here is the high-level workflow:

1. When recovery is needed, deploy a SDDC.

2. Deploy a CDRA in the SDDC and connect it to the CDRS.

3. From the VMC CDRA, when you define the recovery staging area, ensure that you
enable direct failover to the VMC vCenter.

4. During recovery operations, select the VM that you want to recover, and then
click Failover to vCenter.

5. The recovery process fails over the AWS S3 copy to the VMware Cloud on AWS.
This action creates the EC2 instance for the S3 copy in the VMC.

If failback is required, use vMotion to move the recovered VM from the VMC vCenter
to the vCenter at the production site on premises.

For detailed prerequisites, see Prerequisites to enable Cloud DR recovery to VMC on
page 25.

Limitations
Failover to the VMware Cloud on AWS has these limitations:

l You cannot test a copy or promote a DR test to failover (only direct failover is
supported).

l You cannot fail over from rapid recovery images to VMC.

l You cannot use DR plans to failover to VMC.

l You cannot use automated failback from VMC to the on-premises production site.
Instead, use vCenter vMotion.

l Failover to VMC is available only for copies that are created by a CDRA in
Standard Mode.

Prerequisites to enable Cloud DR recovery to VMC
When you enable Cloud DR recovery to VMware Cloud on AWS (VMC), ensure that
you observe the detailed prerequisites in this section.

Provide a Cloud DR environment
Provide a Cloud DR environment, including a Cloud DR Server (CDRS).

You can deploy CDRS in any AWS region. To avoid the high costs of cross-region
recovery, it is recommended to deploy CDRS within the VMC supported regions.

Create VMware Cloud on AWS
Procedure

1. Obtain a VMware Cloud on AWS (VMC) account.

2. Select an AWS region for VMC from the VMC supported regions list.

3. Connect VMC to the AWS account that is running Cloud DR.

4. Connect the VPC and subnet from the same region that you selected for VMC
(in step 2 on page 25).

Cloud DR solution overview
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5. Configure networking for the VMC software defined data center (SDDC).

Configure SDDC networking
Additional details about configuring the SDDC networking are described in the
Creating a VMware Software-Defined Data Center whitepaper:

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/
techpaper/vmware-reference-architecture-creating-software-defined-data-center-
white-paper.pdf

Procedure

1. Create VPN gateway details to connect between the Management Gateway
(MGW) and the Compute Gateway (CGW):

a. Add a VPN from MGW to CGW.

b. Add VPN from CGW to MGW.

2. Create network connection firewall rules for MGW:

a. To enable network connection from web to VMC, add rule: vCenter access
from Web with HTTPS(TCP 443) service.

b. To enable provisioning from inbound to ESXi, add rule: inbound to ESXi
provisioning with Provisioning (TCP 902) service.

c. To enable TCP connection from inbound to ESXi, add rule: inbound to ESXi
443 with HTTPS(TCP 443) service.

3. Create network connection firewall rules for CGW:

a. To enable network connection from VMC to outside network, add rule:
outbound any with All traffic service.

b. To enable network connection from VPC (AWS) to VMC, add rule: any from
VPC with All traffic service.

Deploy the CDRA on the vCenter in the SDDC
Procedure

1. Ensure that the CDRA that is deployed in VMC is accessible from the customer
network. Use one of these methods:

l Create a jump host, a machine on the same VPC that you selected for the
VMC (in step 4 on page 25).

l Assign a public IP address to the CDRA. See https://docs.vmware.com/en/
VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.getting-started/
GUID-BFE71806-64FC-4CD3-BB21-F1FEFD1478E3.html.

l Configure a VPN that connects the on-premises network to the SDDC. See
the Network section in the VMware FAQs: https://aws.amazon.com/
vmware/faqs/.

2. Deploy the CDRA.ova file (using the same version as the CDRS) on the vCenter
in the SDDC. Use the VMC internal IP address.

Connect CDRA in VMC to the CDRS
Procedure

1. Ensure that the cloud account credentials are the same as the configuration for
the Cloud DR environment.
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2. Connect the CDRA in the VMC to the existing CDRS.

3. Add the vCenter in the SDDC as the vCenter server. Enable direct failover to
this Vcenter, and define the recovery staging area.

NOTICE

The number of IP addresses that you allocate to direct failover defines the
number of simultaneous recoveries that you can run.

Requirements
The following sections describe the requirements for the DD Cloud DR solution.

Requirements checklist

Table 3 Prerequisite checklist

Prerequisite Requirement

Operational training Familiarity with Avamar, Data Domain, Amazon Web
Services, and VMware.

Avamar and Data Domain systems for
Standard Mode of operation

On-premises, physical or virtual editions of:

l Avamar 7.5 and later

l Data Domain 6.1 and later

Avamar and Data Domain systems for
Advanced Mode of operation

On-premises, physical or virtual editions of:

l Avamar 7.5.1 with 7.5.1-101_HF298709_27 and
later

l Data Domain 6.1.2 and later

In the cloud, virtual editions of:

l Avamar 7.5.1 with 7.5.1-101_HF298709_27 and
later

l Data Domain 6.1.2 and later

Connectivity between the Data Domain
systems and the Avamar servers

In Standard Mode, the on-premises Data Domain
system is configured as the backup target for the
Avamar server.
In Advanced Mode, DDVE and AVE run in the VPC
that is connected via VPN to the on-premises
components.

Avamar and Data Domain System Integration Guide
provides more information about connectivity.

vSphere environment l An on-premises vSphere environment, release
6.0 and later.

l Virtual machines that are compatible with DD
Cloud DR and configured for backup to the
Avamar server.

Cloud DR solution overview

Requirements     27



Table 3 Prerequisite checklist (continued)

Prerequisite Requirement

n Supported operating systems on page 31
contains information about supported VM
operating systems.

n http://docs.aws.amazon.com/vm-import/
latest/userguide/vmie_prereqs.html
contains information about VM compatibility
with AWS.

n The Avamar for VMware User Guide contains
information about configuring Avamar
backups of VMs.

Amazon Web Services l An AWS account.

l AWS Marketplace terms must be accepted
before deploying the Cloud DR Server. Accept
Amazon Web Services Marketplace terms on
page 29 contains information about accepting
AWS Marketplace terms.

l Network connectivity between on-premises
environment and AWS.

l An S3 bucket to be used as a Cloud DR target in
one of the supported regions. See AWS regions
for CDRS deployment on page 30.

Detailed prerequisites for Advanced Mode
The following prerequisites are based on the Advanced Mode architecture shown in 
Advanced Mode detailed architecture on page 22.

1. Ensure that Avamar and Data Domain components are installed on premises. When
adding the Data Domain system in Avamar, it is recommended to use the Data
Domain hostname.

2. In AWS, create a virtual private cloud (VPC).

Note

When you deploy the CDRS on this VPC, the CIDR that you provide must be a
subset of the VPC CIDR and must not overlap any other CIDR of a subnet in the
VPC.

3. Deploy the VPN gateway within the private subnet.

4. Create the VPN tunnel between on-premises and cloud environments and verify
that it is working.

5. To deploy Avamar Virtual Edition (AVE) and Data Domain Virtual Edition (DDVE) in
the private subnet, follow Avamar and Data Domain documentation:

l Avamar Virtual Edition for Amazon Web Services Installation and Upgrade Guide

l Avamar Data Domain System Integration Guide
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Note

During AVE and DDVE deployment, when prompted to provide an IP address, enter
the Fully Qualified Domain Name (FQDN) of the private IP address.

6. Ensure that AVE connects to DDVE, and that DDVE is added as a backup target
for AVE.

7. Configure the Data Domain system on premises to use the private DNS of the
cloud backup server by adding the DNS in the Data Domain System Manager:
Hardware > Ethernet > Settings > Hosts Mapping.

8. Configure the cloud AVE component as a destination for the on-premises Avamar:

a. From the on-premises Avamar Administrator UI, select Data Movement
Policy, then select Actions > New Destination.

b. Update required fields, select Verify Authentication, and click OK.

Note

When the Avamar Administrator UI displays the private FQDN with a status of
OK, the action is successful and the on-premises Avamar recognizes the cloud-
based AVE as a replication destination.

c. Ensure that the appropriate ports are opened in the security group that is
assigned to the AVE instance on AWS. For details about AWS security group
ports, refer to Avamar Virtual Edition for Amazon Web Services Installation and
Upgrade Guide.

Accept Amazon Web Services Marketplace terms
Before you deploy DD Cloud DR, you must accept the AWS Marketplace terms.

Procedure

1. To connect to https://aws.amazon.com/marketplace/pp/B00O7WM7QW/,
open a browser.

The CentOS 7 (x86_64) - with Updates HVM page displays.

2. Click Continue.

The Sign In or Create an AWS Account page appears.

3. Sign in using the AWS account.

The Launch on EC2 page appears.

4. Click Manual Launch with EC2 Console, API, or CLI.

5. Click Accept Software Terms.

Clicking Accept Software Terms subscribes you to the CentOS software and
indicates that you agree to the End User's License Agreement (EULA).

The Thank you for subscribing... page appears. Verify that the subscription
has been completed.
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Virtual machine specifications
The following tables list the required specifications for the VMs used for DD Cloud DR
components

Table 4 Cloud DR Add-on VM specifications

Component Required specification

vCPU 4 (2x2)

RAM 4 GB

HDD 16 GB

Table 5 Cloud DR AWS components specifications

Component Required specification

CDRS instance type M4.large

Temporary Restore Service instance type C4.8xlarge

RDS DB.t2.small

AWS regions for CDRS deployment
This list shows the AWS regions where you can deploy CDRS.

Table 6 Supported AWS regions

Region name Region

US East (N. Virginia) us-east-1

US East (Ohio) us-east-2

US West (Northern California) us-west-1

US West (Oregon) us-west-2

Asia Pacific (Mumbai) ap-south-1

Asia Pacific (Seoul) ap-northeast-2

Asia Pacific (Singapore) ap-southeast-1

Asia Pacific (Sydney) ap-southeast-2

Asia Pacific (Tokyo) ap-northeast-1

Canada (Central) ca-central-1

EU (Frankfurt) eu-central-1

EU (Ireland) eu-west-1

EU (London) eu-west-2

The AWS web page http://docs.aws.amazon.com/general/latest/gr/rande.html
contains further information about AWS regions.
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Supported operating systems
The following operating systems are supported by DD Cloud DR as VMs/AWS
instances:

Table 7 Supported operating systems

Microsoft Windows Server 2008 R2, Enterprise, 64bit

Windows Server 2012 R2, Datacenter, 64 bit

Windows Server 2016, Datacenter 64 bit

Windows 8.1

Windows 10

Red Hat 6.6

Red Hat 7.0

Ubuntu 14.04

Ubuntu 16.04

SUSE Linux Enterprise Server 11 SP4

SUSE Linux Enterprise Server 12 SP1

CentOS 7.2

Debian 8.0.0

Oracle Linux

Supported browsers and resolutions
The following browsers and resolutions are supported with DD Cloud DR:

Supported browsers

l Chrome—The latest version at the time of the release of DD Cloud DR.

l Firefox—The latest version at the time of the release of DD Cloud DR.

Supported desktop resolutions

l 1280 x 800

l 1366 x 768

l 1920 x 1080

Limitations
The following limitations apply to the DD Cloud DR solution:

l For limitations in AWS support for importing VMs, see the AWS documentation at 
http://docs.aws.amazon.com/vm-import/latest/userguide/vmie_prereqs.html

l Only VMware hypervisor is supported. Other hypervisors, such as Microsoft
Hyper-V, are not supported.
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l VMware tools are not installed on a failed-back VM (AWS removes the VMware
tool installation). Install the VMware tools using the operating system.

l You cannot change the names of AWS components, such as the EC2 instance, key
pairs, etc.

l Limitations in Avamar support:

n Ad-hoc backups of individual VMs is not supported. Only policy-based backups
can be used.

n Existing backups that do not have DD Cloud DR enabled cannot be converted
to DD Cloud DR-based backups. Only new backups created after DD Cloud DR
is enabled are supported.

l To enable protection of VMs with operating systems that are not supported by
AWS, contact Dell EMC Support.

l Cloud DR disk size limitation for a protected/recovered VM is 4T.
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CHAPTER 2

Installation and Deployment

This chapter includes the following topics:

l Credentials for DD Cloud DR deployment...........................................................34
l Deploy the CDRA OVA....................................................................................... 34
l Log in to CDRA.................................................................................................. 35
l Configuring the CDRA and deploying the CDRS.................................................36
l Deployment with VMware Cloud on AWS...........................................................48
l Add additional CDRAs to an existing CDRS........................................................ 48
l Uninstall DD Cloud DR components................................................................... 49
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Credentials for DD Cloud DR deployment
Before you begin DD Cloud DR deployment, ensure that you have access to the
usernames and passwords for DD Cloud DR components.

Security best practices recommend that you change default passwords to something
unique.

Table 8 DD Cloud DR component usernames and passwords

DD Cloud DR component Notes

Cloud DR Add-on Created during CDRA OVA deployment, the
initial username/password is admin/admin.

Avamar MCUser Credentials are needed to establish a
connection to the backup server on premises.

Data Domain DDBoost Credentials are needed to establish a
connection to the Data Domain system on
premises.

vCenter server Credentials are needed to establish a
connection to the vCenter server that
supports the production environment.

Cloud DR Server Password is set during CDRS deployment.

Cloud Avamar MCUser Credentials are needed to establish a
connection to the backup server in the cloud.

Cloud Data Domain DDBoost These credentials are needed to establish a
connection to the Data Domain system in the
cloud.

Deploy the CDRA OVA
The Cloud DR Add-on (CDRA) is a component of the DD Cloud DR solution, and is
provided as an OVA deployed on a VMware vCenter Server environment.

Download the OVA from the link that was provided when you purchased the DD Cloud
DR solution. Use the vSphere client to deploy the OVA in the vSphere environment.

In the network mapping step, one network interface is required for the CDRA VM.
Map the CDRA network interface to a VLAN that provides network access to AWS.

Note

After the CDRA is deployed, changing its IP address is not supported.

Installation and Deployment

34 Data Domain Cloud Disaster Recovery 18.2  Installation and Administration Guide



Log in to CDRA
You can log in to the CDRA with the username and password.

Procedure

1. From a host that has network access to the CDRA virtual appliance, use a
browser to connect to the appliance:

https://CDRA_hostname

Where CDRA_hostname is the hostname or IP address of the address that you
created when the CDRA was deployed to the vCenter server.

2. In the Admin username and Admin password fields, enter the username and
password that were provided when you purchased the product.

Note

l The default Admin password is admin.

l Passwords expire based on the specified expiration period. By default, the
expiration period is 90 days.

If this login is the first login or the password has expired, the Cloud DR Add-on
Change Admin Password window opens for you to change the password.
Passwords must be at least eight characters in length and contain a minimum of
three of the following four types:

l English uppercase: A-Z

l English lowercase: a-z

l Numeric character: 0–9

l Special (non-alphanumeric) characters

Note

If you forget the password, click Forgot password?. Then enter the username
and click Send.
When the Admin user account's email address is initially provided or changed,
AWS sends a verification email to the email address. This email address must be
verified before receiving the password reset email. You can request a new
verification email through the AWS console by signing into the console and
selecting the US East (N. Virginia) region. Then open https://
console.aws.amazon.com/ses/. Select Email Addresses, select the email
address, and click resend.

3. If this is the first time logging in to the CDRA, you are prompted to select the
operational mode.

l For image-level, VM protection in the cloud, select Standard Mode.

l For VM protection and full application consistency, select Advanced Mode.

For more information about these operational modes, see Operational modes on
page 17.
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Results

The Cloud DR Add-on window opens and the Welcome page appears.

The Cloud DR Add-on window
A menu bar across the top of the Cloud DR Add-on window indicates the current
location in the Cloud DR Add-on window. You can log out of the Cloud DR Add-on by
clicking the icon on the right side of the bar and selecting Sign out.

A navigation pane in the left column of the window provides links to operations that
you can perform within the Cloud DR Add-on window.

Configuring the CDRA and deploying the CDRS
The following sections describe how to configure the Cloud DR Add-on (CDRA) and
deploy the Cloud DR Server (CDRS). CDRS is deployed to the cloud during
configuration of the CDRA.

To begin CDRA configuration and CDRS deployment, click Configuration in the
navigation pane.

Note

When operating in Advanced Mode, an additional Cloud Backup step appears on the
menu bar in this screen.

The menu bar (across the top) displays the steps that are required to complete the
configuration and deployment process. The DD Cloud DR solution is fully deployed
when you complete these tasks.

Generally, you complete the steps working from left to right. For example, you must
connect to the Cloud Account and create Cloud DR targets before you deploy the
Cloud DR Server.

Set up the CDRA
To configure networking and other settings for the CDRA, use the Setup CDRA page
of the Cloud DR Add-on window.

Procedure

1. For Cloud DR Add-on name, enter a user-friendly name for the CDRA.

2. Enter the hostname or IP address for the primary and secondary DNS servers.

Installation and Deployment

36 Data Domain Cloud Disaster Recovery 18.2  Installation and Administration Guide



3. Enter the hostname or IP address for the primary and secondary NTP servers.

4. Select a time zone that is the same as the on-premises Avamar timezone.

5. Click Save.

Connect to the cloud account
Connect the CDRA to the Amazon Web Services account and add targets to the
account.

Before you begin

Ensure that you have an AWS account that is already configured before connecting to
the cloud account.

Procedure

1. Click Cloud Account on the menu bar.

The Connect to Cloud Account page appears.

2. Click Add Cloud Account.

3. In the Connecting to AWS Cloud account dialog box, enter the access key and
the secret key for the AWS account. http://docs.aws.amazon.com/IAM/
latest/UserGuide/id_credentials_access-keys.html provides information about
obtaining the access and secret keys.

4. To copy the IAM policy, click Copy IAM Policy.

This action copies to the buffer a JSON version of the minimum AWS user
account permissions that are required for DD Cloud DR implementation. This
implementation can then be applied to AWS to set the permissions policy for
the AWS user. AWS Identity and Access Management policy on page 94 also
provides the IAM policy and instructions for creating an AWS policy that uses
this IAM policy.

5. To view the Identity and Access Management (IAM) policy that represents the
minimum AWS user account permissions that are required for DD Cloud DR
implementation, click Show IAM Policy.

6. To save the AWS cloud account, click Verify & Save.

The CDRA verifies that the account exists before saving the cloud account
information and closing the Connecting to AWS Cloud account dialog box.

Note

After you provide credentials to an AWS account, you cannot change to another
AWS account.

Add cloud targets
You can add one or more cloud targets to the cloud account by selecting an Amazon
S3 bucket and an encryption method.

Procedure

1. Click Cloud Account on the menu bar.

The Connect to Cloud Account page appears.

2. Click Add Cloud Target to set up one or more Cloud DR targets on the cloud
account.
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The Cloud DR target is the S3 bucket on AWS where data is written when VMs
are backed up to the cloud. The Cloud DR Server is deployed on one of the
targets.

The Add Cloud Target dialog box opens.

3. Enter a name for the Cloud DR target.

When using Standard Mode, the name entered here must the be same name
that appears in the Avamar Administrator when creating a Cloud DR backup
policy.

When using Advanced Mode, the cloud target is different.

4. Select an Amazon S3 bucket for the Cloud DR target.

5. Click Advanced security option and select an encryption method.

Option Description

SSE-S3 Default encryption (no cost)

SSE-KMS Key management service encryption (incurs a cost)

Note

If you select the SSE-KMS encryption method, only the default customer
managed key is supported. Changing the encryption key might cause errors
with the files in the Amazon S3 bucket.

For more information about these encryption methods, see:

l SSE-S3 - https://docs.aws.amazon.com/AmazonS3/latest/dev/
UsingServerSideEncryption.html

l SSE-KMS - https://docs.aws.amazon.com/AmazonS3/latest/dev/
UsingKMSEncryption.html

6. Click Add.

7. For each Cloud DR target that you want to add, repeat steps 2 on page 37
through 6 on page 38.

Update the cloud account keys
You can update the access key and secret key in Cloud DR Add-on for the AWS
account.

Procedure

1. Click Cloud Account on the menu bar.

The Connect to Cloud Account page appears.

2. Click the edit (pencil) icon next to the cloud target.
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3. Enter the new access key and secret key for the AWS account. http://
docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-
keys.html contains information about obtaining the access and secret keys.

You can also copy or view the IAM policy from this window.

Edit cloud targets
You can edit the name and encryption method of a cloud target.

Procedure

1. Click Cloud Account on the menu bar.

The Connect to Cloud Account page appears.

2. Click the edit (pencil) icon next to the cloud target.

3. If required, edit the name of the cloud target.

4. If required, edit the encryption method.

NOTICE

When you edit the encryption method, the change applies only to new copies.
Existing copies continue to use the previous encryption method.

5. Click Save.

Delete cloud targets
You can delete a cloud target that is no longer needed.

Procedure

1. Click Cloud Account on the menu bar.

The Connect to Cloud Account page appears.

2. Click the delete (trash can) icon for the cloud target.

3. Click Remove to confirm.

Deploy the Cloud DR Server
Deploy the CDRS on a specific Cloud DR target.

Before you begin

l Cloud DR targets are required in the AWS account before performing this task. 
Connect to the cloud account on page 37 contains information about adding Cloud
DR targets to the AWS account.

l AWS Marketplace terms must be accepted before deploying the Cloud DR Server. 
Accept Amazon Web Services Marketplace terms on page 29 contains information
about accepting AWS Marketplace terms.

Procedure

1. Click Cloud DR Server on the menu bar.

l If no CDRS has been deployed, the Deploy Cloud DR Server page appears.

l If the CDRS has already been deployed, the Cloud DR Server page appears.
You cannot deploy additional CDRS instances.

2. In the Cloud DR Server Configuration section, select an AWS region, and then
select an existing VPC or create a new VPC.
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Option Description

Create
New VPC

Not available in Advanced Mode. If you create a new VPC in
Standard Mode:

l The connection between the CDRA and CDRS uses a public IP
address, and you cannot update this setting later to use a
private IP address.

l Changing to Advanced Mode later is not possible without
assistance from Dell EMC support.

Select
existing
VPC

Available in Standard Mode and Advanced Mode. In Advanced
Mode, you can deploy CDRS in the same VPC as the AVE and
DDVE components or in a different VPC. If you select a different
VPC than the one that contains AVE and DDVE, ensure that
CDRS has a VPN connection to the AVE and DDVE.

A subnet is created in the VPC, and the CDRS is launched into it.

3. In the IPV4 CIDR Range section, the CIDR prefix for the CDRS is pre-
populated, and you may retain the given value or change it.

Note

The CIDR range defines the number of IP addresses within the VPC. The range
is allocated by CDRS to the CDRS subnet and two RDS's (one RDS is a
backup). If you selected an existing VPC in the previous step, verify that the
CIDR range is available. If you specify a range of addresses that is not available
(meaning that these IP addresses may already be in use), then the deployment
process will not start.

4. In the User Configuration section, enter and confirm passwords for the CDRS
Admin and CDRS Monitor users.

The passwords must:

l Be at least eight characters in length

l Contain characters of a minimum of three of the following types:

n English uppercase: A-Z

n English lowercase: a-z

n Numeric character: 0–9

n Special (non-alphanumeric) characters

a. Enter and confirm passwords for the CDRS Admin and CDRS Monitor users.

b. Enter an email address for DD Cloud DR password reset requests.

When the Cloud DR Server is successfully deployed, AWS sends an email to
this address for verification. Follow the instructions in the email within 24
hours of deployment.

Note

If you update the password, the new password must be different than the
previous password.
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5. To confirm that you accept the marketplace terms, click the I have accepted
the AWS Marketplace terms checkbox.

6. Click Deploy Cloud DR Server.

The CDRA begins deployment of the CDRS to the Cloud DR target. If an error
occurs during deployment, click Cleanup to delete the cloud resources that
CDRS creates, and then retry deployment.

Deploying the CDRS may take up to 30 minutes.

If the deployment is successful, the Cloud DR Server page appears, listing the
hostname of the CDRS host and the region.

The M4.Large instance type is used for the CDRS instance. To reduce
deployment costs, you may want to purchase reserved instances from AWS;
otherwise an on-demand instance is used. An elastic IP address is automatically
assigned to the CDRS instance. You cannot change this IP address.

Note

Multiple Cloud DR Add-on appliances that are operating in Standard Mode or
Advanced Mode can connect to a single Cloud DR Server instance. However, a
Cloud DR Add-on appliance can connect to only one Cloud DR Server instance.

Results

You can access the Cloud DR Server by clicking the CDRS Hostname link, but
protection and disaster recovery are not supported until you complete all CDRA
configuration steps.

Add VPN gateway
The Advanced Mode requires that you add one or more VPN gateways. If you are
operating in Standard Mode, skip this procedure.

Before you begin

Adding VPN gateways is a requirement only when operating in Advanced Mode.

You must first deploy the CDRS before you can add VPN gateways.

Add at least one VPN gateway to enable communication between the Data Domain
system and the backup server in the cloud. If you plan to support multiple regions, add
a VPN gateway for each region.

Procedure

1. On the Cloud DR Server page, click the Add VPN Gateway Details button.

2. In the Add VPN Gateway Details dialog box, select a region for the VPN
gateway.
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3. Select the same VPC and subnet that the VPN gateway is using to
communicate with DDVE and AVE.

NOTICE

The subnet that you select in this step must have a route table. This subnet
must be explicitly associated with the route table (DR test and failover
functions require it). You can verify the association in AWS.

4. Enter the IP address for the IPV4 CIDR Range. This CIDR is used by the Restore
Service instance during a DR operation. The range value is fixed and cannot be
changed.

NOTICE

A different VPC and subnet is created for the restore service with the
configured CIDR that cannot be changed.

5. Click Apply.

Edit the Cloud DR Server settings
At the Cloud DR Server page, you can edit the Cloud DR Server settings.

Procedure

1. On the Cloud DR Server page, click the edit (pencil) icon for the Cloud DR
Server hostname.

2. To update the password, click Change Admin Password.

The password must:

l Be at least eight characters in length

l Contain characters of a minimum of three of the following types:

n English uppercase: A-Z
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n English lowercase: a-z

n Numeric character: 0–9

n Special (non-alphanumeric) characters

3. Update whether to use the public or private IP address for the CDRA-to-CDRS
connection.

4. Click Update.

Connect to vCenter servers
You can connect the CDRA to vCenter servers that manage VMs in the DD Cloud DR
solution. You can also define recovery settings.

Procedure

1. Click vCenter Servers on the menu bar.

The Connect to vCenter Servers page appears.

2. Click Add vCenter Server.

The Connect to vCenter Server dialog box appears.

3. Enter the hostname or IP address of the vCenter server.

4. Enter the port number for the vCenter server.

5. Enter the Admin username and password.

6. Click Save.

7. In the Confirm vCenter's SSL Certificate dialog box, click Confirm.

A dialog box prompts you to define a recovery staging area.

8. Define the recovery settings as described in Define a recovery staging area on
page 43. To define recovery settings later, click Define Later.

9. To add additional vCenter servers, repeat steps in this procedure for each
vCenter server.

Results

The vCenter Servers page lists vCenter servers that you add to the CDRA.

Define a recovery staging area
Recovery is the process of transferring protected VMs from the cloud back to the on-
premises vCenter environment. The Define Recovery Staging Area dialog box
enables you to configure settings for the operation. You can also enable a direct
failover to a vCenter, including to a VMware Cloud vCenter.

If you do not configure these settings during initial DD Cloud DR configuration, you
can configure them later.

Note

If you do not configure these settings, recovery operations do not work.

Procedure

1. At the Confirm vCenter's SSL Certificate dialog box in the Connect to
vCenter Server page, click Confirm.
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Note

If the vCenter server already exists but failback settings are not defined, you
can edit the settings by clicking the pencil icon on the vCenter Servers page:

The Define Recovery Staging Area dialog box appears.

2. Select one or more datastores or datastore clusters on the vCenter server.

3. Select one or more networks for the recovery staging area.

Selected networks must connect to AWS.

4. For each selected network:

a. Highlight the network.

b. Configure the IP range pool by typing the first IP address in the pool and
the number of IP addresses in the subnet to be included in the pool. To enter
additional IP range pools, click the plus button.

c. Enter the network Subnet mask.

d. Enter the network default gateway for the Gateway.

5. To enable a failover to the selected vCenter, click the toggle button at the
bottom of the dialog box.

Note

This step is required if you want to enable failover to the VMware Cloud
vCenter. You may define multiple vCenters as recovery targets.

6. Click Save.

Edit vCenter servers and failback settings
You can edit the information for a vCenter server and its failback settings.

Procedure

1. Click vCenter Servers on the menu bar.

The vCenter Servers page appears.

2. Click the edit (pencil) icon next to the vCenter server.

3. To edit vCenter information, select Edit vCenter details.

4. To edit failback settings, select Edit Failback Settings.

5. When you complete the changes, click Save.
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Disconnect from vCenter servers
You can disconnect from a vCenter server.

Procedure

1. Click vCenter Servers on the menu bar.

The vCenter Servers page appears.

2. Click the delete (trash can) icon for the vCenter server that you want to
disconnect.

3. Click Remove to confirm.

Configure local backup server and Data Domain system
You can connect CDRA to a local (on-premises) Avamar backup server and Data
Domain system.

Before you begin

Before configuring the on-premises backup server, deploy the CDRS.

Procedure

1. Click Local Backup on the menu bar.

The Connect to Backup Servers page appears.

2. Click Add Backup Server.

The Connect to Backup Server dialog box appears.

3. Enter the hostname of the Avamar server.

4. Enter the Avamar server HTTPS service port number.

5. Enter the username and password of the Avamar MCUser account.

6. Click Save.

The Local Backup page appears. This page displays the DDBoost username that
the backup server uses to connect to the Data Domain system.

7. To connect the local Data Domain system that is registered to the Avamar
server, click Connect DD.

Note

When adding the Data Domain system in Avamar, it is recommended to use the
Data Domain hostname.

The Connect to Data Domain system dialog box appears.

8. Select the Data Domain system and enter the password for the DDBoost
username. Then click Connect.

9. To connect to additional Avamar servers, repeat steps 2 on page 45 through 8
on page 45 for each Avamar server.

Results

The Local Backup lists the Avamar server and Data Domain system that are
connected to the CDRA.
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Note

Any Avamar server can be connected to only one CDRA at a time.

Edit backup server and associated Data Domain system
You can edit the information for a backup server and its associated Data Domain
system.

Procedure

1. Click Local Backup on the menu bar.

2. To edit the local backup server, click the edit (pencil) icon for the backup server
that you want to change, and click Edit Backup Server.

The Edit Backup server dialog box appears.

3. Make the required changes and click Save.

4. To edit the Data Domain system, click the edit (pencil) icon for the system that
you want to change, and click Edit DD_system.

The Update Data Domain's Credentials dialog box appears.

5. Make the required changes and click Connect.

Delete Data Domain system
You can delete the on-premises Data Domain system that is associated with the local
backup server.

Procedure

1. Click Local Backup on the menu bar.

2. Click the delete (trash can) icon for the backup server and its associated Data
Domain system.

The system prompts you to select either the backup server or the associated
Data Domain system for deletion.

3. Select the associated Data Domain system for deletion.

Results

The selected Data Domain system is deleted.

Delete backup server
You disconnect from a backup server by deleting it.

Procedure

1. Click Local Backup on the menu bar.

2. Click the delete (trash can) icon for the backup server and its associated Data
Domain system.

The system prompts you to select either the backup server or the associated
Data Domain system for deletion.

3. Select the local backup server.

Installation and Deployment

46 Data Domain Cloud Disaster Recovery 18.2  Installation and Administration Guide



Note

If the local backup server is connected to a Data Domain system, first delete the
Data Domain system. Then delete the local backup server.

Results

The selected backup server is removed. If an Avamar server is removed and then
reconnected, a full backup of protected VMs occurs. Previously protected VMs are
accessible to disaster recovery and failover in the CDRS.

Configure cloud backup
Operating in Advanced Mode requires you to establish communication between the
local backup server and the backup server in the cloud and its associated Data Domain
system.

Before you begin

If you are operating in Standard Mode, skip this procedure. Configuring the cloud
backup server is possible only when operating in Advanced Mode.

Procedure

1. Click Cloud Backup on the menu bar.

2. Click the Connect to your Cloud Backup Server button.

a. Select the on-premises backup server from the list provided.

b. Select the (remote) cloud backup server from the list.

c. Select a region for the cloud backup server.

d. Enter the port number for the cloud backup server.

e. Enter the cloud backup server username and password.

f. To connect the on-premises backup server to the cloud backup server, click
Connect.

The on-premises and cloud-based backup servers are connected.

3. To establish a connection from the cloud backup server to the cloud Data
Domain system, click the Connect DD button.

The Connect to Cloud Data Domain System dialog box appears.

a. Select a cloud-based Data Domain system from the list.

b. Enter the DDBoost user password for the cloud Data Domain system.

c. Select an S3 restore bucket that is in the same region as the cloud Data
Domain system.

d. Click the Connect button.

Results

The cloud backup server configuration is complete. You may use the CDRS for Cloud
DR operations. To access the CDRS, return to the Cloud DR Server page and click
the hyperlink to open the Cloud DR Server.
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Deployment with VMware Cloud on AWS
You can deploy the Cloud DR solution to support failover to VMware Cloud on AWS
(VMC).

The deployment is based on the Standard Mode architecture with some additional
steps that are required for failover to VMware Cloud on AWS.

Figure 6 Deployment with VMware Cloud on AWS

In a typical scenario, VMC is used on demand. When recovery operations are needed,
you deploy a VMC SDDC, deploy a CDRA in the VMC, connect the CDRA to the
CDRS, enable failover to the VMC vCenter, and then fail over the protected VM.

Add additional CDRAs to an existing CDRS
You can add up to 50 Cloud DR Add-ons (CDRAs) to the same Cloud DR Server
(CDRS). The CDRAs connected to the CDRS can operate in different modes
(Standard Mode or Advanced Mode).

Procedure

1. Deploy the CDRA OVA.

See Deploy the CDRA OVA on page 34.

2. Log in to the CDRA.

See Log in to CDRA on page 35.

3. Configure the CDRA.

See Set up the CDRA on page 36.

4. Connect to the cloud account.

See Connect to the cloud account on page 37.
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5. Add DD Cloud DR targets.

See Add cloud targets on page 37.

6. If you want to change the CDRA-to-CDRS connection to a private IP address,
edit the CDRS settings. See Edit the Cloud DR Server settings on page 42.

7. Connect to the existing Cloud DR Server.

a. On the Cloud DR Server page of the Cloud DR Add-on UI, click the link for
the CDRS hostname.

b. When the Cloud DR Server log-in appears, enter the username and password
for the CDRS.

This action connects the new CDRA to the existing CDRS.

8. Connect to one or more vCenter servers.

See Connect to vCenter servers on page 43.

9. Define failback settings.

See Define a recovery staging area on page 43.

10. Connect a local Avamar backup server and Data Domain system.

See Configure local backup server and Data Domain system on page 45.

11. If operating in Advanced Mode, configure the cloud backup server.

See Configure cloud backup on page 47.

12. To add more CDRAs to the existing CDRS, repeat the steps in this procedure.

Uninstall DD Cloud DR components
To uninstall DD Cloud DR, follow the steps in this procedure.

Before you begin

NOTICE

Failure to perform these steps in the listed order causes undesirable results.

The steps that follow apply to Standard Mode and Advanced Mode operation unless
otherwise noted.

Procedure

1. (Advanced Mode only) From the CDRA UI, capture a list of the on-premises and
cloud servers that are registered in CDRA.

2. (Advanced Mode only) From the on-premises Avamar, delete policies that are
using cloud servers that are registered in CDRA.

3. (Advanced Mode only) From the CDRA UI, in the Cloud Backup tab, delete the
cloud Data Domain.
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4. (Advanced Mode only) From the CDRA UI, in the Cloud Backup tab, delete the
cloud Avamar.

5. From the CDRA UI, in the Local Backup tab, remove the Data Domain system. 
Delete Data Domain system on page 46 provides instructions.

6. From the CDRA UI, in the Local Backup tab, remove Avamar. Delete backup
server on page 46 provides instructions.

7. (Advanced Mode only) From the CDRA UI, in the Cloud DR Server tab, remove
the VPN GW parameters.

8. Delete the Cloud DR Add-on appliance from vSphere, as described in VMware
documentation.

9. From the Amazon Web Services console, perform these tasks in the order
presented:

Task AWS documentation link

Delete the Cloud Formation stacks from all

regions that you used (named CDRS-
DeployStack, CDRS-RDSCluster,

CDRS-RestoreService).

http://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/cfn-
console-delete-stack.html

Delete the EC2 key pairs that are named

CDRS-KeyPair and CDRS-
RestoreService.

http://docs.aws.amazon.com/AWSEC2/
latest/UserGuide/ec2-key-pairs.html

Delete the IAM role that is named CDRS-
Role.

http://docs.aws.amazon.com/IAM/latest/
UserGuide/id_roles_manage_delete.html

Delete all S3 buckets that were used as Cloud
DR targets.

http://docs.aws.amazon.com/AmazonS3/
latest/dev/delete-or-empty-bucket.html

Note

Perform this step only if the S3 buckets are
not being used for purposes other than DD
Cloud DR.

Deregister AMIs and delete snapshots that
Cloud DR Server created for rapid recovery of
VMs.

https://docs.aws.amazon.com/AWSEC2/
latest/UserGuide/deregister-ami.html

Note

Look for AMIs and snapshots where CDRS

appears in the Created By tag name.

Delete the SQS queues that are named

CDRS-RestoreService <version>-
Events and CDRS-RestoreService…
<version>-Responses

https://docs.aws.amazon.com/cli/latest/
reference/sqs/delete-queue.html
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CHAPTER 3

Cloud DR Add-on System and User
Management

This chapter includes the following topics:

l Cloud DR Add-on System...................................................................................52
l CDRA User Management................................................................................... 53
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Cloud DR Add-on System
The Cloud DR Add-on System menu option enables you to collect logs and upgrade
the Cloud DR Add-on.

Collect logs
Collecting logs for CDRA and CDRS is possible only through the CDRA user interface.

You can store collected logs locally on the CDRA or upload them to AWS in a default
S3 bucket. If you select to store the logs locally, only the CDRA logs can be collected.
When the logs are collected, a link is provided to the local storage or the S3 bucket.

You can use any CDRA that is connected to the CDRS to collect the CDRS logs. When
logs are uploaded to an S3 bucket and multiple CDRAs are connected to a CDRS, all
the logs from any CDRA are uploaded to the same S3 bucket. This condition is true
even if each CDRA is connected to a different S3 bucket.

Procedure

1. From the System menu option, click Log Collection.

The Log Collection page displays.

2. Select the date range for the logs you want to collect.

3. For Local Connection Mode:

l To store logs in AWS in a default S3 bucket, leave the Local Connection
Mode toggle deselected. If you plan to also collect CDRS logs, this option
must be deselected.
Before downloading logs from the S3 bucket, you must grant permissions to
the bucket. Permissions to the S3 bucket for CDR logs on page 105
provides instructions.

l To store logs locally on the CDRA, select the Local Connection Mode
option. Local Connection Mode is best used when the connection between
the CDRA and AWS is not working, but CDRA logs still must be collected.
When Local Connection Mode is used:

n Local copies of logs are retained for 14 days. Logs older than 14 days are
deleted.

n The maximum size of retained logs is 5 GB.

n Log file size cannot exceed 100 MB.

4. To also collect logs from the CDRS, click Collect Logs from CDRS.

This option is not available if Local Connection Mode is selected.

5. Enter a name for the log collection task. This name is used for the S3 folder
name where the collected logs are stored.

This option is not available if Local Connection Mode is selected.

6. To begin the log collection process, click Collect Logs.

Results

When log collection is complete, a link is provided to the collected logs. To access the
logs, click the link or click Copy to copy the link.
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Upgrade the Cloud DR Add-on
The Cloud DR Add-on provides an option for upgrading the Cloud DR Add-on
software.

Before you begin

To upgrade the Cloud DR Add-on, first upload the upgrade package by using the Cloud
DR Server Upgrade facility. Upload upgrade packages for the CDRS and CDRA on
page 66 provides further information.

Procedure

1. From the System menu option, select Upgrades.

The Upgrades page appears and provides information about the current version
and upgrade status of the Cloud DR Add-on.

2. If an upgrade package is available for the CDRA, click Upgrade Cloud DR Add-
on.

The CDRA is upgraded to the new version. A short downtime is possible during
upgrade while the CDRA restarts. At the end of the upgrade process, the Cloud
DR Add-on login page appears.

3. Restart the browser and log in to the CDRA.

CDRA User Management
The Settings menu option enables you to access the CDRA User Management page.

The CDRA User Management page enables you to change the password for the
CDRA Admin account and update the password expiration period.

Change the password for the CDRA admin account.
You can maintain security by changing the password for the CDRA admin account.

Procedure

1. From the Settings menu option, select Users.

The User Management page appears.

2. Click the edit (pencil) icon.

The Edit User Details dialog box opens.

3. Click Change Password.

4. Enter the new password.

The password must:

l Be at least eight characters in length

l Contain characters of a minimum of three of the following types:

n English uppercase: A-Z

n English lowercase: a-z

n Numeric character: 0–9

n Special (non-alphanumeric) characters
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5. Confirm the new password by entering it again.

6. Click Save.

Change the CDRA password expiration period
You can change the password expiration period for the CDRA Admin account.

Procedure

1. From the Settings menu option, select Users.

The User Management page appears.

2. Click the edit (pencil) icon.

The Edit User Details dialog box opens.

3. Click Change.

4. Select a different expiration period. To set the password to never expire, select
Never.

5. Click Save.
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CHAPTER 4

The Cloud DR Server Interface

This chapter includes the following topics:

l The Cloud DR Server user interface...................................................................56
l The CDRS Dashboard........................................................................................ 56
l SLA Compliance page........................................................................................ 60
l Asset Association page....................................................................................... 61
l Asset Recovery page......................................................................................... 62
l DR Activities page..............................................................................................64
l Reports..............................................................................................................66
l System Health................................................................................................... 66
l Upload upgrade packages for the CDRS and CDRA........................................... 66
l Events................................................................................................................67
l Registered CDRAs............................................................................................. 68
l Cloud DR Server user accounts..........................................................................68
l Export events to Syslog..................................................................................... 70
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The Cloud DR Server user interface
The Cloud DR Server user interface provides a dashboard representation of the CDRS
environment and the capability to perform and monitor recoveries of protected virtual
machines and configuration tasks that are related to the CDRS.

Log in to the CDRS interface
To log into the cloud-based CDRS component of the Data Domain Cloud Disaster
Recovery solution, you need a username and password.

Procedure

1. From a host that has network access to the CDRS virtual appliance, use a
browser to connect to the appliance:

https://CDRS_hostname

Where CDRS_hostname is the hostname or IP address of the address that was
created when the CDRS was deployed from the CDRA. You can find the CDRS
hostname on the Cloud DR Server page in the Cloud DR Add-on window by
selecting Configuration > Cloud DR Server.

2. For Username, enter either admin or monitor.

3. For Password, enter the password for the admin or monitor user that were
created when the CDRS was deployed.

If you have forgotten the password:

a. Click Forgot password?.

b. Enter the username and click Send.

An email is sent to the email address for the user with instructions for
resetting the password.

Results

On logging in, the Cloud DR Server window opens and the Welcome page appears.
The menu bar on the Cloud DR Server window shows the current location in the user
interface. To log out of the Cloud DR Server user interface, click the icon on the right
side of the menu bar and select Sign out. To leave feedback, click Tell us what you
think at the bottom of the window, enter the comments, and click Send Feedback.

The CDRS Dashboard
The CDRS dashboard provides insight into key product information and operational
behavior. The dashboard is divided into panes that display unique information.

To open the dashboard, click Overview in the navigation pane of the Cloud DR Server
window.
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Navigation pane
The Cloud DR Server navigation pane provides links to the various pages of the
interface.

The following sections describe the pages that you access through the navigation
pane. You can also access many of these pages through the dashboard.

The Cloud DR Server Interface

Navigation pane     57



Events pane
The Events pane of the CDRS dashboard provides a summary of system events.

To view event details, click See Details in the Events pane, or select System >
Events from the navigation pane of the CDRS dashboard. Events on page 67
provides information about Events details.

SLA Compliance pane
The SLA Compliance pane of the CDRS dashboard provides a summary of the
compliance of protected assets with the service level agreements (SLAs) that were
established in the backup software when backup policies were configured for
protection.

To view SLA compliance details, click Review SLA Details in the SLA Compliance
pane, or select Overview > SLA Compliance from the navigation pane of the CDRS
dashboard. SLA Compliance page on page 60 contains information about the SLA
Compliance page, which provides SLA compliance details.
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System Health pane
The System Health pane of the CDRS dashboard provides general system health
status.

To view system health details, click See All in the System Health pane, or select
System > Health from the navigation pane of the CDRS Dashboard. System Health on
page 66 provides information about system health details.

Recovery Activities pane
The Recovery Activities pane of the CDRS dashboard displays information about
current running recovery activities, which include DR test and failover.

For more information about recovery activities, click See All in the Recovery
Activities pane, or select Recovery > DR Activities from the navigation pane of the
CDRS dashboard to open the DR Activities page. DR Activities page on page 64
contains information about the DR Activities page.

Cloud Usage pane
The Cloud Usage pane of the CDRS dashboard provides a summary of the amount of
storage being used in the cloud, the capacity used by EBS volumes, and the number of
EC2 instances.

The Cloud DR Server Interface

System Health pane     59



Note

If you are operating only in Advanced Mode, only EBS volumes and EC2 instances are
shown.

To filter the cloud usage based on region, click the down-arrow in the upper right of
the Cloud Usage pane and select the AWS region.

Recommendations pane
The recommendations pane provides a summary of recommendations that are based
on their severity: high, medium, or low.

To view greater details, click See All. The resulting list provides a description of each
recommendation.

Figure 7 Recommendations pane

On-premises assets and storage information
The On-premises assets and storage information pane of the CDRS dashboard
identifies the number of on-premises assets that are protected by the backup
software and the DD Cloud DR solution. It also identifies the amount of on-premises
storage that DD Cloud DR is protecting.

SLA Compliance page
The SLA Compliance page provides details about the compliance of protected assets
with the service level agreements (SLAs) that were established in the backup
software when backup policies were configured for protection. For Avamar, this
compliance represents the Recovery Point Objective (RPO) that is defined in the
Avamar Administrator interface.

Access the SLA Compliance page from the dashboard by clicking Review SLA
Details in the SLA Compliance pane, or from the navigation pane by selecting
Overview > SLA Compliance.
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Non-compliant protected assets are at the top of the list, with the most severe type
listed first. You can search the list by asset name by using the search bar at the top of
the page.

SLAs are established in the backup software when backup policies are configured. This
page does not allow for changes to the SLAs. It only provides information about
compliance. The Avamar Administration Guide provides details about establishing SLAs
from the Avamar software by using the Avamar Administrator.

Asset Association page
The Asset Association page, available only in Advanced Mode, enables you to
associate applications with their VMs. Making associations between applications and
the VMs that host them is required to enable DR activities for the applications.
Unassociated applications cannot be tested or failed over.

Access the Asset Association page from the navigation pane by selecting
Protection > Asset Association.

The Asset Association page makes it easy for you determine which applications
require user action to associate them with a VM. A toggle button at the upper right
enables you to display only unassociated assets.
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Note

As shown in this example, if you protect an SQL application, the association is
automatic and you cannot change it. This state occurs when using advanced policy in
Avamar and enabling Cloud DR for the policy.

Asset Recovery page
The Asset Recovery page provides a list of protected assets that you can test or fail
over.

You access the Asset Recovery page from the navigation pane by selecting
Recovery > Asset Recovery.

From the Asset Recovery page, you can search for assets to recover, select an asset
to test or failover, or recover to a specific vCenter (if previously enabled). Perform a
test or failover of a single asset on page 78 provides additional information about
performing recovery from the Asset Recovery page.

When you select an asset from the list, buttons appear at the top of the dialog box to
enable DR actions for you to perform.

Minor differences in asset recovery exist between the two operational modes that are
available in the Cloud DR solution.

Asset recovery in Standard Mode
If you enabled recovery to at least one vCenter for at least one CDRA, the Asset
Recovery page can display an additional action button: Recover to vCenter.

The Recover to vCenter button appears only in Standard Mode, when the selected
VM contains a copy on AWS S3, and at least one recovery-enabled vCenter is
available.

When you click Recover to vCenter, you are prompted to select a copy and a vCenter
before starting the failover.
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Figure 8 Failover to vCenter

Asset recovery in Advanced Mode

In Advanced Mode, a VM may have one or more associated applications running on it.

Note

In the screen example, the VM named Windows7-withSqlAgent has two asset types.
The bottom row shows the VM, and the top row shows the application on the VM.

In Advanced Mode, if you test or fail over:

l A VM, only the VM is tested or failed over

l An application, a single DR activity is started that contains one DR card for the VM
and one for the application.

If a VM has more than one application, and you would like to test or fail over multiple
applications, place the applications and associated VM in a DR plan and run the DR
activity on the plan. For more information about DR plans, see DR plans on page 75.
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DR Activities page
The DR Activities page displays recovery activities for DR test and failover and
enables you to promote DR tests to failover and end DR tests.

Access the DR Activities page from the dashboard by clicking See All in the
Recovery Activities pane, or from the navigation pane by selecting Recovery > DR
Activities.

This screen shows an example of an application test (available only in Advanced
Mode). Notice that the application is coupled with its VM in this view:

Searching for DR activities
To search the list of DR activities by name, enter the asset name in the search bar at
the top of the page and click the magnifying glass icon. You can also click the filter
( ) icon to select filters to include in the search parameters, including the activity
level, activity type, AWS region, and creation time of the DR activity. When you
identify the search filters, they appear below the search pane. To clear the filters from
the search, click Clear Filters.

Promoting a failover to failback
From the DR Activities page, you can also select a VM or DR plan in a failover state
and fail it back to an on-premises vCenter server. When promoting a single VM to
failback, you can change the network and security group. However, this action is not
possible when promoting a DR plan. Perform a failback on page 82 provides more
information about performing a failback.
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Pausing DR for application maintenance
If an application is undergoing a DR test or failover and requires user action before
continuing (for example, to mount a database), the DR activity pauses to enable you
to perform user actions on the application. For a list of possible user actions
depending on the application, see User actions to restore applications on page 80.

When you are ready to resume the DR test or failover, you may choose to continue
with the DR in progress or skip it to finish the DR manually. These options are available
from the DR activities page:

If you want to view only those activities that require attention, click the toggle button
at the top of the DR activities page:

Ending recovery instances from the AWS console
You can also terminate a recovery instance from the AWS console. When you
terminate the recovery instance, the CDRS DR Activities page indicates an Instance
Terminated status.

Ongoing activity states
The DR Activities page enables you to monitor the progress of ongoing activity states
for DR tests and failovers:

Table 9 Ongoing activity states

State Description

Rehydrating When you start a recovery, a temporary
Restore Service instance is created for each
region on which the CDRS must perform
recovery. In this state, the Restore Service
instance constructs the VMDK file from raw
data chunks that are stored in Cloud DR
target. The Restore Service instance
automatically terminates after 10 minutes of
idle time.

Converting When the Recovery Service instance
completes rehydration of the VMDK file,
CDRS converts the file into an Amazon
Machine Image (AMI).

Launching When AMI conversion is complete, CDRS
launches an EC2 instance that is based on the
AMI.

Running When the EC2 launch completes successfully,
the restored VM is running. This state is the
final step of the recovery.

Each step in this process can take several minutes to complete.
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Reports
CDRS enables you to generate reports that help you to monitor resources in the Cloud
DR solution.

AWS S3 consumption
CDRS enables you to define the reporting parameters for AWS S3 consumption. You
select Reports > Generate Report, and then define:

l AWS region

l S3 consumption for copies:

n Only asset copies

n Only rapid recovery copies

n Asset copies and rapid recovery copies

l Time interval:

n Last week

n Last month

n Last year

Click Download to retrieve the report in CSV format.

System Health
The Health page, which is accessed by clicking See All in the System Health pane of
the dashboard, or selecting System > Health from the navigation pane, provides
information about the health of the DD Cloud DR implementation. Cloud-based and
on-premises components are listed.

To view details about a component that is listed in this screen, click the down-arrow
icon (v) to the right of the component. A details pane provides information about the
status of the component. Component issues are identified so corrective action can be
taken.

Upload upgrade packages for the CDRS and CDRA
Use the Cloud DR Server interface's Upgrades page to upload packages for the CDRS
and the Cloud DR Add-on. Different packages may be used to upgrade these two
components.

Before you begin

To upgrade the CDRS and the CDRA, you must first download upgrade packages from
online support.

The current version of the CDRS instance, as well as the current versions of the CDRA
appliances that are connected to this instance, are listed on this page. The versions of
the CDRA and CDRS do not need to be identical, and you are not required to upgrade
them at the same time. When uploading an upgrade package, if the upgrade package
version is not supported, you receive a notification.

Upload upgrade packages for CDRA to the CDRS before upgrading the CDRA. 
Upgrade the Cloud DR Add-on on page 53 provides information about upgrading
CDRA.
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Procedure

1. From the System menu option, select Upgrades.

2. To upload the upgrade package that you have downloaded, click Upload
Package.

3. To replace the currently uploaded package with another package, click Upload
Different Package.

Results

l After uploading an upgrade package for the CDRS, the Upgrade Cloud DR Server
button appears. Upgrade the Cloud DR Server on page 67 provides information
about upgrading the CDRS.

l After uploading an upgrade package for the CDRA appliances, a message indicates
that the CDRA is pending upgrade. If the upgrade package is for both CDRS and
CDRA, the package is made available for the CDRA appliances only after the CDRS
has been upgraded. Upgrade the Cloud DR Add-on on page 53 provides
information about upgrading the CDRA appliances.

Upgrade the Cloud DR Server
To upgrade the CDRS:

Before you begin

Before performing this task, you must first upload the upgrade package. Upload
upgrade packages for the CDRS and CDRA on page 66 provides additional
information.

If a DR operation is in progress, an upgrade is not allowed.

Do not upgrade the CDRS while the rapid recovery process is running. If you upgrade
the CDRS during the rapid recovery process, that process is not monitored after the
upgrade (the AMI is lost).

Procedure

1. From the System menu option, select Upgrades.

2. Click Upgrade Cloud DR Server.

3. In the Cloud DR Server Upgrade dialog box, click Upgrade.

Expect a short downtime during upgrade while the CDRS restarts. You cannot
perform DR operations until the upgrade completes and you restart the
browser.

4. When the upgrade completes, restart the browser, and then access the CDRS
user interface.

Events
Use the Events page, which is accessible by selecting System > Events from the
navigation pane, to review system events by date, severity, title, and category.

To view details about an event, click the down-arrow icon (v) to the right of the
event. A details pane provides the event ID and detailed information about the event.

To search the list of events for various event types, type a search string in the search
bar at the top of the page and click the magnifying glass icon. For example, to limit the
event list to only those events that contain the word "Failover," type Failover in the
search bar and click the magnifying glass icon.
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You can also click the filter ( ) icon to select filters to include in the search
parameters, including security level, category, the Cloud DR Add-on, and event
creation time. The search filters you identify appear below the search pane. To clear
the filters from the search, click Clear Filters.

Registered CDRAs
The Registered CDRAs page, which is accessible by selecting System > Registered
CDRAs from the navigation pane, enables you to view registered Cloud DR Add-ons
and unregister Cloud DR Add-ons.

A registered Cloud DR Add-on includes: Name, IP address, and version. You can
unregister a Cloud DR Add-on by clicking Unregister next to the Cloud DR Add-on
you want to unregister.

Cloud DR Server user accounts
The User Management page provides a list of user accounts that are associated with
the CDRS. Use this page to view warning messages for a user account, change the
account email address, and change the password and password expiration period.

Two default user accounts are associated with CDRS: admin and monitor. The
passwords and other information for these user accounts are provided when CDRS is
initially deployed from the Cloud DR Add-on.

Note

You cannot create or delete user accounts.

When the Admin user account email address is initially provided or changed, AWS
sends a verification email to the email address. If the email address has not been
verified, a warning icon appears next to the admin user account email address. You
can request a new verification email through the AWS console by signing into the
console and selecting the US East (N. Virginia) region. Then open https://
console.aws.amazon.com/ses/. Select Email Addresses, select the email address,
and click resend.

Change the email address for a Cloud DR Server user account
You can change the email address for a CDRS user account.

Procedure

1. Click the edit (pencil) icon to the right of the user account information.

The Edit User Details dialog box appears.

2. In the Email field, enter a new email address.

Note

If you change the email address for the admin user account, a verification email
is sent from AWS to the new email address. Respond to this email within 24
hours.

3. Click Save.
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Results

Added email addresses are assigned to the US East (N. Virginia) region. To remove the
previous email address from AWS, sign in to the console and select the US East (N.
Virginia) region. Then open https://console.aws.amazon.com/ses/. Select Email
Addresses, select the email address, and click Remove to remove the address.

Change the password for a Cloud DR Server user account
To change the password for a CDRS user account:

Procedure

1. Click the edit (pencil) icon to the right of the user account information.

The Edit User Details dialog box appears.

2. Click Change Password.

3. Enter the new password.

The password must:

l Be at least eight characters in length

l Contain characters of a minimum of three of the following types:

n English uppercase: A-Z

n English lowercase: a-z

n Numeric character: 0–9

n Special (non-alphanumeric) characters

4. Confirm the new password by entering it again.

5. Click Save.

Change the CDRS password expiration period
You can change the password expiration period for the CDRS user accounts.

Before you begin

You must be logged in as the CDRS Admin user to change the password expiration
period.

Procedure

1. Click the edit (pencil) icon to the right of the Admin user accounts.

The Edit User Details dialog box appears.

2. Click Change.

3. Select a different expiration period. To set the password to never expire, select
Never.

4. Click Save.
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Export events to Syslog
You can configure CDRS to export events to a syslog server where they can be viewed
using external monitoring systems.

Procedure

1. In the CDRS user interface navigation tree, select System > Syslog.

2. Select Add Syslog Server and provide the following information about the
Syslog server:

l IP or hostname.

l Transfer protocol.

l Port number.

l Facility name.

3. To return to the Syslog page, click Save & Connect.

4. To verify connection to the syslog server, click Test Syslog.

5. Click Add Event Filter and specify the following information on the Defined
Events window:

l Filter name.

l One or more categories to send to syslog.

l One or more severity levels to send to syslog.

6. To return to the Syslog pag, click Add.

The Enable Syslog log transfer switch is automatically toggled to on.

Results

The events data is exported to the syslog server. You can disable these exports by
toggling off Enable Syslog log transfer.
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CHAPTER 5

Protection, Recovery, and Failback

This chapter includes the following topics:

l Overview............................................................................................................72
l Create rapid recovery images for protected assets............................................ 77
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l User actions to restore applications................................................................... 80
l Fail over to vCenter or VMware Cloud................................................................ 81
l Perform a failback..............................................................................................82
l Promote a DR test to failover.............................................................................83
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l View information about recovery activities.........................................................84
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Overview
The DD Cloud DR solution provides disaster recovery (DR) activities that include
protection, test, promote test to failover, failover, and failback of one or more on-
premises assets.

You can perform DR activities on a single asset, or multiple assets by using a DR plan.

Figure 9 on page 72 illustrates the basic DR work flows for the DD Cloud DR
solution.

Figure 9 DD Cloud DR work flows

VM
copy

On premises
In the cloud

Test

Failover

Promote

EC2Protect

Failback

Protection
The DD Cloud DR protection flow is different depending on the operational mode.

The Standard Mode of operation uses the DD Cloud DR data path. The Advanced
Mode uses the Data Domain data path, which is managed by Avamar.

See the Avamar for VMware User Guide for information about configuring protection
from the Avamar Administrator user interface.

After you back up a VM, you can enable it for rapid recovery in the CDRS user
interface.

Test
A DR test enables temporary access to an EC2 instance in the cloud to verify that a
recovered asset works before you perform a failover. Testing DR scenarios before a
real disaster occurs is a recommended best practice that saves time and ensures that
production assets on premises can be quickly recovered in the cloud.

Figure 10 on page 73 shows the basic test workflow. Table 10  on page 73 lists the
user actions that are available for each workflow state.
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Figure 10 DR test workflow
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To understand the workflow and available user actions for each state, read Table 10 
on page 73 from left to right and from top to bottom.

Table 10 Test workflow states and related user actions

Workflow state User Actions Next state

Starting state:
Production VMs are
protected in cloud and remain
protected during the test

Select VM/DR Plan
Select test network

Select EC2, security group

Start test

Test in progress

Test in progress Cancel Canceled

Canceled -- Starting state

Failed Retry Test in progress

Clean up Starting state

Succeeded:
Testing - EC2 running

Promote to failover (can
change network)

Failed over - EC2 running

End test (removes EC2) Starting state

Failover
You perform a failover to the cloud when an on-premises disaster occurs and the
production VMs are not running.

During a failover, shut down the on-premises production VMs to prevent users from
writing new data to them.
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Figure 11 on page 74 shows the basic failover workflow. Table 11  on page 74 lists
the user actions that are available for each workflow state.

Figure 11 Failover workflow
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To understand the workflow and available user actions for each state, read Table 11  on
page 74 from left to right and from top to bottom.

Table 11 Failover workflow states and related user actions

Workflow state User Actions Next state

Starting state:
Production VMs are
protected in cloud and remain
protected during failover

Select VM/DR Plan
Select failover network

Select EC2, security group

Start failover

Failover in progress

Failover in progress Cancel Canceled

Canceled -- Starting state

Failed Retry Failover in progress

Clean up Starting state

Succeeded:
Failed over - EC2 running

Fail back Failed back

End failover (removes EC2) Starting state

Failback
A failback transfers a failed-over VM (EC2 instance) in the cloud back to the on-
premises vSphere environment.

The failback workflow is the same for Standard Mode and Advance Mode of operation.
However, in either mode, failback is only crash-consistent, not application-consistent.
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Before starting failback, it is a best practice to shut down services on the EC2
instance.

Figure 12 on page 75 shows the basic failback workflow. Table 12  on page 75 lists
the user actions that are available for each workflow state.

Figure 12 Failback workflow
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To understand the workflow and available user actions for each state, read Table 12 
on page 75 from left to right and from top to bottom.

Table 12 Failback workflow states and related user actions

Workflow state User Actions Next state

Starting state:
Failed over - EC2 running

Select VM/DR plan.
Start failback.

Failback in progress

Failback in progress Cancel. Canceled

Canceled -- Starting state

Failed Retry Failback in progress

Clean up. Starting state

Succeeded:
Failback completed, new VM
copies restored on premises

Link to failover activity card.
End failover to terminate
recovered EC2 instances.

--

DR plans
A disaster recovery (DR) plan is a collection of assets that enables you to define run
book recovery plans, including batch operations on multiple assets, network and
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security group association, VM boot order definition, and selection of EC2 instance
type.

A DR plan is associated with a single Amazon Web Services region and Cloud DR Add-
on. You can add to the plan only those assets that are protected by the designated
CDRA and are in the designated AWS region.

The assets that you add to the DR plan are called DR plan members. If required, you
can add the same asset to multiple DR plans. For example, you might want to create
several DR plans to test various DR scenarios. You can also create a master DR plan
that contains all the assets on premises.

Note

If the operational mode is Standard Mode, you add only VMs to the plan. In Advanced
Mode, in addition to adding VMs, you can add applications to the plan.

For each VM in the DR plan, you can specify a startup priority, called a boot order,
from 1 to 5, where a lower number represents a higher priority. For example, a VM
with a boot order of 1 begins recovery before a VM with a boot order of 2-5. All VMs
with the same boot order begin recovery at approximately the same time (actual start
times may vary depending on when each VM recovery operation ends).

Note

Boot order, network, security group, and EC2 instance type apply to VMs, not to
individual applications.

You can test, fail over, or fail back a DR plan in the same way that you might perform
those operations on a single asset. There are minor differences in the workflows.

When you test or fail over a DR plan, that operation is applied to all the assets
contained in the plan. If one asset in the plan fails, the operation continues on the
other assets in the plan (the default behavior). You may choose to retry the operation
for the failed asset while the DR plan operation continues. A partially successful DR
test means that the batch operation continues even when one or more assets in the
DR plan encounter a test failure. Optionally, you may configure the DR plan to fail
when any asset in the plan fails by enabling the Fail on error option.

When a DR plan is partially successful (that is, recovery of some assets has succeeded
while others have failed), the user has three options:

l Retry - This action retries the operation only for the failed assets. EC2 instances
that are already recovered remain available.

l End test or failover - This action terminates the EC2 instances of successfully
recovered VMs.

Note

Ending a failback operation for a DR plan only closes the failback card.

l Split - This action splits a partially successful DR plan into its individual members
so you can manage each asset separately.

Depending on the number of members in a DR plan, it may take some time for the plan
operation to complete. One convenient feature of a DR plan is that when you run a DR
plan, you can immediately begin editing the plan or even delete it without affecting the
completion of the original plan.

Protection, Recovery, and Failback

76 Data Domain Cloud Disaster Recovery 18.2  Installation and Administration Guide



Create rapid recovery images for protected assets
You can accelerate the recovery process ahead of time by creating rapid recovery
images for protected VMs.

Creating a rapid recovery image starts the rehydration process and converts the
VMDK files to an Amazon Machine Image (AMI). The recovery process then launches
the recovered instance from the AMI.

Perform this procedure when a new backup copy is available in the Amazon S3 bucket.

Rapid recovery is supported for the VM and its associated applications. To enable
rapid recovery for an application, apply rapid recovery to its associated VM

Note

Failover of rapid recovery images to the VMware Cloud is not supported.

Procedure

1. In the CDRS user interface, select Protection > Asset Protection in the
navigation pane.

The existing protected assets appear in the right pane. The Rapid recovery
image column indicates whether the asset is enabled for rapid recovery.

2. Select one or more VMs and click Create Rapid Recovery Image.

Results

l The CDRS creates the AMI and removes any previous AMI for an earlier copy.

l You can verify the results by reviewing the Rapid recovery image column. The 
icon may also appear in CDRS windows and designates a copy that is enabled for
rapid recovery.

l You can disable rapid recovery for a VM by selecting it and clicking Disable Rapid
Recovery Image.

l You can monitor the protection status and its progress by reviewing the
Protection status column.

Associate VMs with applications
If you are operating in the Advanced Mode, the Asset Association window enables
you to associate a VM with an application.

Before you begin

Making associations between applications and the VMs that host them is required to
enable DR activities for the applications. Unassociated applications cannot be tested
or failed over.

Procedure

1. From the CDRS user interface, select Protection > Asset Association.

A table of available clients appears. The table lists the client names, IP
addresses, application types, and backup servers.

2. To associate a VM with an application, click the row for the application that you
want to associate, and then click Select VM.
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The Select VM dialog box appears. The client's application, client IP address,
backup server, and CDRA are identified. The dialog box displays a list of
available VMs from which to choose.

3. Select the VM to associate with the application, and then click Apply.

NOTICE

Ensure that you select the correct VM to associate with the application. The
application must reside on the VM that you select.

4. Repeat these steps to make additional associations between applications and
VMs.

Perform a test or failover of a single asset
This procedure describes how to test or fail over a single asset (VM or application) to
the AWS cloud.

Before you begin

To fail over to a vCenter or VMware Cloud environment, see Fail over to vCenter or
VMware Cloud on page 81.

To perform a DR test or failover of an asset, you must have VMs that are backed up
by the on-premises backup software and copied to the cloud.

If you are operating in Advanced Mode, before you perform a test or failover of an
application, you must associate the application with a VM. See Associate VMs with
applications on page 77.

To ensure a successful failover, and better prepare for a disaster, best practices
recommend testing various disaster recovery scenarios. After performing a test, you
can promote the test to a failover. Promote a DR test to failover on page 83
provides additional information about promoting tests to failovers.

When an operational error or disaster occurs on premises, you can fail over an asset to
the cloud.

Procedure

1. In the Cloud DR Server user interface, select Recovery > Asset Recovery

You can also open the Asset Recovery page from the dashboard by clicking
See All in the Recovery pane.

The Asset Recovery page appears.

2. Use the Search for assets widget to search by asset type or CDRA name.

3. Select the asset you want to recover and click Test or Failover.

If you click Failover and the asset has never been tested, a message reminds
you that running a DR test is recommended before implementing a failover. The
message also recommends that you shut down the production VM to avoid a
possible data loss that is caused by accidental user access.

4. In the dialog box that opens, select a point-in-time copy of an asset that you
want to test or fail over.
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Note

If you select an application copy, the Cloud DR Server also selects the latest
VM copy before the point-in-time copy of the application. If there is no VM
copy before that time, the Cloud DR Server takes a new VM copy.

5. Select the network where you want to launch the EC2 instance.

NOTICE

If you are operating in Advanced Mode, to ensure application-consistent
recovery, select the VPC network where the DDVE and AVE components are
installed (see Figure 4 on page 22). Alternatively, you may select a different
VPC network and create VPC peering to the VPC that runs DDVE and AVE.

6. (Optional) The Advanced Options section at the bottom of the window shows
the auto-selected EC2 instance type and security group for the recovery
process. If you do not want to use these selections, expand Advanced Options
and select an alternate EC2 instance type and one or more security groups.

Note

Advanced options are not available when failing over to a vCenter.

7. Click Start Test or Start Failover.

Results

The recovery process begins and you can monitor progress on the DR Activities page.
During recovery:

1. A temporary Restore Service instance is launched in each region where recovery is
needed (unless the VM is enabled for rapid recovery). This instance performs
hydration during recovery, and is automatically terminated after 10 minutes of idle
time.
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2. The Cloud DR Server converts the VMDK to an AMI and launches an EC2 instance
that is based on the AMI.

3. When the EC2 instance is running, the Cloud DR Server deletes the VMDK and
AMI.

User actions to restore applications
During recovery operations, a DR operation may stop pending user action. Optional
user actions are listed here to assist you in restoring an application. When you
complete the user actions, you can continue with the DR operation.

Pausing DR for application maintenance
If an application is undergoing a DR test or failover and requires user action before
continuing (for example, to mount a database), the DR activity pauses to enable you
to perform user actions on the application.

When you are ready to resume the DR test or failover, you may choose to continue
with the DR in progress or skip it to finish the DR manually. These options are available
from the DR activities page:

If you want to view only those activities that require attention, click the toggle button
at the top of the DR activities page:

General
Procedure

1. Verify that the firewall is disabled. At a minimum, add public + private and UDP
+ TCP rules for avagent.

2. Verify the DNS resolution to the AVE internal DNS name. This action may
require manual entry in the hosts file.

3. Verify that the application to be restored is up and running.

4. Verify that minimal free space is available on the EC2 instance.

5. Verify that the Avamar configuration files avagent.cfg and cid.bin were
deleted. If not, delete them and restart the avagent service.

6. Verify that TCP ports 28000, 28001, and 28002 are open on the VM firewall
and the security group that is attached to the recovered instance.

SQL
Procedure

1. Verify that the user databases to be restored are not in use.

2. If any applications are using these databases, shut them down.
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Oracle
Procedure

1. Shut down the Oracle database.

2. Locate the oradata folder containing the control file and database files for the
database instance.

3. Rename the folder, and create a new folder with the same name under
oradata.

4. Start the Oracle database in the nomount state.

SharePoint and Exchange
Procedure

1. Add the restored domain controller (DC) internal IP address as the DNS server
in the network adapter configuration.

2. To re-establish the trust relationship, leave and then rejoin the domain.

3. Open the command prompt and run these commands:

ipconfig /flushdns
ipconfig /registerdns

4. Add the DC, AVE, and DDVE internal IP addresses to the hosts file.

5. For Exchange only, add the original IP configuration of the on-premises VM as
an alternate configuration in the network adapter configuration.

Fail over to vCenter or VMware Cloud
This procedure describes how to fail over a VM to a recovery-enabled vCenter or
VMware Cloud environment.

Before you begin

To fail over to a vCenter, you must enable direct failover to one or more vCenters
when you configure the CDRA (described in Define a recovery staging area on page
43).

Failover to VMware Cloud is available only for copies that are created by a CDRA in
Standard Mode.

Procedure

1. In the Cloud DR Server user interface, select Recovery > Asset Recovery

The Asset Recovery page appears.

2. Select a VM and click Failover to vCenter.

The Failover dialog box opens (an example of this window is shown in Asset
recovery in Standard Mode on page 62).

3. In the Failover dialog box, select a copy and a CDRA/vCenter failover target.

4. Click Start Failover.
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Results

The failover process begins and you can monitor progress on the DR Activities page.

Perform a failback
When an operational error or a disaster occurs in the on-premises environment, you
can fail over a VM or DR plan to the cloud. After a failover to the cloud, the failed-over
workloads run in the cloud on EC2 instances with data that is stored in EBS (elastic
block storage). When the on-premises issue is resolved, you may want to fail the EC2
instance back to the on-premises environment to continue running the workloads
locally, instead of in the cloud. This procedure provides steps to fail back workloads
that were failed over to the AWS cloud.

Before you begin

Do this procedure on EC2 instances that are in a failed-over state.

You can failback a VM or a DR plan that contains multiple assets. Failback of individual
applications is not supported.

Procedure

1. To perform a failback, select Recovery > DR Activities.

The DR Activities page displays.

2. Click Failback for the VM or DR plan that you want to recover from the failover
state.

The Failback option is available only for VMs or DR plans in a successful failover
state.

The failback activity begins. The VM or DR plan is restored to the failback
staging area that you identified during the failback configuration. Define a
recovery staging area on page 43 contains information about configuring
failback.

3. Open vCenter to verify that the VM is being restored. To display the Summary
tab for the VM, click the VM in the list.

The VM that you failed back does not have an assigned IP address.

4. Open the console for the VM or DR plan that you failed back, and assign IP
addresses for the failed-over VMs.

You can either assign an IP address or obtain an IP address from a DHCP
server.

Results

After the failback has completed successfully, you can vMotion the VMs from the
failback staging area to their original locations or new locations. The IP addresses used
for Restore VMs are not used for failed back VMs, so assign appropriate IP addresses
to failed back VMs and ensure that DHCP can resolve them.

The CDRS performs any required clean-up of temporary resources in the AWS
environment. However, the user must use the AWS console or the CDRS user
interface to manually terminate the original failover EC2 instance. This instance was
used to launch the failback process, and the EBS volume that is associated with the
EC2 instance.
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Note

The maximum number of allowed failback activities is limited by the range of pool IP
addresses that you configured for failback. If all IPs in the IP range pool already have
failback operations in progress, a message informs you that the operation cannot be
started until one or more of the running activities ends.

Promote a DR test to failover
From the Ongoing Activities page, you can promote a test of a single asset (VM or
application) to failover.

Before you begin

Before promoting a test to failover, shut down the on-premises production VM. This
action ensures that users do not accidentally write new data to the on-premises VM
when they should be accessing the cloud-based VM instead. If the asset you are
failing over is an application, shutting down the production VM ensures application
consistency.

Procedure

1. To view status and other information about recovery activities, select
Recovery > Ongoing Activities.

The Ongoing Activities page displays.

2. For a DR test that is in the running state, click Promote to Failover.

3. In the Promote to Failover dialog box, select the network for the failover
operation:

Option Description

Keep current network Retains the network that was used during the test.

Select a network Enables selecting a different network for the failover.

4. If you select a different network for the failover, you can also select the default
security group or a different security group.

5. Click Failover.

End a DR test
When a DR test on a single VM or a DR plan has completed and is in the running state,
you can end the test from the DR Activities page.

Procedure

1. To view status and other information about recovery activities, select
Recovery > DR Activities.

The DR Activities page appears.

2. For a test that is in the running state, click End Test.

3. In the End this DR Test dialog box, click End Test.

Results

When you end a DR test, CDRS clears all used resources from AWS, and the
recovered EC2 instances are terminated.
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Note

You can also terminate a recovery instance from the AWS console. When you
terminate the recovery instance, the CDRS DR Activities page indicates an Instance
Terminated status.

End a failover
You can end a failover at any time after a failback transfers a VM from the cloud to the
on-premises vSphere environment.

Procedure

1. Select Recovery > DR Activities.

2. Click Open Failover Activities for the VM.

The Open Failover Activities option is available only for VMs in a successful
failback state.

The Failover Details dialog box opens.

3. Click End Failover.

Results

When a failover ends, CDRS clears all used resources from AWS, and the recovered
EC2 instances are terminated.

Note

You can also terminate a recovery instance from the AWS console. When you
terminate the recovery instance, the CDRS DR Activities page indicates an Instance
Terminated status.

View information about recovery activities
The DR Activities page enables you to view information about DR tests, failovers, and
failbacks of VMs and DR plans. The DR Activities page also enables you to promote
DR tests to failover, fail back the VMs, and terminate DR tests and failovers.

Procedure

1. To view status and other information about recovery activities, select
Recovery > DR Activities

The DR Activities page appears.
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2. Filter for DR activities.

To search the list of DR activities by name, enter the asset name in the search
bar at the top of the page and click the magnifying glass icon. You can also click
the filter ( ) icon to select filters to include in the search parameters, including
the activity level, activity type, AWS region, and creation time of the DR
activity. When you identify the search filters, they appear below the search
pane. To clear the filters from the search, click Clear Filters.
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DR activity statuses
Each DR activity (test, failover, or failback) can have one of several statuses that
indicates the progress of the activity.

Table 13  on page 86 provides a definition and example of each DR activity status.

Table 13 DR activity statuses

DR activity status Definition

Successfully running The operation is complete.
Disaster recovery is now active.

The recovered EC2 instance is now available.

Failed The DR activity failed.
The recovered EC2 instance is not available.

The user may retry the operation.

In progress DR activity was started and is underway.

This status is displayed from the time the DR activity was
activated until the operation is complete.

Ending The "End" operation has been activated.

For the test or failover activity, the recovered EC2 instance
is being terminated.

Successfully completed DR activity has ended.

Partially successful The DR plan activity includes successful and failed VMs.
This status is relevant only for DR plans.

Ongoing activity states
The DR Activities page enables you to monitor the progress of ongoing activity states
for DR tests and failovers:

Table 14 Ongoing activity states

State Description

Rehydrating When you start a recovery, a temporary
Restore Service instance is created for each
region on which the CDRS must perform
recovery. In this state, the Restore Service
instance constructs the VMDK file from raw
data chunks that are stored in Cloud DR
target. The Restore Service instance
automatically terminates after 10 minutes of
idle time.

Converting When the Recovery Service instance
completes rehydration of the VMDK file,
CDRS converts the file into an Amazon
Machine Image (AMI).
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Table 14 Ongoing activity states (continued)

State Description

Launching When AMI conversion is complete, CDRS
launches an EC2 instance that is based on the
AMI.

Running When the EC2 launch completes successfully,
the restored VM is running. This state is the
final step of the recovery.

Each step in this process can take several minutes to complete.

View recovery details
The DR Activities page enables you to view detailed information about the assets or
DR plans that are listed.

Procedure

1. For any asset or DR plan listed in the DR Activities page, click the down-arrow
icon (v) in lower-right corner.

A detailed list of information about the asset or DR plan appears.

Table 15 DR activities detailed list of information

Information Description

Name and status The name of the asset or DR plan and the
status of the DR test, failover, or failback
operation.

Type The blue box in the upper right corner of the
card displays the type of operation, either:

l DR test or DR plan test

l Failover or DR plan failover

l Failback or DR plan failback

If the EC2 instance has been terminated from
the AWS console, another box indicates that
the instance is terminated.

Started on: The date and time that the operation was
started.

Copy info: The date and time that the copy was created.
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Table 15 DR activities detailed list of information (continued)

Information Description

Copy type Crash-consistent.

Public DNS The public DNS that has been assigned to the
VM. If only a private DNS exists, a message
indicates that no public DNS is assigned to
the VM.

Network The cloud network that the EC2 instance is
using.

Instance ID A direct link to the EC2 instance.

Instance Name The name of the EC2 instance.

Instance type The EC2 instance type. The instance type is
specified automatically by CDRS based on the
original VM resources.

Creation The date the EC2 instance was created.

Original machine info or Restored machine
info (in the case of failback)

The CPU, RAM, disks, and OS that the
original VM uses.

2. To collapse the detailed information view again, click the up arrow icon (^).

DR plan activities
A disaster recovery (DR) plan is a collection of assets that enables you to define run
book recovery plans, including batch operations on multiple assets, network and
security group association, VM boot order definition, and selection of EC2 instance
type. You can manage, recover, and fail back DR plans through the CDRS. If you want
to manage each asset separately, you can split the DR plan into its individual assets.

This section provides the basic procedures for DR plan activities.

Create a DR plan
You can create a DR plan for a specific AWS region and CDRA. Then you can add
assets to the DR plan.

Before you begin

You can add to the DR plan only those assets that are protected by the selected CDRA
in the designated AWS region.

Procedure

1. From the CDRS user interface, select Protection > DR Plans.

The Select or Create a New Plan window appears.

2. To create a DR plan, click Create DR Plan.
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3. Enter a unique name for the DR plan and select a CDRA, AWS region, default
network, and security group.

NOTICE

You cannot edit the CDRA name or AWS region after you select members for
the plan.

4. If you want the DR plan to fail when any asset in the plan fails, select the Fail
plan on error checkbox. If you want the DR plan to continue running when one
or more assets fail, ensure that you clear the checkbox.

5. Click Add Members.

The Add Members dialog box displays a list of VMs and, if using Advanced
Mode, applications, as shown in this example screen.

Note

If you select only an application, the CDRS automatically select its VM, too.

6. Select the checkbox for each asset that you want to add to the DR plan.

7. When you finish adding members to the DR plan, click Apply.

8. To change the boot order or network of a VM, click the pencil (edit) icon for the
VM.

a. In the Boot Order and Network dialog box, select a boot order (1-5) and
network.
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b. To change the EC2 instance type and security groups selection, click the
down-arrow icon (v) for Advanced Options.

c. To apply the changes, click Apply.

9. Review the list of assets that you added to the new DR plan. If you require
additional changes, select one or more of the assets to edit (by using the Edit
button) or remove (by using the Remove button).

10. When you are satisfied with the DR plan, its assets, and properties, click Create
Plan.

Results

The DR plan is created and may be used for testing or failover.

Test or fail over a DR plan
To verify that the operations of a DR plan work as expected, you test the DR plan. To
start a failover of the assets in the DR plan, you fail over the DR plan. This procedure
describes how to test or fail over a DR plan by using the Cloud DR Server interface.

Before you begin

To perform a test or failover of a DR plan, you must have instances of virtual machines
that are backed up in the cloud.

To ensure a successful failover and prepare for a disaster, best practices entail testing
various disaster recovery scenarios.

When an operational error or disaster occurs on premises, you can fail over a DR plan
to the cloud. When the on-premise issue is resolved, you may fail back the DR plan to
the on-premises environment. Perform a failback on page 82 provides information
about performing a failback.

Note

When you fail over a DR plan, Cloud DR Server fails over the assets in the DR plan
according to the VM boot order.

Procedure

1. In the Cloud DR Server user interface, select Recovery > Plan Recovery

The Plan Recovery page displays a list of DR plans on which recovery activities
can be performed.

2. Select the DR plan that you want to recover, and click DR Test to test the plan
or Failover to fail it over to the cloud.

A dialog box appears and prompts you to select the copies of the assets for the
recovery activity.

3. Select one of the copy options:

Option Description

Latest available copies Recovery uses the latest copies of the asset in the
recovery operation.

Select a point in time Recovery uses asset copies that are based on the
time, date, and selection that you specify.

When you select an application copy (available only in Advanced Mode), the
Cloud DR Server automatically selects the latest VM copy before the point-in-
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time copy of the application. If there is no VM copy before that time, the Cloud
DR Server takes a new VM copy.

The application fails recovery if there is no available VM copy. Also, if you
configured the DR plan to fail on error, the plan fails if the VM copy is not
available.

4. Click Next.

A dialog box appears and prompts you to review the list of copies and their
status.

5. If you are:

l Unsatisfied with the copy selections, make the necessary changes before
continuing.

l Satisfied with the copy selections, continue with a test or failover of the DR
plan.

Results

Depending on the selection, the Cloud DR Server starts the test or failover of the DR
plan.

Edit a DR plan
You can edit the properties of a DR plan except for the AWS region and the CDRA.

If the plan is active (running or in failover or test), editing the plan does not affect the
active DR plan.

Procedure

1. From the CDRS user interface, select Protection > DR Plans.

The Select or Create a New Plan window appears.

2. Select a DR plan to edit.

3. If required, change the default network and default security group settings.

4. To change the boot order or network for a VM, click the pencil (edit) icon for
the VM.
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a. In the Boot Order and Network dialog box, select a boot order (1-5) and
network.

b. To change the EC2 instance type and security groups selection, click the
down-arrow icon (v) for Advanced Options.

c. To apply the changes, click Apply.

Results

The DR plan is updated and may be used for testing or failover.

Delete a DR plan
When you no longer require a DR plan and the VMs it contains, you can delete the
plan.

If the plan is active (running or in failover or test), deleting the plan does not affect
the active DR plan.

Procedure

1. From the CDRS user interface, select Protection > DR Plans.

The Select or Create a New Plan window appears.

2. Select a DR plan to delete.

3. To delete the plan, click the delete (trash can) icon for the plan, and confirm
the action.

Results

The DR plan is deleted.

Split a DR plan activity
If you want to manage each asset separately, you can split the DR plan.

In the DR Activities window, DR plan activities are organized by card types: DR test
cards, DR failover cards, and DR failback cards. If you have a DR plan in test and you
split it, the DR test cards are split apart and you can individually end them or promote
them to failover. The assets in the DR plan are separated, and the DR plan is removed.
When you split apart a DR plan activity, the action is irreversible.

Procedure

1. From the CDRS user interface, select Recovery > DR Activities.

2. Locate the DR plan activity that you want to spit.

For example:

3. To split the DR plan into its individual assets, click the  icon.

Results

The DR plan is split into its individual assets, and the cards in the DR plan activity are
split into individual activities.

Protection, Recovery, and Failback

92 Data Domain Cloud Disaster Recovery 18.2  Installation and Administration Guide



APPENDIX A

Security and Networking

This appendix includes the following topics:

l Data Domain Cloud Disaster Recovery security .................................................94
l Network communications.................................................................................. 95
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Data Domain Cloud Disaster Recovery security
Data in transit
For data that the DD Cloud DR solution transfers:

l Communication between customer data centers and Amazon Web Services uses
SSL protocols.

l The use of a Virtual Private Networker (VPN) or AWS Connect are optional.

Data at rest in AWS S3
For data at rest in the AWS S3 storage, DD Cloud DR supports server-side encryption
that is provided by AWS. Supported encryption methods include SSE-S3 and SSE-
KMS.

Password Vaulting
All passwords are kept in a lockbox for both the Cloud DR Add-on and the Cloud DR
Server.

User permissions
All AWS user permissions are handled via AWS Identity and Access Management
(IAM). DD Cloud DR user permissions are handled via DD Cloud DR users and roles.

AWS Identity and Access Management policy
In order to deploy CDRS, you must have an AWS user with the following minimum
permissions:

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Action": [
                "iam:GenerateCredentialReport",
                "iam:GenerateServiceLastAccessedDetails",
                "iam:Get*",
                "iam:List*",
                "iam:CreateRole",
                "iam:DeleteRole",
                "iam:AttachRolePolicy",
                "iam:DetachRolePolicy",
                "iam:DeleteRolePolicy",
                "iam:CreatePolicy",
                "iam:DeletePolicy",
                "iam:PutRolePolicy",
                "iam:CreateInstanceProfile",
                "iam:DeleteInstanceProfile",
                "iam:AddRoleToInstanceProfile",
                "iam:RemoveRoleFromInstanceProfile",
                "iam:PassRole",
                "iam:SimulateCustomPolicy",
                "iam:SimulatePrincipalPolicy"
            ],
            "Effect": "Allow",
            "Resource": "*"
        },
        {
            "Action": "ec2:*",
            "Effect": "Allow",
            "Resource": "*"
        },
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        {
        "Effect": "Allow",
        "Action": "cloudwatch:*",
        "Resource": "*"
        },
        {
        "Effect": "Allow",
        "Action": "s3:*",
        "Resource": "*"
        },
        {
        "Effect": "Allow",
        "Action": [
            "ses:SendEmail",
            "ses:SendRawEmail",
            "ses:Verify*",
            "ses:ListVerifiedEmailAddresses"
            ],
        "Resource": "*"
        },
        {
        "Effect": "Allow",
        "Action": "cloudformation:*",
        "Resource": "*"
        },
        {
        "Effect": "Allow",
        "Action": "rds:*",
        "Resource": "*"
        },
        {
        "Effect": "Allow",
        "Action": "sqs:*",
        "Resource": "*"
        }
    ]
}

To create a new policy in AWS using this IAM policy:

1. At the AWS Identity and Access Management Console (https://
console.aws.amazon.com/iam/home?#/home), click Policies.

2. Click Create policy.

3. Click Select for Create Your Own Policy.

4. Enter a name and description for the policy.

5. In Policy Document, paste the above IAM policy.

6. Click Create Policy.

Network communications
After failover to the cloud, the customer is responsible for insuring proper networking
communications from restored VM instances on the cloud to their local network, such
as using a VPN or similar networking solution, load balancing, and other networking-
related issues.
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Firewall
The following ports should be opened for communication between the specified
components:

Table 16 Required Data Domain Cloud Disaster Recovery ports

Port Description

111 Communication between Data Domain and CDRA

443 Communication between CDRA and AWS

443 Communication between CDRA and CDRS

443 Communication between CDRA and vCenter

443 Communication between a local restore VM and AWS

2049 Communication between Data Domain and CDRA

9443 Communication between Avamar and CDRA
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Cloud DR Server REST API

This appendix includes the following topics:

l REST API overview............................................................................................ 98
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l Use the API programmatically............................................................................99
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REST API overview
A REST API is provided for both the Cloud DR Add-on and Cloud DR Server to
facilitate programmatic access to DD Cloud DR functionality.

Swagger documentation for the REST API is available at the following locations:

l CDRA — https://CDRA_IP_or_hostname/api-doc
l CDRS — https://CDRS_IP_or_hostname/api-doc
All DD Cloud DR API calls must be authenticated with an access token.

Using Swagger
This section describes how to use Swagger to reset the admin password and obtain an
access token.

Change the admin password with Swagger
You can use Swagger to change the admin password.

These steps are only necessary if the initial admin password has not been changed in
the CDRA user interface. These steps have no impact on the CDRS admin password.

Procedure

1. Open a browser and go to https://<CDRA_IP_or_hostname>/api-doc.

2. To expand the relevant REST calls, click Users.

3. Click the /users/resetPassword PUT call.

4. Enter the following JSON in the Parameters section:

{
  "username": "admin",
  "password": "initial password",
  "newPassword": "new password"
}

where:

l username – enter admin.

l password – the existing admin password. The initial admin password value is
password.

l newPassword – the new password.

5. Click Try it out!

Results

The expected response code of HTTP OK 200 indicates that the password change is
successful.
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Obtain an access token with Swagger
You can use Swagger to obtain an access token.

Procedure

1. Open a browser and go to https://<CDRA_IP_or_hostname>/api-doc.

2. Click Authorize at the top of Swagger user interface.

3. Complete the following fields on the Available authorizations dialog box.

l Username – enter admin.

l Password – the current admin password.

l Setup client authentication type – select None or Other.

4. Click Authorize.

Results

For the rest of the session, all REST API calls are authorized using the access token.

l A blue information icon ( ) indicates authorized REST API calls.

l A red exclamation icon ( ) indicates unauthorized REST API calls.

Use the API programmatically
This section describes how to use the Data Domain Cloud Disaster Recovery REST
API to change the admin password and to obtain the access token.

Change the admin password programmatically
The Data Domain Cloud Disaster Recovery REST API enables you to change the admin
password programmatically.

These steps are only necessary if the initial admin password has not been changed in
the CDRA user interface. These steps have no impact on the CDRS admin password.

Procedure

1. Open an API client that you want to use for creating a PUT request.

2. Specify https://<CDRA_IP_or_hostname>/rest/users/resetPassword as the
URI.

3. Specify the following JSON in the request body:

{
  "username": "admin",
  "password": "initial password",
  "newPassword": "new password"
}

where:

l username – enter admin.

l password – the existing admin password. The initial admin password value is
password.
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l newPassword – the new password.

4. Send the PUT request.

Results

The expected response code of HTTP OK 200 indicates that the password change is
successful.

Obtain an access token programmatically
You can obtain an access programmatically and then include the token value in
subsequent request headers.

Before you begin

These steps are only necessary if the initial admin password has not been changed in
the CDRA user interface. These steps have no impact on the CDRS admin password.

Procedure

1. Open a REST API client that you want to use for creating the POST request.

2. Specify https://<CDRA_OR_CDRS_ADDRESS>/rest/oauth2/token as the
URI.

3. Specify the following JSON in the request body:

{
"grantType": "",
"username": "admin",
"password": "password"
}

where:

l grantType – empty string.

l username – enter admin.

l password – the existing admin password.

4. Send the POST request.

The response returns the access token and the token type in the body of the
message. For example:

{
"accessToken": "4776290f-5ec1-44b3-b5aa-826b4c6a1962",
"tokenType": "Bearer"
}

5. Specify the following headers in all further requests:

Content-Type: application/json 
Authorization : Bearer 9a82cb75-627f-485e-8495-a765fe4526b7

Authorization specifies the token type and token value.
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Performance
The following summarizes the performance expectations for both protection and
recovery operations with DD Cloud DR:

Protection

l CDRA maximum read throughput from Data Domain is 72 MBps.

l Concurrent protected virtual machines per CDRA is 15% of the Data Domain read
streams amount (min:1, max:20).

l Compression rate before sending to the cloud is 50%.

Recovery

l Rehydration: 10 Gbps per Restore Service instance.

l Conversion: Conversion time is based on the AWS VMDK-to-AMI Conversion time
(for example: Ubuntu 7Gbyte OS takes around 20 minutes).

Scalability
The following summarizes the maximum supported operations with DD Cloud DR:

l Up to 100 TB of protected front-end data (the actual size of all protected virtual
machines).

l Up to 1000 VMs protected.

l 20 concurrent conversions from VMDK to AMI per region.

l 200 stacks available per region (AWS limitation). If the maximum stack limit is
reached, any subsequent DR test or failover fails with an appropriate error
message.

l 20 simultaneous AWS operations for DR tests, failovers, and other operations
(AWS limitation). Contact AWS support to raise this limit.
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Collect logs
Collecting logs for CDRA and CDRS is possible only through the CDRA user interface.

You can store collected logs locally on the CDRA or upload them to AWS in a default
S3 bucket. If you select to store the logs locally, only the CDRA logs can be collected.
When the logs are collected, a link is provided to the local storage or the S3 bucket.

You can use any CDRA that is connected to the CDRS to collect the CDRS logs. When
logs are uploaded to an S3 bucket and multiple CDRAs are connected to a CDRS, all
the logs from any CDRA are uploaded to the same S3 bucket. This condition is true
even if each CDRA is connected to a different S3 bucket.

Procedure

1. From a host that has network access to the CDRA virtual appliance, use a
browser to connect to the appliance:

https://CDRA_hostname

Where CDRA_hostname is the hostname or IP address of the address that you
created when the CDRA was deployed to the vCenter server.

2.
In the Admin username and Admin password fields, enter the username and
password for the CDRA.

3. From the System menu option, click Log Collection.

The Log Collection page displays.

4. Select the date range for the logs you want to collect.

5. For Local Connection Mode:

l To store logs in AWS in a default S3 bucket, leave the Local Connection
Mode toggle deselected. If you plan to also collect CDRS logs, this option
must be deselected.
Before downloading logs from the S3 bucket, you must grant permissions to
the bucket. Permissions to the S3 bucket for CDR logs on page 105
provides instructions.

l To store logs locally on the CDRA, select the Local Connection Mode
option. Local Connection Mode is best used when the connection between
the CDRA and AWS is not working, but CDRA logs still must be collected.
When Local Connection Mode is used:

n Local copies of logs are retained for 14 days. Logs older than 14 days are
deleted.

n The maximum size of retained logs is 5 GB.

n Log file size cannot exceed 100 MB.

6. To also collect logs from the CDRS, click Collect Logs from CDRS.

This option is not available if Local Connection Mode is selected.

7. Enter a name for the log collection task. This name is used for the S3 folder
name where the collected logs are stored.

This option is not available if Local Connection Mode is selected.
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8. To begin the log collection process, click Collect Logs.

Results

When log collection is complete, a link is provided to the collected logs. To access the
logs, click the link or click Copy to copy the link.

Permissions to the S3 bucket for CDR logs
After logs are collected, they are uploaded to a default S3 bucket and a link is provided
in the CDRA interface to download it from the S3 bucket. However, you cannot
download the logs via the provided link unless the appropriate permissions have been
granted to the S3 bucket.

You can also download the logs from the AWS Console, rather than granting
permissions to download the logs from the CDRA interface.

Enabling downloads of CDR logs
To enable downloads of CDR logs from the CDRA interface:

Procedure

1. Log into the S3 Dashboard of the AWS Console (https://
console.aws.amazon.com/s3/).

2. Select the S3 bucket that contains the logs.

3. Click the Permissions tab.

4. Click Bucket Policy.

5. Enter the following text in the Bucket policy editor:

{
  "Version": "2012-10-17",
  "Statement": [
    { 
      "Sid": "AddPerm", 
      "Effect": "Allow", 
      "Principal": "*", 
      "Action": "s3:GetObject", 
      "Resource": "arn:aws:s3:::bucket-name/logs/*" 
    }
  ]
}

where bucket-name is the name of the bucket that contains the logs.

6. Click Save.

Results

The log files should now be accessible via the link provided in the CDRA interface.

Troubleshooting
AWS default limits
The following components in AWS have default limits that may not be appropriate for
the DD Cloud DR environment. For example, if you plan to use more than five VMs and
are using elastic IP addresses, you must increase the default limit for the number of
elastic IP addresses before performing a disaster recovery.

Troubleshooting
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Component Default limit

Number of buckets 100

Number of Elastic IP addresses 5

Number of instances per region 20

Number of Internet gateways 5

Number of Instances from the same type in
the same region

25

http://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html contains
information about default service limits and information about how to increase the
limits.

AWS encryption
In AWS, policies can be specified for an S3 bucket that requires all objects within the
bucket to be encrypted (or non-encrypted) with a specific algorithm or key. DD Cloud
DR does not verify that the policy of the target bucket matches the encryption policy
that the user configured for a cloud target. If there is a mismatch between the two,
CDRA fails to send the data to the S3 bucket.

In the event of this failure, check the DD Cloud DR events to determine the issue.
Then change the security policy in the cloud target, the target bucket, or the target
bucket policy.

AES256 encryption
DD Cloud DR uses AES256 to encrypt metadata in AWS. As a result, if an S3 bucket
policy enforces KMS for all objects within the bucket, the CDRA can upload the user
data, but not the metadata.

If this issue exists, edit the bucket policy to allow for AES256 encryption for the
metadata folder within the bucket. For example, edit the bucket policy by adding the
following:

 {
      "Sid": "AllowKMSEverywhere",
      "Effect": "Allow",
      "Principal": "*",
      "Action": "s3:PutObject",
      "Resource": "arn:aws:s3:::bucket1/*",
      "Condition": {
        "StringEquals": {
          "s3:x-amz-server-side-encryption": "aws:kms"
        }
      }
    },
    {
      "Sid": "AllowAES256InMetadataFolder",
      "Effect": "Allow",
      "Principal": "*",
      "Action": "s3:PutObject",
      "Resource": "arn:aws:s3:::bucket1/backups/*",
      "Condition": {
        "StringEquals": {
          "s3:x-amz-server-side-encryption": "AES256"
        }
      }
}
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Error when deploying the Cloud DR Server if AWS Marketplace terms have not
been accepted
An error may occur when the DD Cloud DR is trying to create the EC2 instance for the
Cloud DR Server during Cloud DR Server deployment if AWS Marketplace terms have
not been accepted. The following error message appears in the log:

ERROR [date] 
com.emc.cloud_dr.cdr.cdra.cloud_manager.impl.deploy_cdrs.wf.steps.inst
ance.CreateCdrsInstanceTasklet: Error in Create Cdrs Instance
! com.amazonaws.services.ec2.model.AmazonEC2Exception: In order to 
use this AWS Marketplace product you need to accept terms and 
subscribe. To do so please visit http://aws.amazon.com/marketplace/pp?
sku=aw0evgkw8e5c1q413zgy5pjce (Service: AmazonEC2; Status Code: 401; 
Error Code: OptInRequired; Request ID: id)

To resolve this issue, accept the AWS Marketplace terms as described in Accept
Amazon Web Services Marketplace terms on page 29 and continue with Cloud DR
Server deployment.

Incorrect email address when configuring the Cloud DR Server
If you specify an incorrect email address when configuring the Cloud DR Server and
are unable to verify the email:

1. Follow instructions for changing the email address at Change the email address for
a Cloud DR Server user account on page 68. Then enter and verify the correct
email address.

2. Log in to the AWS console and open the Amazon SES console athttps://
console.aws.amazon.com/ses/.

3. Select the US East (N. Virginia) region.

4. Select the incorrect email address and click Remove.

Troubleshooting
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