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Preface

As part of an effort to improve its product lines, EMC periodically releases revisions of
its software and hardware. Therefore, some functions described in this document
might not be supported by all versions of the software or hardware currently in use.
The product release notes provide the most up-to-date information on product
features.

Contact your EMC technical support professional if a product does not function
properly or does not function as described in this document.

Note

This document was accurate at publication time. Go to EMC Online Support (https://
support.emc.com) to ensure that you are using the latest version of this document.

Related documentation
The release notes for your version includes the latest information for your product.

The following EMC publication sets provide information about your ScalelO or ScalelO
Ready Node product:

e ScalelO software (downloadable as ScalelO Software <version> Documentation
set)

e ScalelO Ready Node with AMS (downloadable as ScalelO Ready Node with AMS
Documentation set)

¢ ScalelO Ready Node no AMS (downloadable as ScalelO Ready Node no AMS
Documentation set)

¢ VxRack Node 100 Series (downloadable as VxRack Node 100 Series
Documentation set)

You can download the release notes, the document sets, and other related
documentation from EMC Online Support.

Typographical conventions
EMC uses the following type style conventions in this document:

Bold Used for names of interface elements, such as names of windows,
dialog boxes, buttons, fields, tab names, key names, and menu paths
(what the user specifically selects or clicks)

Italic Used for full titles of publications referenced in text
Monospace Used for:
e System code
e System output, such as an error message or script
e Pathnames, filenames, prompts, and syntax

e Commands and options

Monospace italic Used for variables
Monospace bold Used for user input
[] Square brackets enclose optional values

| Vertical bar indicates alternate selections - the bar means “or”
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{} Braces enclose content that the user must specify, such as x or y or
z

Ellipses indicate nonessential information omitted from the example

Where to get help
EMC support, product, and licensing information can be obtained as follows:

Product information

For documentation, release notes, software updates, or information about EMC
products, go to EMC Online Support at https://support.emc.com.

Technical support

Go to EMC Online Support and click Service Center. You will see several options
for contacting EMC Technical Support. Note that to open a service request, you
must have a valid support agreement. Contact your EMC sales representative for
details about obtaining a valid support agreement or with questions about your
account.

Your comments

Your suggestions will help us continue to improve the accuracy, organization, and
overall quality of the user publications. Send your opinions of this document to
techpubcomments@emc.com.

About this document

This document provides a quick start to deploying the software-based CloudLink
D@RE solution for ScalelO SDS devices in Linux-based physical machines, as well as
deployments on virtual machines (specifically, the SVM in a ScalelO ESX deployment).

A complete explanation for CloudLink deployment and administration can be found in
the documents CloudLink SecureVM Administration Guide for ScalelO and CloudLink
SecureVV\M Deployment Guide for ScalelO.

Before you begin
This section describes what you should do before starting to use the CloudLink
interface for SDS with EMC ScalelO system.
e Read this document in its entirety.

e Ensure that the CloudLink Center is deployed and configured as described in
CloudLink SecureVVM Deployment Guide for ScalelO.

e Ensure that there is connectivity between the ScalelO system and the CloudLink
Center.

e Ensure that you know the CloudLink Center login credentials and IP address.
The following concepts are critical to understand before beginning:

e Devices that are physically installed in a server may (or may not) be part of the
ScalelO system. In this document, “adding a device” means adding a device to the
ScalelO system using one of the ScalelO management interfaces such as the CLI,
the GUI, or the REST API.

¢ Devices that have already been added to a ScalelO SDS cannot be encrypted by
CloudLink until they are first removed from the SDS. Such removal will cause the
device's data to be removed and rebalanced to spare capacity. Once all data is

About this document 3


https://support.emc.com
mailto:techpubcomments@emc.com

Quick Start Guide

removed, the device can be encrypted. Device encryption must be applied prior to
adding a device to the SDS.

Process overview:
1. Download and install the Linux agent.
2. Add a ScalelO approved network to CloudLink.
3. Add IP addresses to the approved network.
4. Create a Machines group and add SDSs to the group.
5. Encrypt devices, and determine the path of the encrypted devices.

6. Use ScalelO to add the encrypted devices to the SDSs.

Download and install the Linux agent

This topic describes how to download the Linux agent (the svm) from the CloudLink
Center and install it on the SDS server. You install the svm after installing the ScalelO
SDS software, but before adding the devices to the SDS.

Procedure
1. Download the Linux agent (svm):

a. Log in to CloudLink Center and navigate to SECUREVM > Agent
Download.

b. Select and download the Linux installer script.

Agent Download

Inescn;uan ~  Operating System

2. Install the svm:
a. Copy the Linux installer to the SDS server.
b. Run the installation script: . /securevm.sh -S <CLC_IP>

where <CLC_/P> is the CloudLink Center IP address

c. Install the svm on all SDS whose devices are to be encrypted.

The Linux agent (svm) is installed. Commands can now be issued to the svm
using the command line, REST APIs, or using the CloudLink Center GUI.
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Note

To install SDS software after installation of the Linux Agent, or if you are
reinstalling the SDS on a server when the Linux Agent is already installed, run
the following command sequence after the SDS installation is complete:

service svmd stop

service svmd start

Verify that the file pre run.sh was created under /opt/emc/extra/.

Verify that the svm recognizes the devices in the SDS servers

This topic describes how to verify that the Linux agent (svm) recognizes the devices
in the SDS servers.

Procedure
1. Run the command svm status.
2. Verify that the svm is connected to the CloudLink Center’s IP address.
¢ |[nitially all newly installed devices are unencrypted.
e Devices that were not added to the SDS appear as raw.

e If there are devices that were previously added to the SDS, they will appear
with type sds. You can use these devices as they were being used before,
but you cannot encrypt them in this state.

112CB-9: /tmp # svm status
Connected to 10.136.242.45

! unencrypted

fdevw/rsada unencrypted (raw SN:949091517673 )
fdew/adb unsncrypted (raw SN:54917674 ]
/dev/ade unencrypted ({raw SN:94917675 )]
/dev/=sdd unencrypted (raw SN:94917676 )
/devw/=ade unencrypted (raw SN:94917677 )
fdev/=adf unencrypted (sds SN:54917678 )
/dev/adg unencrypted (=sds SN:94917679 )
/dev/adh unencrypted (sds SN:94917680 )
fdev/sdi unancrypted (sds 8N:94917681 )
/dew/=d]j unencrypted (=ds SN:5451768B2 )
/dev/=sdk unencrypted {raw SN:94917683 )
/dev/=dl unencrypted (raw SN:949176B4 )
fdevw/sdm unencrypted (raw 8N:94917685 )
fdev/=dn unencrypted (raw SM:5491768¢6 )
Group: Default

Policy: All Data

Verify that the SDS servers appear in the CloudLink Center

This topic describes how to verify that the SDS servers appear in the CloudLink
Center.

All new servers are initially added to the Default group.
Procedure

1. From the CloudLink Center, verify that the platform type (Physical/Virtual
Machine) and the operating system are properly recognized.
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Verify that all the devices appear with correct size, type, and encryption status.

122BX-13 Connected 10.136. 245 123 @1ba276f-867B-478c-ac91- Physical Default

@-1228)-14 Connected 10.136. 246 124 BlachZh2-0944-42T5-8540 Physical Defauit

Volumes Name Status 1] Policy State

.
g

Unencrypted  @1039531-2/b9-486a-baT4-cbb3b2083ed3 OK

Devices Name  Status Type Size (GIB)

RAW

Host

Status

IP Address

Serial Number
Platform

Group

Operating System
Rugistered 2016

Revision 23249

Add a new approved ScalelO network to CloudLink

Add a new, approved network to the CloudLink Center.

Procedure

On the CloudLink Center main page, select Approved Networks > Add.

© Approved Networks

“ tirtial

IHm- +  Description

Hame 5 B i Cd

Descrpticn

2. Create a new, approved network for your SDS machines.

Add IP addresses to an approved network
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Approved Networks

.

Il'hmt =  Description
L S0 Nenwork Scaleil Nelwork
Hame SIC_Nebwark
Description SCaEI0 Netwark
| 00 o neTwo
Matwork  SPC_Metwork
Type > Addresses Ban .
Start IP 10,136,245 220 s
End IP 10,1365 246 33 ¥
nce

Adding a new machine group

Add a new machine group in the CloudLink Center interface.

Procedure

1.

On the CloudLink Center main page, select Machine Groups > Add.

* Machine Groups

- S

Machine Groups Iu:m- = Deseripticn ) Karicrs
' ADD MEW GR P
Hama S0S L
Description Sk
Valume Encryplion Palicy i 1P ] L
Haeystore niial v
Managed By SecAdmin =
Approved Netwarks S0 3 E
Kay Litetime nfinite .
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Create a new Machine Group for the SDS servers.
For Volume Encryption Policy, select All Data.

Add the approved networks that you created and configured in the previous
procedures.

Multiple groups can be created to separate policy and administration of
machines.

Move SDS servers to the machines group

Move the SDS servers to a machine group in the CloudLink Center interface.

For each SDS server, perform the following steps:

Procedure
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1.

o &~ oN

Select the Machines menu on CloudLink Center.

° Machines =
m [T
I . o

@ vizceT Cument Graup !

io-ac0e-11208.4 Maove To Deétinit
£ Si0-OC0e- 112089 Detaut
o Sie-ocon- 1220016 Detaut
= O-OC0e- 1220017 Detaut
-] SO-0c0e-1220C-16 Connecied 10136 246 222 Brec0S43catb-ded - P ysacal Detaut
B sodoe12ICH Connecied 1013 348 223 DRSS T At Pyl Dot
B setee12200-20 Cornetitd 10,136 246 224 GANGe2T-ATINMCN A Pryical e
[¥] sio-dene-122C0-1 Connecied 10,138 246 225 T513155-4200-4500- Prysacad Detaut
a SO-0C0e-122CD-2 Correcied 10135 46 226 ET1EEIE0-E085- 4203 Preguica Detaut

. 2 n 2% = 100

Wolumes Mame  Status i Policy State
) Unencryphed  aDbBdedc-B55-45cd Bati-D7akemasTds 0K

. Devicss Harme atwn Trpe  Size (GiB)

From the Actions menu, select the Add to Group option.

Select the Machine Group that you created earlier for the SDS servers.
Click Move.

Alternatively, you can automate the previous steps by installing the CloudLink
Agent using the following command:

./securevm.sh -S <CLC IP> -G <CLC Group Code>

where
e <CLC_/IP>is the CloudLink Center IP address

e <CLC_Registration_Code> is the Registration Code shown in CloudLink
Center for the group
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Encrypt devices using the CloudLink GUI.

Note

¢ Never attempt to encrypt or erase the devices that are currently attached to the
SDS. Devices should only be encrypted before they are added to the SDS, or after
removing them from the SDS.

* Any existing data on the device will be destroyed as a result of this procedure.

Procedure

1. Encrypt a device, using either of the following methods:

Client

Description

GUI

. Select the Machines menu.
. In the Machines list, select the required machine.
. Click Actions.

a

b

c

d. Select the Encrypt option.

e. Select the device to be encrypted.
f

. Click Encrypt.

CLI

Run the following command:

svm encrypt <device name>

where <device_name> is a variable

112CB-9:/tmp # svm encrypt /dev/sdk
Using SDS.

Encryption started for /dev/=dk.

Verify device encryption and determine the path of the encrypted device

This topics describes how to verify the encryption status of a device and the path to
an encrypted device.

The svm status command in the Linux Agent CLI will now display the devices’
encryption status, and the new path to each of the encrypted devices.

The new device path starts with the string /dev/mapper/.

Encrypt devices 9
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112CB-9:/tmp # svm status
Connected to 10.136.242.45

/ unencrypted

/dev/rssda unencrypted (raw SN:545051517673 )

/dev/sdb unencrypted (raw 8N:94517674 )

/devw/sde unencrypted (raw 8N:94917675 )

/dev/sdd unencrypted (raw SN:94517676 )

/dev/sde unsncrypted (raw 8N:94917677 )

/dev/sdEf unencrypted (=ds 8N:94917678 )

/dev/=dg unencrypted (sds 8N:94917679 )

/dev/=dh unencrypted (=ds SN:94917680 )

/dev/sdi unencrypted (=ds= SN:54517681 )

/dev/sdj unencrypted (=ds 8N:94917682 )

/dev/sdk encrypted (raw 8N:94917683 /dev/mapper/svm_sdk)
/dev/sdl encrypted (raw 8N:94917684 /dev/mapper/svm_sdl)
/dev/sdm encrypted (raw SN:94517685 /dev/mapper/svm_sdm)
/dev/adn encrypted (raw  SN:94917686 /dev/mapper/svm_sdn)

In this example, only the last four devices are encrypted. The same view in CloudLink
Center GUI is shown in following figure, that also shows the path to each device in the
Name column.

Volumes MName Status o Policy State

() Unencrypted 1467ad0b-6931-4168-a77c-11alab11db0f OK

Devices Name Status Type Size (GIB)
/devirssda Unencrypted RAW 652
fdev/sdb Unencrypled RAW 930
/devisdc Unencrypted RAW 930
fdevisdd Unencrypled RAW 930
fdevisde Unencrypted RAW 930
fdevlsdf Unencrypled SDS 930
fdevisdg Unencrypted SDS 930
Idevisdh Unencrypted SDS 930
fdev/sdi Unencrypled SDS 930
Idevisdj Unencrypted SDS 930
fdevimapper/svm_sdk(/dev/sdk) Encrypted SDS 744
devimapper/svm_sdl{/dev/sdl) Encrypted SDS 744
fdevimapper/svm_sdm(/devisdm) Encrypted SDS 744
devimapper/svm_sdn{/dev/sdn)  Encrypted SDS 744

Add encrypted devices to an SDS

This topic shows how encrypted devices can be added to an SDS.

Now that the devices have been encrypted, you can add them to the SDS by using
their new /dev/mapper/. . path, as shown in the following figure:
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T Overview Backend

SDS. 808 _137
Existing Devices: 4 Devices (Total 2.9 TB)

Hew Davices (1)
Path Name
Keimappetsvm_san

Dewces to add: 1

The characters within the parentheses are for your reference only and should not be
included when using the path for the mapping purposes.

Note

Do not add a device using its original path (/dev/...). Doing so can stop the device

encryption (device erasure, in terms of CloudLink) and this could corrupt the data on
the device.

Disabling encryption and removing encrypted devices from
an SDS

This topic describes how to disable the encryption of a device, and how to remove an
encrypted device from an SDS.

Before making any change in a device's encryption status, you must use ScalelO
management tools to remove the device from the SDS.

Procedure
1. Remove the device from the SDS:
e Use the SCLI --remove sds command, for example:

scli --remove sds device --sds_name MY SDS --
device path /dev/mapper/svm sdX

¢ From the ScalelO GUI Backend view, right-click the device and select
Remove Device.

2. Disable the encryption from the CloudLink Center GUI or using the svm erase
command.

svin erase /dev/sdb

3. Confirm the device erase.

Disabling encryption and removing encrypted devices from an SDS 1
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Note

Removing (erasing) a device from CloudLink will destroy all data on the device.
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