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Quick start and best practice guide for using CloudLink 5.5 D@RE for SDS devices with
EMC ScalelO. Includes the following topics:
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Preface

As part of an effort to improve its product lines, EMC periodically releases revisions of
its software and hardware. Therefore, some functions described in this document
might not be supported by all versions of the software or hardware currently in use.
The product release notes provide the most up-to-date information on product
features.

Contact your EMC technical support professional if a product does not function
properly or does not function as described in this document.

Note

This document was accurate at publication time. Go to EMC Online Support (https://
support.emc.com) to ensure that you are using the latest version of this document.

Related documentation
The release notes for your version includes the latest information for your product.

The following EMC publication sets provide information about your ScalelO or ScalelO
Ready Node product:

e ScalelO software (downloadable as ScalelO Software <version> Documentation
set)

e ScalelO Ready Node with AMS (downloadable as ScalelO Ready Node with AMS
Documentation set)

¢ ScalelO Ready Node no AMS (downloadable as ScalelO Ready Node no AMS
Documentation set)

¢ VxRack Node 100 Series (downloadable as VxRack Node 100 Series
Documentation set)

You can download the release notes, the document sets, and other related
documentation from EMC Online Support.

Typographical conventions
EMC uses the following type style conventions in this document:

Bold Used for names of interface elements, such as names of windows,
dialog boxes, buttons, fields, tab names, key names, and menu paths
(what the user specifically selects or clicks)

Italic Used for full titles of publications referenced in text
Monospace Used for:
e System code
e System output, such as an error message or script
e Pathnames, filenames, prompts, and syntax

e Commands and options

Monospace italic Used for variables
Monospace bold Used for user input
[] Square brackets enclose optional values

| Vertical bar indicates alternate selections - the bar means “or”
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{} Braces enclose content that the user must specify, such as x or y or
z

Ellipses indicate nonessential information omitted from the example

Where to get help
EMC support, product, and licensing information can be obtained as follows:

Product information

For documentation, release notes, software updates, or information about EMC
products, go to EMC Online Support at https://support.emc.com.

Technical support

Go to EMC Online Support and click Service Center. You will see several options
for contacting EMC Technical Support. Note that to open a service request, you
must have a valid support agreement. Contact your EMC sales representative for
details about obtaining a valid support agreement or with questions about your
account.

Your comments

Your suggestions will help us continue to improve the accuracy, organization, and
overall quality of the user publications. Send your opinions of this document to
techpubcomments@emc.com.

About this document

This document provides a quick start to deploying the software-based CloudLink
D@RE solution for ScalelO SDS devices in Linux-based physical machines, as well as
deployments on virtual machines (specifically, the SVM in a ScalelO ESX deployment).

A complete explanation for CloudLink deployment and administration can be found in
the documents CloudLink SecureVM Administration Guide for ScalelO and CloudLink
SecureVV\M Deployment Guide for ScalelO.

Before you begin
This section describes what you should do before starting to use the CloudLink
interface for SDS with EMC ScalelO system.
¢ Read this document in its entirety.

e Ensure that the CloudLink Center is deployed and configured as described in
CloudLink SecureVVM Deployment Guide for ScalelO.

e Ensure that there is connectivity between the ScalelO system and the CloudLink
Center.

e Ensure that you know the CloudLink Center login credentials and IP address.
The following concepts are critical to understand before beginning:

e Devices that are physically installed in a server may (or may not) be part of the
ScalelO system. In this document, “adding a device” means adding a device to the
ScalelO system using one of the ScalelO management interfaces such as the CLI,
the GUI, or the REST API.

e Devices that have already been added to a ScalelO SDS cannot be encrypted by
CloudLink until they are first removed from the SDS. Such removal will cause the
device's data to be removed and rebalanced to spare capacity. Once all data is
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removed, the device can be encrypted. Device encryption must be applied prior to
adding a device to the SDS.

Process overview:
1. Download and install the Linux agent.
2. Add a ScalelO approved network to CloudLink.
3. Add IP addresses to the approved network.
4. Create a Machines group and add SDSs to the group.
5. Encrypt devices, and determine the path of the encrypted devices.

6. Use ScalelO to add the encrypted devices to the SDSs.

Download and install the Linux agent

This topic describes how to download the Linux agent (the svm) from the CloudLink
Center and install it on the SDS server. You install the svm after installing the ScalelO
SDS software, but before adding the devices to the SDS.

Procedure
1. Download the Linux agent (svm):

a. Log in to CloudLink Center and navigate to SECUREVM > Agent
Download.

b. Select and download the Linux installer script.
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2. Install the svm:

a. Copy the Linux installer to the SDS server.
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b. Run the installation script: . /securevm.sh -S <CLC_IP>

where <CLC_/P> is the CloudLink Center IP address

c. Install the svm on all SDS whose devices are to be encrypted.

The Linux agent (svm) is installed. Commands can now be issued to the svm
using the command line, REST APIs, or using the CloudLink Center GUI.

Note

To install SDS software after installation of the Linux Agent, or if you are
reinstalling the SDS on a server when the Linux Agent is already installed, run
the following command sequence after the SDS installation is complete:

service svmd stop

service svmd start

Verify that the file pre run.sh was created under /opt/emc/extra/.

Verify that the svm recognizes the devices in the SDS servers

This topic describes how to verify that the Linux agent (svm) recognizes the devices
in the SDS servers.

Procedure
1. Run the command svm status.
2. Verify that the svm is connected to the CloudLink Center’s IP address.
¢ |Initially all newly installed devices are unencrypted.
¢ Devices that were not added to the SDS appear as raw.

¢ |f there are devices that were previously added to the SDS, they will appear
with type sds. You can use these devices as they were being used before,
but you cannot encrypt them in this state.

112cn 9'."’1:."11! R svm atatus
Connected to 10.136.242.45

& unencrypted

Fdev frsasds unenceypted {zaw EH:SE90515L7672 }
Famv ) adk (Eaw BH: 94517674 ]
Sdevfade {raw EH: 94517675 ]
Sdmy fmdd {raw SH194917676 ]
Fedmw fade {zaw EN:G4917877 i
SdawfadE {ada SN: 04917678 ¥
fdeviadg unencrypted {=ds SN 94517673 ¥
Sdevfadh unencrypted L E] SEH:945%17c80 }
Fdmw fadi unencEyYptad [ mcds EM: 545917881 |
Fdmvfads unencEyptad {ada SH; 54517682 ]
fdev/adk unencryptead {raw SN 94917683 ¥
Sdevyfadl unencrypted {raw EN:94917c84 |
Felmw S adm unanceEyptad [Ean SM:9491 785 ]
Adav/adn unancyptad {raw SH: 94517686 3

Groupi: Default
Policy: All Data
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Verify that the SDS servers appear in the CloudLink Center

This topic describes how to verify that the SDS servers appear in the CloudLink
Center.

All new servers are initially added to the Default group.
Procedure

1. From the CloudLink Center, verify that the platform type (Physical/Virtual
Machine) and the operating system are properly recognized.

2. Verify that all the devices appear with correct size, type, and encryption status.
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Add a new approved ScalelO network to CloudLink

Add a new, approved network to the CloudLink Center.
Procedure

1. On the CloudLink Center main page, select Approved Networks > Add.
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2. Create a new, approved network for your SDS machines.

Add IP addresses to an approved network

This topics shows how you can add an SDS IP address to an approved network.
You can add IP addresses one by one, using an IP address range, or by CIDR notation.
You can add separate approved networks for SDS machines on different subnets.
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Adding a new machine group

Add a new machine group in the CloudLink Center interface.
Procedure

1. On the CloudLink Center main page, select Machine Groups > Add.
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Create a new Machine Group for the SDS servers.
For Volume Encryption Policy, select All Data.

Add the approved networks that you created and configured in the previous
procedures.
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Multiple groups can be created to separate policy and administration of
machines.

Move SDS servers to the machines group
Move the SDS servers to a machine group in the CloudLink Center interface.
For each SDS server, perform the following steps:
Procedure

1. Select the Machines menu on CloudLink Center.
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From the Actions menu, select the Add to Group option.
Select the Machine Group that you created earlier for the SDS servers.
Click Move.

Alternatively, you can automate the previous steps by installing the CloudLink
Agent using the following command:

o &~ N

./securevm.sh -S <CLC IP> -G <CLC Group Code>

where
o <CLC_/IP>is the CloudLink Center IP address

e <CLC_Registration_Code> is the Registration Code shown in CloudLink
Center for the group
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Encrypt devices using the CloudLink GUI.

Note

¢ Never attempt to encrypt or erase the devices that are currently attached to the
SDS. Devices should only be encrypted before they are added to the SDS, or after
removing them from the SDS.

* Any existing data on the device will be destroyed as a result of this procedure.

Procedure

1. Encrypt a device, using either of the following methods:

Client

Description

GUI

. Select the Machines menu.

. In the Machines list, select the required machine.
. Click Actions.

. Select the Encrypt option.

. Select the device to be encrypted.

-~ ® QO O T o

. Click Encrypt.

CLI

Run the following command:

svm encrypt <device name>

where <device_name> is a variable

112CB-9: /tmp # svm encrypt /dev/sdk
Using SDS.
Encryption started for /dev/sdk.

Verify device encryption and determine the path of the encrypted device

This topics describes how to verify the encryption status of a device and the path to
an encrypted device.

The svm status command in the Linux Agent CLI will now display the devices’
encryption status, and the new path to each of the encrypted devices.

The new device path starts with the string /dev/mapper/.
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113GE-9: ft=p # mvn mtatum
Copmacnted To L0.136.Z242.45

£ unencrypsed

Fdew/rasda unsnorypted [raw SW:9430919317672 I

Fdmr/adb anmnsrypted [caw  SN:34317674 }

fdeviada unanorypted [raw  AHT94917875 b

Sdaradd unancsyptad [caw BN:9431TETE ¥

SdevSade unenorypted [raw AR S401TETT }

Fdar/ adE uneasriprad [sda BM:=9431TETA I

SdevrSmdyg unsncrypted [mda AN H41TETH }

Sdew/sdk unsnerypred [=cds BH:=9431TE30 I

Fdme/mdi unsncTypsed [mda SH:3491TE81 I

fdew/adj uReRCEYpTed [ads  SM:34917632 }

Fdwr/zdk mrcrypEed [raw  =N:34917633 fdmrfmappar! ave_adk}
Fdewfadl snarypted [raw  AW:94917884 fdev/mappear/swm_sdi}
fdwe/adn snerypted [zaw  SH:34317685 fdav/napper/avn_sdr)
Fdev/=dn snarypted [raw SR 9491TERE fdev/mappar/avm_sdn}

In this example, only the last four devices are encrypted. The same view in CloudLink
Center GUI is shown in following figure, that also shows the path to each device in the

Name column.

Wolumas Mame  Slales 1] Palicy Sate
nencrypied  1eETA000-093-A1ES-aTTe-ifalan1and Ok
Devices Mame Status Type Size (iE)|
idewrssda Urencrypled  RAW 652
dewsdn Urencrypled RAW G630
dewsdc Jnencrypled  RAW 930
devizdd Unenoypied RAW 930
dewsde Urencrypled  RAW 930
dewind Urencrypled S0 30
devisdy Unencrypled  S08 830
dewisdh Unenoypled S0 930
idewsa Unencrypled  SD5 930
dewvisd Urentcrypied 505 630
deEvimapper sk idevwsdk) Encrypied 5085 T4
devimappenisym_=d idevi=d) En 505 44
fdEwmapperisvr_Samiidewsdm)  Encrypled 505 T4
devimapperiaem_sdniidewisdn} Encrypled B05. 4

Add encrypted devices to an SDS

This topic shows how encrypted devices can be added to an SDS.

Now that the devices have been encrypted, you can add them to the SDS by using

their new /dev/mapper/ . . path, as shown in the following figure:
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The characters within the parentheses are for your reference only and should not be
included when using the path for the mapping purposes.

Note

Do not add a device using its original path (/dev/...). Doing so can stop the device

encryption (device erasure, in terms of CloudLink) and this could corrupt the data on
the device.

Disabling encryption and removing encrypted devices from

an SDS

This topic describes how to disable the encryption of a device, and how to remove an
encrypted device from an SDS.

Before making any change in a device's encryption status, you must use ScalelO
management tools to remove the device from the SDS.

Procedure
1. Remove the device from the SDS:
e Use the SCLI --remove sds command, for example:

scli --remove sds device --sds name MY SDS --
device path /dev/mapper/svm_ sdX

¢ From the ScalelO GUI Backend view, right-click the device and select
Remove Device.

2. Disable the encryption from the CloudLink Center GUI or using the svm erase
command.

svin erase /dev/sdb

3. Confirm the device erase.

Disabling encryption and removing encrypted devices from an SDS 1
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Note

Removing (erasing) a device from CloudLink will destroy all data on the device.
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