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Abstract 

This white paper describes how to use load balancing in a 
scaled-out EMC ViPR SRM deployment to avoid performance 
bottlenecks that could impact data collection and report 
generation.  
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Executive summary  
As new devices are added to EMC ViPR SRM, the overall load on the system will 
increase with new metrics being pushed into the databases. This is when a Load 
Balancer comes into play. Similar in purpose to a network level load balancer, ViPR 
SRM’s Load Balancer has Load-Balancer Connectors on Collector server and a Load-
Balancer Arbiter on the Primary Backend server that allows metrics from various 
collectors to be spread across multiple Backends based on decisions from an Load-
Balancer Arbiter on the Primary Backend. This allows you to scale out a current ViPR 
SRM deployment, avoids performance bottlenecks that could impact report 
generation, and provides means for the system to grow as requirements evolve. This 
combination of Load-balancer Arbiter and Load-Balancer Connector has been a 
standard configuration since ViPR SRM 3.x and has resolved many of the traffic 
bottleneck issues found in earlier SRM installations. 

Audience  

This article is for ViPR SRM installers, administrators or anyone who manages the ViPR SRM 
application. 

Purpose 

After reading this article, you understand load balancing concepts used with ViPR 
SRM along with specific procedures and recommendations for installation. 

Concepts 

Arbiter  

There is a need for only one Arbiter, which is installed on the Primary Backend server 
which decides where the metrics collected by the Collector Managers should go to 
which MySQL database.  

The case when the Load-Balancer Arbiter (LBA) is out of service (LBA Service is 
stopped), the only consequence will be that metrics from any newly added devices  
will be retained locally on their respective collectors until the LBA is back online and 
an update LBA decision has been posted to the Load-Balancer Connectors (LBC). 
Because all of the LBCs have a copy of the device-to-database  routing table, all of the 
previously learned devices will work as if nothing has occurred. 

 

Load Balancer Connector  

The LBC is responsible for receiving the metrics from all of the collector managers. 
The Collector Manager of a SolutionPack forwards its data locally to the LBC on port 
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2020 of that collector host. The data is handled by the LBA decision as to what 
database the device is to be sent t.  

On the Collector server in the …/APG/Collecting/Load-Balancer/Load-Balancer/data 
directory, there is a Backend file for time-series (apg) database that lists all the 
device to database relationships. In the  …/APG/Collecting/Load-Balancer/Load-
Balancer/tmp directory is a there is a backend director for each time-series (apg) 
database that lists the backend server and port number in the connector.xml file. 

Every time a new metric is received by the LBC, it checks on a local routing table, kept 
in a file, which backend that metric should be routed to. Whenever a device is seen 
for the first time, as the LBC will not have that information on its routing table file, it 
will proxy that metric to the Arbiter. The Arbiter then will, based on a routing 
algorithm, place the metric on a Backend, update its own balancing list file and send 
this update to all of its known LBCs. 

Note: Only one LBC should be installed once per Collector host on which all the 
collector manager will send their data 

Update checks  

By default, the LBC will check for an update from the Arbiter every 60s (update-check-
time) as shown in the balancer-connector.xml under …/APG/Collecting/Load-
Balancer/Load-Balancer. 

Load Balancer architecture 
New metrics arrive at the Load Balancer Connector from one or more Collectors. As 
this is the first time the LBC sees these new metrics, it will forward them to the server 
where the LBA is installed. The Arbiter, in turn, will place these metrics on the 
Backends that are currently known to it. 
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The Arbiter shares its recently created balancing list with all of the LBCs registered 
with it. 

 

  

 7 



Configuring Load Balancing for EMC ViPR SRM 

With knowledge of the balancing list, the LBCs will have the database routing 
information update and will send the metrics to the proper Backends without having 
to consult the Arbiter. The LBCs will regularly ask for an updated version of the 
balancing list from the Arbiter, by default every 60 seconds.  
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Prerequisites 
• EMC M&R 6.3 or higher 

• Certify that the ports 2020 (Load-Balancer components) and 48443 
(Webservice-Gateway) are not blocked between the collectors and the Arbiter. 
Procedures  

vApp consideration 
As of ViPR SRM 3.5, the LBC is already installed on the Collector sever when deploying 
the vApp.  

Installation of the Load-Balancer 
1. Navigate to Centralized-Management > SolutionPacks > Other Components.  

2. Select the Load-Balancer-Arbiter or Load-Balancer-Connector to be installed. 

3. Select the Server to have the 
Load-Balancer installed on 

4. Confirm the configuration for 
each of the three drop-downs 

5. Select Install 
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6. On the Load Balancer Connector, the following table describes the expected LBC 
configuration 

Field Value 

Web-Service gateway hostname or IP address 
[localhost]  

Primary Backend IP (vApp deployment) 

Web-Service port number [48443]  Default 

Web-Service username [admin]  Default 

Web-Service password [•••••]  Default 

Web-Service Category [Collecting] Default 

Web-Service Module [Collector-Manager]  Default 

Web-Service Instance [Load-Balancer] This needs to match the Arbiter Web-Service Instance. 
By default it is "Load-Balancer" 

Socket Collector port [2020] Default 

Arbiter hostname or IP address Primary Backend IP (vApp deployment) 

Reconstruction 
Reconstruction is an operation that should happen only when needed, such as with a 
database split or a data migration.  Should the Load-Balancer-Arbiter need to be re-
installed or if the LBA’s data files have been deleted. The reconstruction script needs 
to be run.  

Note: Running the reconstruction script when it is not needed, will cause data 
duplication in the databases. 

Running the Reconstruction Script 

To avoid corruption of the time-series (apg) databases, follow this procedure: 

1. On all the collector hosts, select the Collector-Manager Load-balancer and 
stop the LBC service 

2. Select the Configure Service and place the LBC Service Startup mode to 
Disabled 

3. In the …/APG/Collecting/Load-Balancer/Load-Balancer directory, delete these 
files: 

a. All directors starting with tmp* 

b. In the data directory, delete all Backend* files 

4. On the Primary Backend server, stop the LBA service 

a. Only if the Database has been split during the data migration the 
coping of the database is now on a new Backend Server (new FQDN), 
then you can delete the data directory. This stop will remove all the 
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keys used by the LBA to map device to database.  When the Load-
Balancers are back online, there will be duplicate device information in 
multiple databases. This data will become inactive and be purged out 
over the normal data retention period. To this duplication is removed 
from the databases, the reconstruction script will fail to run.  

5. Run the load-balancer-reconstruction-Load-Balancer utility 

…/APG/bin/ 

load-balancer-reconstruction-Load-Balancer.sh 
/opt/APG/Collecting/Load-Balancer/Load-Balancer/conf/arbiter.xml 
/opt/APG/Collecting/Load-Balancer/Load-
Balancer/conf/reconstruction.xml 

6. Start the LBA service on the Primary Backend server 

7. On all the Collector servers: 

a. Select the Configure Service and place the LBC Service Startup mode to 
Auto 

b. Start the LBC 

c. Monitor the LBC log for issues 

Note: In SRM installation where there are many Collector servers, stage the starting 
of the LBC in groups of 5 or less and give monitor the processing of the fail-
over files to processed before starting another group of Collectors. 

Reconfiguring SolutionPacks 
With the new LBC in place, you can now reconfigure the SolutionPacks to make use of 
it. After being reconfigured, they will send their data through the LBC instead of 
aiming directly to the Backend. 

1. Select a SolutionPack and then select its Data collection component. 

2. Reconfigure the SolutionPack by changing its Data collection parameters so 
that it uses the new LBC, listening on port 2020 on the localhost. 

 

3. Click Reconfigure. Repeat this process for all of the SolutionPacks on this host.  

If the LBC configuration is established before SolutionPacks are installed, it can be 
used for all SolutionPacks you subsequently install.  
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Troubleshooting 

Check the instance name 

Check the instance name. The instance name of the WebService URL depends on the 
instance name of the actual Backend on the remote host. 

Check if services are running 

Check if services are running on the collectors as well as the Arbiter server. 

For example: 
Collector:/opt/APG/bin # ./manage-modules.sh service status all 
 * Checking 'topology-mapping-service Default'...                    [ running ] 
 * Checking 'webservice-gateway Default'...                          [ running ] 
 * Checking 'collector-manager Generic-RSC'...                       [ running ] 
 * Checking 'collector-manager Generic-SNMP'...                      [ running ] 
 * Checking 'collector-manager Load-Balancer'...                     [ running ] 
 * Checking 'collector-manager emc-watch4net-health'...              [ running ] 
 * Checking 'script-engine Default'...                               [ running ] 
Collector:/opt/APG/bin # 

Check log files 

On the collectors where the LBC is configured, check for communication issues using 
the log files located at: 

/opt/APG/Collecting/Collecting/Load-Balancer/logs 

If there is indeed a communication problem between the LBC and either the Arbiter of 
one of the Backends, the FailOver Filter will start and the logs will contain entries 
pointing to that event. 

Device to database 

The balancing lists are clear text files that can be found under 
/opt/APG/Collecting/Load-Balancer/Load-Balancer/data/ and are named as 
Backend0_1, Backend2_1, and so on. 

Check communication ports 

Check the status of the communication ports (2020 and 48443). 

Summary 
Using the information in this article, you should be able to configure load balancing 
and enable SolutionPacks to take advantage of the configuration. You also have 
information to help troubleshoot load balancer issues you may encounter. 
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