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Revision history
Revision history

The following table presents the revision history of this document.

Purpose

This technical note explains options for remote clients to securely connect to an EMC® 
Avamar® 7.0 server without using a virtual private network (VPN).

Follow the guidelines in this technical note to achieve the following security objectives:

◆ Confidentiality — Ensure that communications and user data cannot be read by 
unauthorized parties.

◆ Integrity — Detect and prevent changes to communications as they occur in transit.

◆ Availability — Ensure that users can backup and restore data whenever necessary.

Audience

The intended audience for this technical note is system administrators who are 
responsible for configuring and managing network security.

Related documentation

The following EMC publications provide additional information:

◆ The EMC Avamar Product Security Guide provides details on firewalls, port usage, and 
other security considerations.

◆ The EMC Avamar Administration Guide provides details on Avamar event and audit 
logs.

Overview

In most environments, roaming clients, such as laptops for traveling or remote staff, use 
the existing company VPN infrastructure to connect to the Avamar server, which is located 
in a data center. The VPN enables you to maintain security and integrity of the remote data 
during a backup. The VPN also maintains server security by protecting the Avamar server 
from exposure to the Internet and security attacks.

When backup clients cannot connect to the Avamar server by using a traditional VPN, you 
must provide alternative connection methods that enable clients to back up data to an 
Avamar server while still maintaining client data security and server integrity.

Revision Date Description

01 September 30, 2013 First release of this technical note.
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Best practices to protect the Avamar server
Installation of the standard Avamar firewall package on the Avamar server restricts client 
connections to specific service ports. This technical note discusses options that further 
limit access to specifically authorized clients by ensuring that:

◆ Only encrypted data channels are used for authentication and data transfer.

◆ Exposure of the Avamar server to the Internet is limited and controlled by using the 
access control lists (ACLs) of the approved clients. 

The options are presented in two categories: 

◆ “Best practices to protect the Avamar server” on page 3 discusses the preferred 
security configuration.

◆ “Alternate options to protect the Avamar server” on page 8 discusses the minimum 
required security configuration.

Note: The approaches in this technical note apply to clients that are likely to have static 
connections. In environments where no VPN is available and clients are likely to connect 
through a different provider and have frequently changing IP addresses, use Mozy®.

Additional configuration is necessary in environments where static NAT is used to provide 
remote clients with IP addresses in the network. “Creating Backup as a Service (BaaS) 
Solutions Leveraging EMC Avamar,” a white paper available on EMC Online Support at 
https://support.EMC.com, provides instructions.

Best practices to protect the Avamar server

When clients cannot connect to the network by using a VPN, install an external firewall to 
control access to the Avamar server. An external firewall appliance controls the clients 
that have permission to communicate with the Avamar server and the ports on which 
communication is allowed.

You may also want to use an integrated firewall and intrusion prevention system (IPS) 
device or an inline intrusion detection and prevention systems (IDS/IPS) device to protect 
the Avamar server from malware attacks, such as denial of service attacks. An inline 
IDS/IPS device detects and thwarts attempts to exploit a client status/connection by 
malware-infected clients.

To protect the Avamar server from users or malware that have breached the perimeter 
defenses, install and enable the Avamar firewall in the default configuration. The Avamar 
firewall in the default configuration exposes to the network only the ports required for 
client activity, and limits access to ports used internally on the Avamar server and ports 
used for communication between Avamar server nodes.

Add a Web Application Firewall (WAF) to protect Avamar web services from compromised 
clients that would normally be allowed through the firewall. The WAF filters only on HTTP 
and HTTPS traffic, and protects the web services against common attacks such as 
cross-site scripting and SQL injection. The steps to install and configure a WAF depend on 
the WAF solution.
EMC Avamar Client Connection Options Without a VPN Technical Note 3

https://support.EMC.com


Best practices to protect the Avamar server
The following figure illustrates an environment with a firewall, IDS/IPS device, the Avamar 
firewall, and a WAF.

Figure 1  Environment with a WAN firewall, IDS/IPS device, WAF, and Avamar firewall
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Best practices to protect the Avamar server
Configuring the external firewall and IDS/IPS

To configure an external firewall or an IDS/IPS device for use with Avamar when clients 
cannot connect to the network by using a VPN:

1. Maintain ACLs of the backup clients and perform periodic configuration of the 
appliance firewall rules to restrict client access to only the required Avamar services. 
“Finding and using IP addresses in firewall rules” on page 5 explains how to create the 
list of IP addresses and edit firewall rules.

2. On the Avamar nodes, open the ports that are listed in “Incoming port requirements 
for firewalls” on page 7.

3. If you install an IDS/IPS device, update the attack signatures in a timely manner. 
Configure the firewall to allow automatic updates of the attack signatures from the 
vendor. 

Finding and using IP addresses in firewall rules

You can maintain the list of IP addresses for firewall ACLs in a number of ways, including 
manually tracking the IP addresses.

In environments with static IP addresses, you can automate the client list updates by 
extracting the client IP addresses from the Avamar PostgreSQL database and creating a 
script to configure the firewall appliance. Script commands vary depending on the 
appliance type and model.

When you assign IP addresses through DHCP, you must perform a database query to 
determine the IP address that is currently assigned to each client.

In environments with mixed static and dynamic IP addresses, combine a static list of the 
DHCP address pools with the addresses that you extract from the Avamar PostgreSQL 
database to configure the firewall appliance.

To extract a list of IP addresses from the Avamar database and incorporate the addresses 
in the firewall rules, incorporate the following steps into a script:

1. Create a comma-separated values (.csv) file with a list of approved address pools. 

The first field should contain the network subnet that should be granted client access, 
and the second field should identify the subnet for maintenance purposes. 

If you directly create a client ID by using the avmgr command and perform backups 
with the avtar command, you must also define the client in Avamar Administrator 
for the client to appear in the list of registered backup clients. In the CSV file with the 
approved address pools, include any static client IP addresses for clients that are not 
defined in Avamar Administrator. 
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Best practices to protect the Avamar server
Note: In environments with clients that have frequently changing IP addresses, it may 
be necessary to enable automatic registration of clients so that the clients are 
automatically added to the database. To enable automatic client registration and 
update the client IP addresses in the known client database, allow port 28001 to 
connect to the Avamar server from anywhere on the Internet. This approach is not 
recommended but may be necessary when the firewall ACLs are frequently 
generated—and in fact may be generated each time a client registers—to allow 
immediate access to other Avamar functions after registration.

For example:

# Network subnet, Description
10.6.195.0/24, 2nd floor lab
10.6.190.0/24, 3rd floor lab

2. Extract the list of IP addresses or subnets from the .csv file by typing the following 
command:

subnet_ips=`awk -F, '{print $1}' subnet_list.csv`

3. Extract a list of IP addresses for registered backup clients from the v_clients table 
view in the Avamar PostgreSQL database by typing the following command on the 
Avamar server:

$ psql -qt -c 'select client_addr from v_clients;' -p5555 mcdb

4. Extract the client IP addresses by typing the following command:

client_ips=`psql -qt -c 'select client_addr from v_clients;' -p5555 
mcdb`

5. Update the firewall rules to allow access to these IP addresses by inserting the two IP 
assignments to the /etc/firewall.base file, editing the section with utility 
specific rules where web access should be allowed, and editing the section with rules 
for the storage nodes (for example, ports 29000, 7937, 7938). 

The following example illustrates the storage node rule edits:

for ip in $subnet_ips $client_ips
do

# 9. Allow everyone to communicate in on ports 29000/29100 for 
stunnel
$IPT -A INPUT -p tcp -m multiport --dport 29000,29100 -s $ip -j 
ACCEPT

# 10. Allow Networker Client connections 
$IPT -A INPUT -p udp --dport 7938 -s $ip -j ACCEPT
$IPT -A INPUT -p tcp -m multiport --dport 7937,7938,8245,9720 -s 
$ip -j ACCEPT

done

6. Propagate the new /etc/firewall.base file to all storage nodes. If the resulting 
IP address list is very large, you can create IP address ranges or firewall chains for 
some port subsets to improve firewall performance.
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Best practices to protect the Avamar server
Incoming port requirements for firewalls

The following table lists the incoming ports that the Avamar firewall controls. The EMC 
Avamar Product Security Guide provides a complete list of ports, including outgoing ports.

Table 1  Required ports on an Avamar utility node or single node server (page 1 of 2)

Port Protocol Service name Source Destination Additional information

22 TCP SSH • Administrator 
computers

• Other Avamar 
server nodes

All nodes Secure shell access.
Required. SSH access to the data nodes can 
be restricted to come only from the utility 
node.

53 UDP DNS DNS resolving name 
servers

All nodes Optional. May restrict sources to specific 
name servers.

53 TCP DNS zone 
transfer

DNS zone primary 
servers

Utility node Optional. May restrict sources to specific 
name servers.

69 TCP TFTP Internal switch Utility node Required.

80 TCP HTTP • Web browser clients
• Reverse proxy web 

server
• AvInstaller
• Avamar Downloader 

Service host

Utility node or 
single-node server

Required. Provides web browser access to 
Avamar services. A reverse proxy web server 
can be used to limit access to this port.

123 UDP NTP NTP time servers All nodes Required. May restrict sources to specific 
time servers.

137, 
138, 
139

UDP NETBIOS Name 
Service

Avamar proxy Utility node or 
single-node server

Used for Avamar proxy communication.

161 UDP SNMP Data Domain system Utility node or 
single-node server

This is the getter/setter port for SNMP 
objects from a Data Domain system. 
Required when storing Avamar client 
backups on a Data Domain system.

389 TCP/UDP LDAP LDAP server Utility node or 
single-node server

Required. May restrict sources to specific 
LDAP servers.

443 TCP HTTP protocol 
over TLS/SSL

• Web browser clients
• Reverse proxy web 

server
• AvInstaller
• Avamar Downloader 

Service host

Utility node or 
single-node server

Required. Provides web browsers with 
HTTPS access to Avamar services. A reverse 
proxy web server can be used to limit 
access to this port.

700 TCP/UDP Login Manager • Web browser clients
• Reverse proxy web 

server

Utility node Required.

7778, 
7779, 
7780, 
7781

TCP RMI Avamar Administrator 
management console

Utility node Required. Limit access to trusted 
administrator computers.

7937 TCP NetWorker 
(NSR Exec)

NetWorker clients All nodes Required for Networker backups. 
Recommend restricting access only to 
known Networker clients.
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Alternate options to protect the Avamar server
Alternate options to protect the Avamar server

If you cannot implement the best practices to protect the Avamar server, use the 
guidelines in the following topics to provide the minimum security configuration:

◆ “Extending the Avamar firewall package” on page 8
◆ “Using Avamar Administrator only inside the local network perimeter” on page 9
◆ “Using SSH/HTTP SOCKS proxies” on page 11

Extending the Avamar firewall package

To limit access to ports exposed to the external network only to authorized clients, extend 
the default Avamar iptables firewall solution by specifying the IP addresses or IP 
address ranges that are allowed to access each port..

Extract the client IP addresses from the Avamar database and create rules to dynamically 
update the firewall. You also must add the IP addresses or IP address ranges for DHCP 
pools or NAT’d clients to the dynamic IP address list. You use the resulting firewall rule set 
to configure the Avamar server firewall. “Finding and using IP addresses in firewall rules” 
on page 5 explains how to use the list of IP addresses and subnets in firewall rules. 

7938 TCP/UDP NetWorker 
(NSR Exec)

NetWorker clients All nodes Required for Networker backups. 
Recommend restricting access only to 
known Networker clients.

8181 TCP Tomcat Avamar client 
computers

Utility node or 
single-node server

Required. Connections from Avamar client 
computers and from AvInstaller hosts are 
redirected to this port.

8443, 
8444, 
8543

TCP Tomcat Web browser clients Utility node or 
single-node server

Required. Permit access to and from Avamar 
client web UI services.

8580 TCP AvInstaller Web browser clients Utility node or 
single-node server

Used for conections from Avamar 
Downloader Service computer, and for 
access to AvInstaller from other web 
browser clients.

9443 TCP RMI - Avamar 
Management 
Console web 
services

Web browser clients Utility node or 
single-node server

Required.

28001 TCP Avamar server 
CLI

Avamar client 
computers

Utility node Required. CLI commands from client 
computers.

29000 TCP Avamar server 
SSL

Avamar client 
computers

All nodes Required. GSAN communication.

Table 1  Required ports on an Avamar utility node or single node server (page 2 of 2)

Port Protocol Service name Source Destination Additional information
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Alternate options to protect the Avamar server
While this solution protects the Avamar server from unauthorized clients, communication 
on the allowed ports could still be improperly intercepted by other clients on the network. 
To secure data from this type of intrusion, use encrypted communication protocols such 
as SSL/TLS. You should also review the configuration of client-facing applications and 
disable weaker protocols such as some of the weak encryption protocols used by Apache 
and Tomcat.

Using Avamar Administrator only inside the local network perimeter

Use a Virtual Desktop Infrastructure (VDI) or Server Based Computing (SBC) interface on a 
secure device within the firewall perimeter to enable users outside the firewall to use a 
browser to connect to Avamar Administrator, Backup & Recovery Manager, or Avamar 
Enterprise Manager. 

With a VDI interface, users connect to a system that contains virtual images of 
standardized operating systems and desktops. The virtual images are discarded at the 
end of the session. 

With an SBC interface, users log in to a separate standardized virtual desktop. The 
terminal server simulates the look and feel of a desktop operating system with the 
appropriate applications.

Using a VDI or SBC interface significantly reduces the attack footprint outside the firewall 
perimeter for the Avamar server.
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Alternate options to protect the Avamar server
The following figure illustrates an environment where both a VDI interface and an SBC 
interface are available.

Figure 2  VDI/SBC options with WAF and dual firewalls

Configure either the external firewall or the Avamar firewall to allow access to ports that 
provide web services (80, 443, 7778-7781, 8443-8444, 8543, 8580) only from the VDI or 
SBC infrastructure. Allow access to other service ports required for client backup and 
restore operations (28001 and 29000) directly from client desktops (or even from 
anywhere on the Internet, if necessary, to simplify firewall configuration).

Configure the firewall rules with the IP addresses of the clients that make the web services 
requests. “Finding and using IP addresses in firewall rules” on page 5 provides 
instructions.

NIST publication SP 800-46 Rev 1, “Guide to Enterprise Telework and Remote Access 
Security,” provides additional information on securing te VDI or SBC environments.
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Alternate options to protect the Avamar server
Using SSH/HTTP SOCKS proxies

To limit exposure of HTTP ports to the Internet, configure Socket Secure (SOCKS) proxies 
for HTTP traffic to the Avamar server.

To create SOCKS proxies in Linux:

◆ Configure a proxy server on a server that backup clients can access, and then 
configure clients to forward protocols that are compatible with SOCKS to the Avamar 
server. These protocols include HTTP, FTP, and others. Squid is an example of a proxy 
server. “Configuring clients to use a proxy server” on page 12 provides more 
information.

◆ Create a local proxy on the client computer by using the -D port option in SSH, 
which sets up dynamic, application-level port forwarding. “Creating a local proxy on a 
client computer” on page 12 and “Enabling client software to use the local proxy” on 
page 12 provide more information.

Since SSH tunnels are point-to-point, you must specify a single server as the endpoint of 
the tunnel. The recommended approach is to create an SSH tunnel from the backup client 
to a data node on a single-node Avamar system, and replicate data from the single-node 
Avamar system to a multi-node Avamar system within the protected subnet. The 
single-node server could be in the DMZ.

The SSH command would take the form:

ssh -L 29000:data_node:29000 Avamar_client

where:

◆ data_node is the FQDN or IP address of a data node on the Avamar system.

◆ Avamar_client is the FQDN or IP address of the Avamar client computer.

In the Avamar system, data nodes are assigned to clients as needed to maximize load 
balancing. When the data node that you specify as the SSH endpoint is different from the 
data node that is assigned to the client, latency can occur when the endpoint data node 
automatically forwards the data to the data node that is assigned to the client. Using a 
single-node Avamar server as the SSH end-point can reduce this latency.

Regardless of the type of proxy that you use, you must create, disseminate, manage, and 
use SSH authentication keys. The EMC Avamar Product Security Guide provides more 
information. You also must install and configure the Avamar firewall software in its default 
configuration.

Using SSH tunnels or SOCKS proxies to communicate with the Avamar server increases 
configuration complexity due to the requirements for user accounts and the 
dissemination of authentication keys. While it is possible to use a common account and 
key to establish the tunnels, this would be inherently insecure. Organizations with limited 
staff availability should not implement this solution. This solution also requires 
additional work to make the client software proxy-capable and to simplify the creation 
connection methods.
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Alternate options to protect the Avamar server
Configuring clients to use a proxy server

Use Firefox extensions like ProxySwitch and FoxyProxy to enable and disable proxy 
forwarding on the client computer, or specify the SOCKS proxy server in the web browser 
on the client computer. For example, to specify the proxy server in Mozilla Firefox:

1. Open the Tools menu and select Options.

2. On the Options dialog box, click the Advanced icon.

3. Select the Network tab.

4. In the Connection area of the Network tab, click Settings.

5. Select Manual proxy configuration.

6. In the SOCKS Host box, type proxy=localhost.

7. In the Port box, specify the port number on the proxy server. 

8. Click OK, and then OK again.

Creating a local proxy on a client computer

To create an SSH tunnel that can be used as a local proxy on a client computer:

1. Create a login account for the proxy on the Avamar server or another computer acting 
as a portal to the Avamar server. 

2. Log in to the client computer as root.

3. Type the SSH command to connect to the Avamar server or its portal. The following 
example command uses the proxyuser@avamarserver user and port 1080:

ssh -qTN -D 1080 proxyuser@avamarserver

Note: To use a single SSH/SOCKS proxy/portal from a client location, and therefore a 
single proxy account and connection, use -g option with the ssh command. This 
strategy limits the number of backup connections to the Avamar server, however, 
which may result in performance issues.

Note: If you are using a single-node Avamar server, you can also create a local proxy by 
using the SSH and PuTTY -L and -R options. These options create forward and 
reverse tunnels for UNIX/Linux and Windows systems. For example, the following 
command sets up a forward proxy for the GSAN port on the Avamar server named 
avamar, and a reverse proxy for the local Avamar client port: ssh -L 
29000:avamar:2900 -R 28002:localhost:28002 avamar

Enabling client software to use the local proxy

EMC Professional Services staff can configure all SOCKS-enabled software on the client 
computer to use the local proxy. EMC Professional Services staff enable the Avamar client 
software to use SOCKS by specifying additional parameters when they create the TCP 
socket and additional logic for network connectivity awareness. The client software would 
also need to set up the tunnel by using SSH to provide seamless functionality.
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Logging and auditing
On UNIX/Linux systems, EMC Professional Services staff can use a tool such as 
ProxyChains, Proxytunnel, or tsocks to enable software for SOCKS. Proxychains and 
Proxytunnel allow TCP and DNS tunneling through proxies, and support HTTP and SOCKS5 
proxy servers. ProxyChains also enables you to chain together a list of proxies. 
Proxytunnel is also available for Windows systems.

Logging and auditing

You can audit backup activity, server usage, and client connections by using the Avamar 
Activity Log and Event Audit Log.

Backup activity is available in the Activity Log in Avamar Administrator. The backup 
activity data is stored in the v_activities table view. Available information includes 
backup start and stop times, client details, and other details such as the amount of data 
in the backup. 

The Event Audit Log contains a list of Avamar Administrator connections. The connection 
data is stored in the v_events table view in the Avamar mcdb database. Available 
information includes the date and time of the connection, the user, the user role, and the 
client IP address. You can correlate this information with the list of known client IP 
addresses from “Finding and using IP addresses in firewall rules” on page 5 to report on 
client logins.

The following command illustrates how to extract the raw connection data from the 
Avamar event logs. Some additional scripting is necessary to parse the data in the XML 
data field to extract the necessary values, including domain, host, role, and user.

admin@mcvm:~/>: psql -p5555 mcdb -c 'select * from v_events where code 
in (22339, 22343) order by date desc;'

Output similar to the following example appears:

      133 | 2012-08-02 | 00:23:59.671 | 22339 | <event-source 
NodeID="vm-mccli56" ProgramName="com.avamar.mc.dpn.DPNProxyService" 
ddr-id="" ddr-name="" hardware-id="UNKNOWN" 
source-hardware-id="UNKNOWN"/>       | <data><entry key="action" 
type="text" value="login" version="1"/><entry key="requestor" 
type="xml" value="&amp;lt;requestor domain=&amp;quot;/&amp;quot; 
host=&amp;quot;192.168.37.1&amp;quot; 
product=&amp;quot;MCGUI&amp;quot; 
role=&amp;quot;Administrator&amp;quot; 
user=&amp;quot;MCUser&amp;quot;/&amp;gt;" version=""/></data>     | 
1343867039671 | SECURITY | AUDIT | USER     | 
MCS:AvmgrLoginModule::USER::LOGON  | User login successful  |        
|       |             |          | /

      198 | 2012-08-02 | 16:53:09.317 | 22343 | <event-source 
NodeID="vm-mccli56" 
ProgramName="com.avamar.mc.security.AvmgrLoginModule" ddr-id="" 
ddr-name="" hardware-id="UNKNOWN" source-hardware-id="UNKNOWN"/> | 
<data><entry key="action" type="text" value="logout" 
version="1"/><entry key="requestor" type="xml" 
value="&amp;lt;requestor domain=&amp;quot;/&amp;quot; 
host=&amp;quot;192.168.37.1&amp;quot; 
product=&amp;quot;MCGUI&amp;quot; 
role=&amp;quot;Administrator&amp;quot; 
user=&amp;quot;MCUser&amp;quot;/&amp;gt;" version=""/></data>    | 
1343926389317 | SECURITY | AUDIT | USER     | 
MCS:AvmgrLoginModule::USER::LOGOFF | User logoff successful |        
|       |             |          | /
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Logging and auditing
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