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Executive summary 
In today’s world of storage management, administrators need information quickly, 
especially when it relates to critical systems in their environment. This can be a 
daunting task, particularly when the environment consists of many systems. 
Navigating to each system is time consuming, and identifying systems that need 
immediate attention can be challenging. 

To address these concerns, EMC® introduced Unisphere Central™, a network 
application that remotely monitors the status, activity, and resources of multiple 
EMC VNX™ Series, EMC VNXe™ Series, and EMC CLARiiON CX4™ storage systems 
from a central location. The Unisphere Central server obtains aggregated status, 
alerts, host details, performance and capacity metrics, and storage usage 
information from the VNX, VNXe, and CX4 systems. Unisphere Central also 
integrates with the XtremSW Management Center to display and correlate the host 
cache available in hosts connected to VNX, VNXe, and CX4 storage. 

Introduction 

This white paper describes the Unisphere Central interface and explains how 
administrators can easily monitor multiple VNX, VNXe, and CX4 storage systems. It 
also describes the Unisphere Central features and provides general guidelines for 
using these features. For step-by-step instructions, refer to the Unisphere Central 
online help. 

Audience 

This white paper is intended for EMC customers, partners, and employees who are 
considering EMC Unisphere Central for monitoring EMC VNX, VNXe, and CX4 
storage systems. EMC assumes that the reader is at least an IT generalist who has 
experience as a system or network administrator. 
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Terminology 

 Open Virtualization Format (OVF)—A platform-independent, efficient, extensible, 
and open packaging and distribution format for virtual machines. 

 Unisphere for VNX—An interface for managing EMC VNX storage systems. 

 Unisphere for VNXe—An interface for managing EMC VNXe storage systems. 

 Unisphere Central—A Unisphere virtual application that collects and aggregates 
status information from appropriately configured VNX, VNXe, and CLARiiON CX4 
systems on a network. The Unisphere Central server is deployed as an OVF object 
integrated within a VMware virtual environment.  

 Virtual application (vApp)—A container, such as a resource pool, that can 
contain one or more virtual machines. vApps also share some functionality with 
virtual machines, can power on and off, and be cloned. 

 XtremSW Management Center—A vApp that enables you to monitor, from a 
single interface, multiple standalone servers and VMware systems running 
XtremSW Cache software. The Management Center can manage Windows, Linux, 
and ESX servers.  

 XtremSW Cache™—A server flash caching solution that reduces latency and 
increases throughput which dramatically improves application performance by 
leveraging intelligent caching software and PCIe flash technology. XtremSW 
Cache accelerates reads and protects data by using a write-through cache to 
networked storage which delivers persistent high availability, integrity, and 
disaster recovery. 

Monitoring VNX, VNXe, and CX4 systems with Unisphere Central 

Unisphere Central enables you to: 

 Monitor up to 1000 VNX, VNXe, and CX4 systems for basic alerts and monitoring 
from a single interface. 

 View aggregated alerts, system state, metrics storage, disk capacity, storage 
usage, and performance data for managed systems. 

 Control access to the monitoring interface by setting up local Unisphere Central 
users or integrating existing Lightweight Directory Access Protocol (LDAP) 
enabled users and groups. 

 Organize logical views of the VNX, VNXe, and CX4 systems based on user-defined 
tags, for example, by location, type, or department. 

 Launch Unisphere for individual VNX, VNXe, and CX4 systems. 

 Identify and display the hosts connected to VNX, VNXe, and CX4 systems. 

 Identify and display the VNX, VNXe, and CX4 storage resources used by hosts. 

 Analyze storage capacity and performance metrics of monitored storage systems. 
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 Launch the XtremSW Management Center to manage individual host cache cards. 

Note: Unisphere Central does not provide active management of the VNX, VNXe, or 
CX4 systems in your environment. Instead, it provides these capabilities in Unisphere 
by linking to and launching Unisphere for the systems you want to manage. 

The Unisphere Central environment consists of a Unisphere Central server running on 
a ESX or ESXi server, VNX, VNXe, or CX4 systems, access to XtremSW Management 
Center, and a remote system to access the Unisphere Central server. 

  

VNXe System

VMware virtualized environment

VMware vApp running
Unisphere Central server

VNX System

Remote 
computer 
accessing 

Unisphere
Central

XtremSW 
Management 

Center

Hosts

CX4 System

 

Figure 1 – Components of a Unisphere Central environment  
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Getting started 

System Requirements 

The following resources are required for deploying and using Unisphere Central: 

 At least one 64-bit ESX server or ESXi server that meets the following 
requirements: 

Component Base Configuration Recommended Configuration 

CPU 2 4 

Memory 4 GB > 8 GB 

Network Interfaces 1 1 

Storage 20 GB > 40 GB 

The system requirements change when Metrics Collection is enabled in Unisphere 
Central. In this instance, please refer to Table 3 in Appendix A: Performance metrics 
and capacity reports for more information. 

Note: High Availability configurations are only available when using ESX servers 
managed by a vCenter server. A minimum of two ESX servers are required. 

 EMC recommends configuring an NTP and DNS server (optional but highly 
recommended). 

 Install Adobe Flash Player 10 or later on the client for accessing the Unisphere 
Central GUI. 

Storage Array Requirements 

The following code versions are required to add the storage arrays to Unisphere 
Central:  

 VNXe systems running the following code versions: 

VNXe OE MR2 2.2.0.17142 and later 

 VNX/VNX2 systems running the following code versions: 

 VNX Unified Systems:  

VNX for Block OE 05.31.000.5.502 and VNX for File OE 7.0.35.3 and later 

 VNX Block-only Systems: 

VNX for Block OE 05.31.000.5.502 and later 

 CLARiiON CX4 systems running the following code versions: 
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 CLARiiON CX4 Block Systems: 

Release 30 04.30.000.5.525 

Release 30 04.30.000.5.526 

 Xtreme SW Cache running the following code versions: 

XtremSW Cache version 2.0 

Note: VNX File-only systems and VNX Gateway systems are not supported at this time. 

Download and deploy the Unisphere Central OVF template  

Unisphere Central is deployed as a virtual machine built from an OVF template in 
VMware environments. You can download Unisphere Central from EMC Online 
Support and assign the IP address of Unisphere Central while deploying the OVF 
template. 

The EMC Unisphere Central Installation Guide, available from EMC Online Support, 
provides detailed installation instructions for Unisphere Central. 

Configure Unisphere Central server 

After you deploy Unisphere Central and power on the virtual machine, point your 
browser to the IP address that you specified while deploying the OVF template. 

Note: Unisphere Central installs with a default username, admin, and password, 
Password123#. When you first launch Unisphere Central, you are required to change 
the administrator password. 

Select Settings > Management Settings as shown in Figure 2, and configure the 
following settings: 

 Server Name (General Tab) – The name of the Unisphere Central server (optional). 

 DNS servers (Network Tab) — The network service that converts domain names to 
their corresponding IP addresses (optional but highly recommended). 

 NTP servers (Network Tab) — A protocol used to synchronize the VNXe system 
clock with other nodes on the network (optional but highly recommended). 

 Security Policy (General Tab) — Select either Manual verification (least secure) or 
Automatic verification (most secure, default, EMC recommended). Security policy 
settings apply to VNXe systems only. 

 For automatic verification, the server hash and challenge phrase configured 
here are provided to the VNXe, and the identities of the Unisphere Central 
server and VNXe are verified automatically when the VNXe connects to the 
Unisphere Central server. 

 For manual verification, only the IP address of the Unisphere Central server 
must be configured on the VNXe, and the Unisphere Central administrator 
must verify the system manually before it can be monitored. 
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The Unisphere Central server and VNXe systems always communicate through SSL 
encrypted connections and authenticate each other by using x509 certificates.  

A challenge phrase is a string that the Unisphere Central server uses to identify VNXe 
systems during the initial connection. This allows the Unisphere Central server to 
automatically confirm that this is a valid VNXe client request.  

When the initial SSL connection is made from the VNXe system to the Unisphere 
Central server, the server sends its certificate chain to the VNXe system. By providing 
this server hash string, the Unisphere Central server confirms its identity to the 
storage system. 

In this way, the challenge phrase allows the Unisphere Central server to confirm the 
VNXe system’s identity, and the server hash allows the VNXe client to confirm the 
identity of the Unisphere Central server. This mutual identification is required only 
during the initial connection. After the initial connection, the server and the storage 
systems use standard x509 certificates for mutual authentication.  

 
Figure 2 – Unisphere Central Management Settings page 

Add VNX, VNXe, and CX4 systems to Unisphere Central 

VNX, VNXe, and CX4 systems can be configured to be monitored by Unisphere Central 
without logging into each individual system. From the Systems tab, click Add to 
display the Add Storage System Wizard, as shown in Figure 3. 
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Figure 3 – Add Storage System Wizard 

Add VNX/CX4 systems to Unisphere Central 

The addition of CX4 systems follow the same format as stated below.  

In the Add Storage System Wizard, select VNX from the Storage System Type drop-
down list. Enter the IP address of one of the VNX system’s Storage Processors (SPs). 
Verify the storage system certificates. Provide the credentials of an administrator’s 
account to be added. At the Storage System Summary screen, verify the information 
is correct, and add the VNX systems to Unisphere Central. 

You can also use the Add Storage System Wizard to add multiple VNX systems to 
Unisphere Central at one time. Select VNX from the Storage System Type drop-down 
list, select the Multiple Storage Systems option, and browse to a text file (*.txt) or a 
comma-separated value (CSV) file (*.csv) containing a list of VNX system IP 
addresses. The list must be in the following format: 

VNX_SP_IP1, 
VNX_SP_IP2, 
VNX_SP_IP3, 
VNX_SP_IP4, 

Unified VNX systems have three IP addresses (CX4 systems have two IP addresses), 
and a certificate for each IP address must be verified in Unisphere Central. Only the 
certificate for the single SP IP address you provided when you added the VNX system 
can be verified using the Add Storage System Wizard. After the VNX system is added, 
you must verify the other certificates by selecting the VNX system in the Systems list 
and clicking Verify.  
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When you add a VNX system to Unisphere Central, Unisphere Central discovers all of the other 
VNX systems included in the domain of the system being added. This is the same for CX4 
systems as well. Unisphere Central then adds all of the VNX systems in the domain to the list of 
systems to be monitored. To keep track of Unisphere domains for VNX systems, Unisphere 
Central assigns system-defined tags to the VNX systems. For more information on system-
defined tags, please refer to the Tags section later in this document. 

Add VNXe systems to Unisphere Central 

In the Add Storage System Wizard, select VNXe from the Storage System Type drop-
down list. Enter the VNXe system’s management IP address. Verify the storage system 
certificates. Provide the credentials of an administrator’s account to be added. At the 
Storage System Summary screen, verify the information is correct, and add the VNXe 
systems to Unisphere Central. Unisphere Central automatically installs and accepts 
the system’s security certificate. 

You can also use the Add Storage System Wizard to add multiple VNXe systems to 
Unisphere Central simultaneously. Select VNXe from the Storage System Type drop-
down list, select the Multiple Storage Systems option, and browse to a text file (*.txt) 
or a comma-separated value (CSV) file containing a list of VNXe system IP addresses. 
The list must be in the following format: 

VNXe_IP1, 
VNXe_IP2, 
VNXe_IP3, 
VNXe_IP4, 

An alternative method to add VNXe systems to Unisphere Central 

VNXe systems can also be added to Unisphere Central using Unisphere. 

1. Log into the VNXe, select Settings > Management Settings, and click the Network 
tab. 

2. In the Unisphere Central Configuration section as seen in Figure 4, select the 
Configure this VNXe for Unisphere Central checkbox, and type the Unisphere 
Central IP address. 

3. If you set the security policy on the Unisphere Central server to Automatic, select 
the Use additional security information from my Unisphere Central checkbox.  

a. Type the Unisphere Central Server hash. 

b. Type the Challenge phrase. 

4. If you set the security policy on the Unisphere Central server to Manual, type only 
the IP address of Unisphere Central. 

5. Click Apply changes when finished.  
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Figure 4 – Unisphere Central Configuration section in Unisphere for VNXe 

Verification of VNXe systems 

After Unisphere Central is configured, you need to verify that the VNXe system can 
connect successfully to Unisphere Central. You can set the security policy to either 
automatic or manual verification in the Management Settings page of Unisphere 
Central. 

 Automatic verification—In automatic verification mode, if a VNXe system 
successfully connects to the Unisphere Central server by using the server hash 
and the challenge phrase, its identity is verified. No manual configuration is 
required after the initial connection is established, and the VNXe system appears 
in Unisphere Central. 

 Manual verification—In manual verification mode, the Unisphere Central 
administrator configures Unisphere Central in a way that does not require a 
challenge phrase. This means that when the administrators configure their VNXe 
clients for Unisphere Central, they provide only the IP address. When the VNXe 
makes its initial certificate signing request, it does not provide a challenge phrase 
and does not verify the server’s hash. Meanwhile, Unisphere Central issues a 
certificate to any system that requests it. After the initial connection is 
established, mutual SSL certificate-based authentication is used. 

If the Unisphere Central server does not have a challenge phrase, clients can connect 
to it and get a certificate, but they cannot perform any other task until they are 
verified manually by the Unisphere Central administrator. 

On the status bar at the bottom of the Unisphere Central window, the pad lock icon 
displays the number of unverified systems as seen in Figure 5. 

 
Figure 5 – Unisphere Central Status Bar 

When you click this pad lock icon, the Verify Storage Systems dialog box launches, as 
shown in Figure 6. This dialog box displays the serial numbers of VNXe systems that 
need manual verification. Click Select All and then click Next to verify all systems, or 
highlight the VNXe systems that you want to verify and click Verify. 
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Figure 6 – Verify Storage Systems window 

Verification takes only a few moments, and once this completes, the VNXe systems 
appear in the Storage Systems page as seen in Figure 7. 

Verification of VNX/CX4 systems 

The verification of CX4 systems follow the same format as stated below.  

After adding VNX systems to Unisphere Central, you need to verify the certificates for 
each system before Unisphere Central can monitor them. Unified VNX systems have 
three IP addresses (CX4 systems have two IP addresses), and a certificate for each IP 
address must be verified in Unisphere Central. Because one of the SP IP addresses 
was verified already, you just need to verify the remaining IP addresses for the VNX 
system. After the system is added, you must verify the other certificates by selecting 
the VNX system in the Systems list and clicking Verify.  

Remove systems from Unisphere Central 

To remove a VNX, VNXe, or CX4 system from Unisphere Central, navigate to the 
Systems page, as shown in Figure 7, select the system from the Storage Systems list, 
and click Remove. If you are removing a VNXe system, you must provide the 
credentials of an administrator’s account, which is required for the software to access 
and remove the Unisphere Central configuration from the VNXe system. If you are 
removing a VNX or CX4 system, all other systems in the associated domain are also 
removed from Unisphere Central.  
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Figure 7 – Systems page  
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The Unisphere Central Interface 

Dashboard tab 

The Dashboard tab displays customizable widgets for all monitored VNX, VNXe, and 
CX4 systems, as shown in Figure 8. Unisphere Central enables you to create, 
configure, and manage multiple dashboards. Each dashboard appears as a tab in the 
dashboard window and displays a set of views. 

 
Figure 8 – Landing page for the Dashboard tab 

The Dashboard tab can be configured to display multiple dashboards containing any 
combination of the following widgets:  

 Alerts — Displays a list of alerts for all VNX, VNXe, and CX4 systems that are 
monitored by Unisphere Central. You can also customize the name of the widget, 
change the severity of system alerts being displayed, and display the alerts of 
systems with a specific tag and date range. Use the Tools icon in the widget's title 
bar to customize the System Alerts widget. 
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Figure 9 – Alerts widget 

 Systems List — Displays a list of the VNX, VNXe, and CX4 systems that are 
monitored by Unisphere Central. You can customize the widget by renaming it, 
displaying systems with a specific tag, displaying systems with a specific health 
state, and changing the number of systems being displayed. Use the Tools icon in 
the widget's title bar to customize the Systems List widget. 

 
Figure 10 – Systems List widget 

 

 Capacity — Provides a graphical summary of the storage capacity used by the 
applications available on the VNX, VNXe, and CX4 systems that Unisphere Central 
monitors, as shown in Figure 11. The storage capacity used by applications is 
represented as slices in a pie chart, as shown in Figure 12. A tooltip provides the 
value for the capacity for each application represented. You can also customize 
the name of the widget and display system alerts with a specific tag. Use the Tools 
icon in the widget's title bar to customize the Capacity widget. 
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Figure 11 – Capacity widget with Default view 

 
Figure 12 – Capacity widget with Storage Resource view 

 Systems Available Space — Provides a summary view of the storage capacity of 
the VNX, VNXe, and CX4 systems that Unisphere Central monitors. You have the 
option to display the information by most available or least available space. You 
can also customize the name of the widget, change the number of systems being 
displayed, and display the capacity information of systems with a specific tag. Use 
the Tools icon in the widget's title bar to customize the Systems Available Space 
widget. 

 
Figure 13 – Systems Available Space widget 
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 Pools Available Size — Provides a snapshot view of the 5-10 instances of the 
systems and pools Unisphere Central monitors that have the most or least 
available size. Select the Tools icon in the widget’s title bar to customize the Pools 
Available Space widget.  

 

Figure 14 – Pools Available Size widget 

 Metrics Storage — Provides a graphical summary of the storage space allocated 
for performance metrics data collected on VNX, VNXe, and CX4 storage systems.  

NOTE: Metrics storage information is not available until you allocate storage space 
and enable metrics collection.  

 

Figure 15 – Metrics Storage widget 
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Systems tab 

The Systems tab provides a list of all monitored VNX, VNXe, and CX4 systems, as 
shown in Figure 16. Typically, systems are sorted based on health status—from most 
healthy to least healthy. VNX, VNXe, and CX4 systems can be added, removed, 
verified, and tagged from the Systems tab. 

You can filter the complete list of managed systems based on the state of their 
health. To exclude systems with a specific health state, click the corresponding icon 
above the table so that it becomes grayed out.  

The list of systems can be exported to a CSV file, which is useful for reporting and can 
be viewed in a spreadsheet application. 

 
Figure 16 – Landing page for the Systems tab 

Tags 

The Systems tab also allows you to create and manage tags. Tags can be applied to 
systems to help organize and identify managed systems. After you assign a tag to a 
managed system, you can filter systems by tags in the Systems tab, and you can 
customize widgets on the Dashboard tab to display managed systems of specific 
tags.  

To keep track of Unisphere domains for VNX systems, Unisphere Central 
automatically assigns system-defined tags to every VNX system. System-defined tags 
cannot be renamed, removed from any VNX systems, or deleted from Unisphere 
Central. These tags use the following format:  

VNX_domain_101, VNX_domain_102, VNX_domain_103, … 
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User-defined tags can be managed in the Systems tab. Select a system from the list, 
and click Tag. In the Tags window that appears, select the tags you would like to 
apply to the selected system. Select New tag to create a new tag, and Manage tags to 
delete and rename tags, as shown in Figure 17.  

 
Figure 17 – Manage Tags window in the Systems tab 

Storage tab 
The Storage tab provides detailed information on storage use and configuration 
through the storage environment you are monitoring using Unisphere Central. The 
storage resource types supported by VNX, VNXe, and CX4 systems are listed in Table 
1.  
 

Table 1 Storage resource types supported by VNX, VNXe, and CX4 systems 
 

Storage System  Storage Resource Type 
VNX File Systems (File) 

LUNs (Block) 
Storage Pools 

VNXe Microsoft Exchange 
Microsoft Hyper-V 
VMware 
Generic iSCSI Virtual Disk Storage 
Shared Folders 
Storage Pools 

The frequency and circumstances under which Unisphere Central collects storage use 
and configuration data depends on the system. For VNX and CX4 systems, Unisphere 
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Central collects storage use and configuration data once per hour unless it receives 
an alert (Unisphere Central polls for alerts every 5 minutes). For VNXe systems, 
Unisphere Central collects storage use and configuration data once per hour 
regardless of alerts or health state changes. The storage use and configuration data is 
retained until a monitored system or storage resource is removed. 

Detailed information on each instance of a storage resource is also available in the 
following categories: 

 General information 

 Associated hosts 

 Storage capacity 

 Storage pool utilization and associated disks 

 
Figure 18 – Landing page for the Storage tab 
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Hosts tab 

The Hosts tab provides a list of hosts accessing the storage provided by the VNX, 
VNXe, and CX4 systems that are monitored by Unisphere Central. Table 2 lists all the 
host information available in Unisphere Central. 

Table 2 Host information description 
Host Information Description 

! (Health State) Health of the host including the health of the 
storage resources the host is accessing.  

Name Host name. 

System Name of the storage system the host has access to. 

Description Description of the host. 

Network Address Network address of the host. 

Initiators iSCSI Qualified Name (IQN) or World Wide Name 
(WWN) of the host. 

Operating System Operating system of the host. 

Host Caching Enabled Whether the host is running the XtremSW Cache 
software agent. 

NOTE: Host data is collected once per hour and retained until a monitored host or 
storage system is removed. 

 
Figure 19 – Host page in the Hosts tab 
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The Hosts tab also provides a list of all the cache cards available in your storage 
environment when it is integrated with the XtremSW Management Center. Before you 
can leverage this functionality, you must configure the XtremSW Management Center 
server in the Network tab of the Management Settings page.  

The Cache Cards list displays the health, name, vendor, size, serial number, and 
firmware version of the cache card and displays the host in which the cache card is 
installed.  

For more information regarding XtremSW Cache and XtremSW Management Center, 
refer to the XtremSW Suite product page on EMC Online Support.  

 

Figure 20 – Cache Cards page in the Hosts tab 
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Alerts tab 

The Alerts tab provides a list of storage system issues that you can resolve by 
performing the steps provided by the alert, as shown in Figure 21. You can use alerts 
to determine the source of an issue, the symptoms and cause of the issue, and the 
actions that you can take to resolve it. The Alerts tab displays the: 

 Severity of the alert 

 Storage system that generated the alert 

 Log message of the alert 

 Date and time of the alert 

 The total number of alerts for all managed systems is displayed on the status bar, 
along with the number of selected alerts. 

 Alerts can be filtered by severity, tag, or date range. They can also be exported to a 
CSV file. 

 
Figure 21 – Landing page for the Alerts tab 
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Metrics tab 

The Metrics tab consists of two sections – performance metrics and capacity reports. 
Before you can use the performance metrics or capacity reports, metrics collection 
must be enabled and you must allocate an initial amount of space for storing the 
collected metrics using the Create Metrics Storage wizard located in the Metrics tab of 
the Management Settings page. You can expand metrics storage by using the Expand 
Metrics Storage wizard. For additional metrics information and metrics sizing 
recommendations, refer to Appendix A: Performance metrics and capacity reports. 

NOTE: To display and analyze metrics data from VNX systems, the VNX system must 
have statistics logging enabled. The VNX Unisphere Online Help describes how to 
enable statistics logging. 

 
Figure 22 – Metrics tab in the Management Settings page 

Metrics are shown in Unisphere Central using line charts, which display the 
aggregated information for a single metric statistic. The line chart shows the metric’s 
value along the y-axis and the user-specified time range on the x-axis. When you 
hover over a data point on a line chart, a tool tip displays the time, date, and 
measurement associated with that data point.  

Once you open a line chart, you can select the category by which you want to break 
down the aggregated data. Unisphere Central displays detailed data for the selected 
category in a heat map. Category items in a heat map are sorted by their contribution 
level to the metric, with the highest contributor shown first and the lowest contributor 
shown last. Heat maps show up to five contributors at a time and you can page 
through the heat map to view data for the other contributors. 
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One way to view detailed metrics data is to filter the line charts by one or more 
breakdown category items. Filtering allows you to zero in on a subset of data 
according to criteria that can span multiple categories. You can select one item from 
within each breakdown category and can use any combination of categories to create 
a filter. When you apply a filter to a line chart, the system redraws the chart to show 
only those metric values that reflect the filter criteria. The active filters will also apply 
to the heat maps associated with the filtered line chart. 

Performance metrics 

The Performance page provides you with the ability to analyze system performance by 
viewing and interacting with charts that display historical performance data. The 
charts enable you to compare changes in performance across multiple metrics, such 
as network traffic, bandwidth, and throughput, using preset or customized time 
ranges. You can also export selected metrics data to a CSV file. For more information 
on performance metrics, including a list of available performance metrics, please see 
Appendix A: Performance metrics and capacity reports. 

 
Figure 23 – Performance page showing Cache Hit data 
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Capacity reports 

The Capacity page provides you with the ability to analyze storage capacity for the 
systems that Unisphere Central monitors by viewing and interacting with charts that 
display storage capacity data. The charts enable you to view the latest aggregated 
capacity and utilization data available in the past hour and review historical storage 
capacity information within a specified time period. You can also export selected 
report data to a CSV file. For more information on capacity reports, including a list of 
available capacity reports, please see Appendix A: Performance metrics and capacity 
reports. 

 
Figure 24 – Capacity page showing System Capacity History data 
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Settings tab 

The Settings tab opens a landing page, as shown in Figure 25, which allows you to 
configure Unisphere Central settings. Use the Settings tab to: 

 Configure system and network settings. 

 Use tools for servicing and troubleshooting the system. 

 Manage user access to Unisphere Central. 

 View system logs. 

 Update system software. 

 Change user preferences and reset the password for the current login account. 

 
Figure 25 – Landing page for the Settings tab 
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Settings page 

The Settings page contains icons that open the following pages: 

 Management Settings—Set up and configure network and communication 
settings for the Unisphere Central server. In the General tab, you can change 
system management connections and configure the security policy. The General 
tab of the Management Settings page is shown in Figure 26. In the Network tab, 
you can set DNS and NTP settings, and configure the connection to the XtremSW 
Management Center server. In the Metrics tab, you can create, expand, and delete 
storage for metrics, as well as enable or disable metrics collection.  

 
Figure 26 – General tab of the Management Settings page 

 Service Unisphere Central— Diagnose, troubleshoot, and repair the Unisphere 
Central server. To access this page, you must type the service password. The 
Service Unisphere Central page provides tools for servicing your storage system 
(including repairing or troubleshooting the system), collecting 
system/configuration information to assist the service provider with a service 
request, changing the service password, and enabling/disabling Secure Shell 
(SSH). 

 Preferences— Change user preferences, including language settings and the 
account password. 

 Manage Administration— Manage the users that can log on to Unisphere Central 
and control what they can do. Local users are created and managed on the 
Unisphere Central Server. Unisphere Central also allows the configuration of an 
LDAP server to allow users to log onto Unisphere Central with their LDAP 
credentials. 
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 Logs— Display the Unisphere Central system logs, which can be exported to a 
CSV file. 

 Update Software— Obtain and install software updates, language packs, and 
system support packs for Unisphere Central.  

 

Support tab 

The integrated Support page, shown in Figure 27, provides instant access to online 
support information and communities. It is the central location for self-help 
resources. This page provides links to resources where you can learn about and get 
assistance with Unisphere Central. 

 
Figure 27 – Landing page for the Support tab 

 

Support pages 

The Support page contains icons that open the following pages: 

 How to Videos —Watch How-To Videos for Unisphere Central. 

 Online Training —Access videos, slideshows, and other training resources for 
Unisphere Central information.  

 Community —Access online collaborative resources and interactive forums.  

 Need more help? —Visit the Product Support Page, chat live with a service 
representative, update your support profile, and access information regarding 
your open support requests. 
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 Online Documentation —Access the online help system and user documentation 
library for Unisphere Central.  

 Search EMC Support —Search EMC online resources for articles, white papers, 
and other information regarding known issues and questions related to Unisphere 
Central configuration and operation. 

 Downloads —Download the latest Unisphere Central software and updates. 
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Online documentation 

The online documentation is the central repository for all help topics and procedures. 
From this repository, you can locate a wide variety of information, including 
instructions for monitoring systems, detailed explanations, and instructions for 
servicing Unisphere Central. 

 
Figure 28 – Unisphere Central online help 

Wherever you are in Unisphere Central, you can click the online help icon, as shown 
in Figure 29. Unisphere Central online help is context-sensitive. Clicking this icon 
launches the Unisphere Central online help for the section that is relevant to what you 
are doing. This saves time and makes the tasks easier to complete. 

 
Figure 29 – Unisphere Central online help icon 
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Storage Systems Properties page 

The Dashboard, Systems, and Alerts tabs of Unisphere Central display the managed 
storage systems, whether in widgets or filtered by specific tags or alert levels. 
Wherever a system is listed, the Storage Systems Properties page can be launched 
quickly. The Storage Systems Properties page, shown in Figure 30, contains details of 
a specific system, as well as alerts, contact information, the latest statistics, and 
certificates. 

If you are on the Dashboard tab, clicking the system name (or serial number if no 
system name has been defined) in the Systems List widget launches the Storage 
Systems Properties page of that system. In the Systems and Alerts tabs, clicking the 
system name in the Name column also launches the Storage Systems Properties 
page. 

The Storage Systems Properties page contains three sections. The top-left section 
contains system details, which include: 

 System state 
 System name 
 Model 
 Software Version(s) 
 Tags 

The top-right section displays the capacity information of the storage system. 

The bottom half of the Storage Systems Properties page contains five tabs: 

 General — Displays the product serial number, last contact time, last update time, 
disk count, and IP addresses of the system. 

 Alerts — Displays a list of alerts for the selected system only. 

 Contact Information — Displays the name, email, and phone number of contact 
person for the system.  

 Latest Statistics — Displays CPU utilization, allotted capacity, free capacity, 
maximum capacity, and total capacity details. 

 Certificates — Displays the certificates for the system. 



 35 EMC Unisphere Central: Next-Generation Storage Monitoring 

 
Figure 30 – Storage System Properties page 
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Unisphere Central High Availability 
Unisphere Central Server software runs on a dedicated virtual machine, the Unisphere 
Central VM. This is hosted on a VMware ESX host or ESXi host. High Availability 
configurations are only available when using ESX servers managed by a VMware 
vCenter server. A minimum of two ESX servers are required. 

To achieve high availability (HA), Unisphere Central takes advantage of VMware HA 
support provided by the VMware vSphere environment. VMware HA is a feature of the 
host cluster. The vSphere environment provides several levels of high availability: 

 Host-level High Availability — For the highest level of HA, Unisphere Central runs 
in a cluster of (at least) two hosts. This is the recommended HA level for Unisphere 
Central services. At any given moment, the Unisphere Central Server VM runs on a 
single host. When vSphere detects failure of the current Unisphere Central host 
(loss of heartbeat), or the failure of the Unisphere Central VM, the Unisphere 
Central VM is restarted on the other host in the cluster. For this level of HA, the 
Unisphere Central VM must reside on storage shared by both hosts. 

 VM-level High Availability — When only a single host is available for Unisphere 
Central, HA still can be configured; however, it does not protect against ESX 
failures. In this case, the Unisphere Central host must still be a part of the single-
host cluster, which is configured properly for HA. When vSphere detects a VM 
failure (loss of heartbeat), the VM is restarted on the same host. 

 Application-level High Availability — Application-level HA in the Unisphere Central 
virtual machine is handled internally. No user setup is required. However, if the 
Unisphere Central virtual machine fails more than three times in 10 minutes, it is 
not restarted anymore. In that situation, the administrator needs to reboot the 
Unisphere Central virtual machine using the vSphere GUI. If that does not help, 
the VM is apparently corrupted and needs to be restored from a previously 
backed-up virtual machine snapshot. 

The EMC Unisphere Central Installation Guide, located on the EMC Online Support 
website, provides more information about configuration instructions of HA in 
vSphere. 
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Conclusion 
Unisphere Central was designed with a philosophy of “keep it simple.” It provides 
remote monitoring of the status, activity, and resources of multiple VNX, VNXe, and 
CX4 systems and the hosts connected to those resources. Unisphere Central makes it 
easy to centrally monitor the health of an entire environment of VNX, VNXe, and CX4 
systems and XtremSW components.  

Unisphere Central’s Support tab puts a world of resources at your fingertips. 
Comprehensive online documentation, help, training, and how-to-videos are provided 
to expand your knowledgebase and answer your questions. All of these features 
make Unisphere Central a powerful and easy-to-use tool for monitoring VNX, VNXe, 
and CX4 storage systems. 

 

 

 
 
 
 
 
 

 
 
 
 

SIMPLE.    EFFICIENT.    POWERFUL.    PROTECTED. 

VNX5400 VNX5600 VNX5800 VNX7600 VNX8000 VNXe3300 VNXe3150 VNX5200 



 38 EMC Unisphere Central: Next-Generation Storage Monitoring 

References 
The following resources can be found on EMC Online Support: 

Unisphere Central Install Guide 

 EMC Unisphere Central Installation Guide 

VNX Information 

 EMC Unisphere: Unified Storage Management Solution for the New VNX Series—A 
Detailed Review 

 Introduction to the EMC VNX Series—A Detailed Review 

 Introduction to the new EMC VNX Series VNX 5400,VNX5600,VNX5800,VNX7600, 
&VNX8000 — A Detailed Review 

VNXe Information 

 EMC Unisphere for VNXe: Next Generation Storage Management —A Detailed 
Review 

 EMC VNXe Series Storage Systems—A Detailed Review 

XtremSW Cache Information 

 EMC Xtrem Family – XtremSW Cache User Guide 

More Information 

 EMC Unisphere: Unified Storage Management Solution—A Detailed Review 

  



 39 EMC Unisphere Central: Next-Generation Storage Monitoring 

Appendix A: Performance metrics and capacity reports 
Unisphere Central gathers metrics from the monitored VNX, VNXe, and CX4 storage 
systems and displays them in the Metrics tab, which is divided into two different 
pages, Performance and Capacity.  

The metrics functionality requires additional storage space to store the data collected 
from the storage systems. This storage space is allocated from a VMware datastore to 
the Unisphere Central vApp using a simple wizard.  

NOTE: To display and analyze metrics data from VNX systems, the VNX system must 
have statistics logging enabled. The VNX Unisphere Online Help describes how to 
enable statistics logging. 

System requirements with metrics collection enabled 

Due to the increased processing power required by Unisphere Central when metrics 
collection is enabled, the ESX server must meet the requirements listed in Table 3. 

Table 3 System requirements with metrics collection enabled 

Storage Environment Size Small Medium Large 

Systems (VNX and CX4) 10 25 50 

Systems (VNXe) 75 150 300 

Storage Resources 

(LUNs, File Systems, Applications) 
10000 25000 50000 

Disks 5000 10000 20000 

vCPU 2 4 8 

Memory (GB) 4 6 8 

Recommended Storage Size (GB) 25 65 120 

The total number of objects in small, medium, or large VNXe environments is 
substantially lower than the number of objects in the corresponding VNX or CX4 
environments. As a result, the recommended storage size provides more than enough 
metrics storage for VNXe environments. 
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Metrics configuration 

Before you can use the metrics functionality, metrics collection must be enabled and 
you must allocate an initial amount of space for storing the collected metrics using 
the Create Metrics Storage wizard located in the Metrics tab of the Management 
Settings page. During the wizard, you can set the metrics data retention period, as 
noted in Table 4. Unisphere Central allocates approximately 10 GB of storage 
immediately and the remainder of the storage in a background process.  

NOTE: You must allocate storage space before you can enable metrics collection. 

You will be able to monitor metrics storage space utilization using the Metrics Storage 
dashboard widget. If needed, you can expand the metrics storage by using the 
Expand Metrics Storage wizard. 

Table 4 Metrics data retention period 

Sampling Interval Default Retention Period Maximum Retention Period 

5 minutes 2 weeks 4 weeks 

1 hour 12 weeks 12 weeks 

1 day 52 weeks 104 weeks 

Performance metrics 

The Performance page allows you to create dashboards and view historical 
performance data of the monitored VNX, VNXe, and CX4 systems in the environment. 
Table 5 and Table 6 list out the available performance metrics that are available for 
the monitored storage systems. 

Table 5 Available VNXe 2.x performance metrics 

Resource Metric Description 

SP 

SP Network 
Bandwidth 

Total amount of I/O requests, in bytes per second, 
across all ports in the storage system 

SP Network 
Throughput 

Total number of I/O requests, in packets per 
second, across all ports in the storage system 

SP Protocol 
Bandwidth 

Total number of protocol I/O requests, in bytes 
per second, handled by the storage system 

SP Protocol 
Throughput 

Total number of protocol I/O requests, in I/Os per 
second, handled by the storage system 

SP Utilization Total amount of processing cycles, as a 
percentage, across all cores in the storage system 

SP Volume 
Bandwidth 

Total amount of I/O requests, in bytes per second, 
across all hosts associated with the storage 
system 

SP Volume 
Throughput 

Total number of I/O requests, in packets per 
second, across all hosts associated with the 
storage system 
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Table 6 Available VNX performance metrics 

Resource Metric Description 

Cache 
Cache Dirty 

Ratio of cache, as a percentage, written but not 
flushed to disk 

Cache Hit Total number of read requests, as a percentage 

CPU CPU Utilization 
Total processing cycles, as a percentage, across 
all cores in the storage processors utilized by the 
storage system 

Disk 

Disk Bandwidth 
Total amount of disk I/O requests, in bytes per 
second, across all disks in the storage system 

Disk Errors 
Total number of disk errors encountered by all 
disks in the storage system 

Disk Response 
Time 

Average time, in ms, required for one request to 
pass through a system component, including its 
waiting time 

Disk Queue 
Length 

Average number of disk I/O requests in the 
system queue, in MB/s, across all disks in the 
storage system 

Disk Service 
Time 

Average time spent completing disk I/O requests, 
in ms, across all disks in the storage system, not 
including time spent in the queue 

Disk 
Throughput 

Total number of disk I/O requests, in I/Os per 
second, across all disks in the storage system 

LUN/SP 

LUN Bandwidth Total amount of LUN I/O requests, in bytes per 
second, across all LUNs in the storage system 

LUN Response 
Time 

Average time, in ms, required for one request to 
pass through a system component, including its 
waiting time 

LUN Queue 
Length 

Average number of LUN I/O requests in the 
system queue across all LUNs in the storage 
system 

LUN Throughput Total number of LUN I/O requests, in I/Os per 
second, across all LUNs in the storage system 

Port 
Port Bandwidth Total amount of I/O requests, in bytes per second, 

across all ports in the storage system 

Port Throughput 
Total number of I/O requests, in packets per 
second, across all ports in the storage system 

Protocol/ Operation/ 
Version/ Mover 

Protocol 
Throughput 

Total number of protocol I/O requests, in I/Os per 
second, handled by the storage system 

Volume/Mover 

File System 
Bandwidth 

Total amount of I/O requests, in bytes per second, 
across all hosts associated with the storage 
system 

File System 
Throughput 

Total amount of I/O requests, in packets per 
second, across all hosts associated with the 
storage system 

XtremSW 
Logical Disk 
Throughput 

Total number of logical disk I/O requests, in I/Os 
per second, across all logical disks in the host 
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Capacity reports 

The Capacity page allows you to create dashboards and analyze storage capacity of 
the monitored VNX, VNXe, and CX4 systems in the environment. Table 7 lists out the 
available capacity reports that are available for the monitored storage systems. 

Table 7 Available capacity reports 

Report Type Report Name Description 

Summary 

Storage Resource 
Capacity Summary 

The current aggregated capacity and 
utilization for all the applications 
(based on application categories) used 
by storage systems 

File System Capacity 
Summary 

The current aggregated capacity and 
utilization for all the File Systems used 
by storage systems 

Pool Capacity 
Summary 

The current aggregated capacity and 
utilization for all the Storage Pools and 
RAID Groups used by storage systems 

System Capacity 
Summary 

The current aggregated capacity and 
utilization for all storage systems 

History 

Disk Capacity 
History 

The historical information on storage 
capacity available on all the disks used 
by storage systems 

File System Capacity 
History 

The historical information on storage 
capacity allocated and used by all the 
File Systems used by storage systems 

LUN Capacity History 
The historical information on storage 
capacity allocated and used by all the 
LUNs used by storage systems 

Pool Capacity 
History 

The historical information on storage 
capacity allocated and used by all the 
Storage Pools and RAID Groups used by 
storage systems 

Storage Resource 
Capacity History 

The historical information on storage 
capacity allocated and used by all the 
applications used by storage systems 

System Capacity 
History 

The historical information on storage 
capacity allocated and used by storage 
systems 

Utilization 

File System Capacity 
Utilization 

The current storage capacity utilized by 
all the File Systems used by storage 
systems 

Pool Capacity 
Utilization 

The current storage capacity utilized by 
all the Storage Pools and RAID Groups 
used by storage systems 
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System Capacity 
Utilization 

The current storage capacity utilized by 
storage systems 

 


