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Preface

As part of an effort to improve and enhance the performance and capabilities
of its product line, EMC from time to time releases revisions of its hardware
and software. Therefore, some functions described in this guide may not be
supported by all revisions of the software or hardware currently in use. For
the most up-to-date information on product features, refer to your product
release notes.

If a product does not function properly or does not function as described in
this quide, contact your EMC representative.

Audience  This guide is a part of the EMC Secure Remote Support
documentation set and is intended for use by device administrators.

Related Related documents include:

documentation
EMC Secure Remote Support Release Notes

EMC Secure Remote Support Release Technical Description

EMC Secure Remote Support Release Pre-Site Checklist

EMC Secure Remote Support Release Site Planning Guide

EMC Secure Remote Support Port Requirements

EMC Secure Remote Support Customer Environment Check Tool for

Windows Operations Guide

EMC Secure Remote Support Gateway for Linux Operations Guide

& EMC Secure Remote Support Customer Environment Check Tool for
Linux Operations Guide

& EMC Secure Remote Support Policy Manager Release 6.6 Operations

Guide

L 2R 2R 2R R 2R 4

*
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this guide

& CAUTION

Conventions used in  EMC uses the following conventions for notes and cautions.

Note: A note presents information that is important, but not hazard-related.

A caution contains information essential to avoid data loss or
damage to the system or equipment. The caution may apply to
hardware or software.

Bold .

Italic .

Courier °

Courier, bold .

Courier italic *

EMC uses the following type style conventions in this guide:

Normal In running text:

Interface elements (for example, button names, dialog box
names) outside of procedures

ltems that user selects outside of procedures
Java classes and interface names

Names of resources, attributes, pools, Boolean expressions,
buttons, DQL statements, keywords, clauses, environment
variables, filenames, functions, menu names, utilities

Pathnames, URLs, filenames, directory names, computer
names, links, groups, service keys, file systems, environment
variables (for example, command line and text), notifications
User actions (what the user clicks, presses, or selects)
Interface elements (button names, dialog box names)
Names of keys, commands, programs, scripts, applications,
utilities, processes, notifications, system calls, services,
applications, and utilities in text

Book titles

New terms in text

Emphasis in text

Prompts

System output

Filenames

Pathnames

URLs

Syntax when shown in command line or other examples

User entry
Options in command-line syntax

Arguments in examples of command-line syntax
Variables in examples of screen or file output
Variables in pathnames

<> Angle brackets for parameter values (variables) supplied by user.

[ Square brackets for optional values.
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Where to get help

Your comments

Vertical bar symbol for alternate selections. The bar means or.

Ellipsis for nonessential information omitted from the example.

EMC support, product, and licensing information can be obtained as
follows.

Product Information—For documentation, release notes, software
updates, or for information about EMC products, licensing, and
service, go to the EMC Online Support Site (support.emc.com)
(registration required) at:

http://support.emc.com

Technical support—For technical support, click Support on the EMC
Online Support Site (support.emc.com). To open a service request
through the EMC Online Support Site, you must have a valid support
agreement. Please contact your EMC sales representative for details
about obtaining a support agreement or to answer any questions
about your account.

Your comments and suggestions will help us continue to improve the
accuracy, organization, and overall quality of the user publications.
Please send your comments and suggestions to:

techpubcomments@EMC . com

EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide



http://powerlink.emc.com
http://support.emc.com
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Infroduction

You should become familiar with the EMC Secure Remote Support Site
Planning Guide. It is important to understand system requirements
and configurations before you execute any administrative tasks.

This chapter introduces the EMC Secure Remote Support Gateway
Client. Topics include:

& Architecture........cooveieiiiiiiiiccc 18
# Responsibilities for the ESRS components..........cccccocevviiiiinnnnnn 28
o Configuration ........cccooeeeviiiiiiiii s 29
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Customer site components

Gateway Clients

Policy Manager

ESRS requires the following software and hardware at the customer
site:

¢ Gateway Client software residing on a dedicated server (for a
High Availability configuration, two or more servers are
required)

# ESRS Policy Manager software residing on a Policy Manager
server

The ESRS Gateway Client is the remote support solution application
that is installed on one or more customer-supplied dedicated servers.
The Gateway Client(s) become the single point of entry and exit for
all IP-based EMC remote support activities for the devices associated
with that particular Gateway or Gateway Cluster.

The Gateway Clients function as communication brokers between the
managed devices, the Policy Manager, and the EMC enterprise. The
Gateway Clients are HTTPS handlers and all messages are encoded
using standard XML and SOAP application protocols. Gateway
Client message types include:

Device state heartbeat polling
Connect homes

Remote access session initiation

* & ¢ o

User authentication requests
¢ Device management synchronization

Each Gateway Client acts as a proxy, carrying information to and
from managed devices or to a Policy Manager. Gateway Clients can
also queue session requests in the event of a temporary local network
failure.

The Gateway Clients do not have their own user interface, and are
run as Windows services. All Gateway Client actions are logged to a
local rolling runtime log file.

Table 1 on page 21 shows the minimum configuration of the required
hardware and the application software.

The Policy Manager allows you to set permissions for devices that are
being managed by the Gateway Clients. The Gateway Client polls the
Policy Manager every 2 minutes and receives the current policies,

Architecture

Introduction
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which it then are cached locally. (Because of this polling time interval,
policy updates may take up to 2 minutes before being applied.)

During the periodic poll, the Gateway Client posts all requests and
actions that have occurred which are then written to local log files
and the Policy Manager database. When a remote access request
arrives at the Gateway Client for device access, the access is
controlled by the Gateway Client enforcing the policy set by the
Policy Manager.

The Policy Manager software may be on another application server
(for example, an EMC Navisphere® Management station) or
co-located on a non-high-availability Gateway Client server
(recommended for test purposes only).

Note: Once installed on your server, the Policy Manager application is
inaccessible by third parties, including EMC. For more information about the
Operations and configuration of the Policy Manager, refer to the EMC Secure
Remote Support Policy Manager Operations Guide.

Proxy server  Network traffic can be configured to route from the Gateway Clients
through proxy servers to the Internet. Such configurations include
support for auto-configuration, HTTP, and SOCKS proxy standards.

Note: When a customer configuration requires proxy communication
between the Gateway Client and the Policy Manager or between the Gateway
Client and the EMC Enterprise, if the Gateway Client cannot connect to either
the Policy Manager or to the EMC Enterprise through the proxy
communication path, it will continue to attempt to connect multiple times.
After a couple of minutes, if the Gateway Client is unable to connect using
the proxy connection path, it will then attempt a direction connection
(disregarding the proxy path). If the Gateway Client successfully makes a
direct connection, no error message will appear to notify the customer or
EMC that there is a problem with the proxy communication path.

Table 1 on page 21 shows the minimum configuration of the required
Gateway Client hardware and the application software.

n EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide
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Table 1 Specifications for ESRS Gateway Client server
EMC
provided
Type Requirements software | Notes
Gateway | Processor — One or more processors, each 2.2 GHz minimum, must be SSE | Gateway | The Gateway Client
Client and/or SSE2 supported (required for FIPS compliance) Client requires a
server site-supplied

Free Memory — Minimum 1 GB RAM, preferred 2 GB RAM. (If the Gateway
Client and Policy Manager are on the same server, the recommended minimum
RAM is 3 GB.)

Network Interface Cards (NIC) — Two 10/100 Ethernet adapters (NIC cards)

are recommended (1 Gb preferred). You may choose to use a third NIC card for

data backups.

Free Disk Space — Minimum 1 GB available for installation. (A 40 GB or larger

storage device is recommended.)

Microsoft .NET Framework Version 2.0 with SP1 (minimum) or Microsoft .NET

Framework 3.5 is required. NOTE: Microsoft.NET Framework 4.0 is not

compatible at this time.

Microsoft Visual C++ 2005 SP1 Runtime Library

Operating System — US English only supported, as follows:

e Windows Server 2003 R1, 32-bit or 64-bit, SP1, SP2 or SP3

*  Windows Server 2003 R2, 32-bit or 64-bit, SP1, SP2 or SP3

e Windows Server 2008 R1, 6.0, 32-bit or 64-bit, IIS 7.0, SP1 or SP2 (/IS 6
Compatibility)

*  Windows Server 2008 R1, 6.0, 32-bit or 64-bit, IIS 7.0, SP1 or SP2 w/ lIS 7.5
FTP Add-in

o Windows Server 2008 Enterprise R1, 6.0, 32-bit or 64-bit, IIS 7.0, SP1 or SP2
(IS 6 Compatibility)

e Windows Server 2008 Datacenter R1, 6.0, 32-bit or 64-bit, IIS 7.0, SP1 or
SP2 (IIS 6 Compatibility)

*  Windows Server 2008 R2, 6.1, 64-bit only, [IS 7.0/7.5, SP1 or SP2

*  Windows Server 2008 R2 Enterprise 64-bit IIS 7.0/7.5, SP1 or SP2

¢ Windows Server 2008 R2 Datacenter 64-bit IIS 7.0/7.5, SP1 or SP2

o Windows Server 2012 R1 Foundation 64-bit IIS 8.0

o Windows Server 2012 R1 Standard 64-bit IS 8.0

* Supported French OS (Windows 2008 R1 and R2), IIS requirements as
above, with English language pack

* Supported Japanese OS (Windows 2008 R1 and R2), IS requirements as
above, with English language pack

* Hyper-V and VMware ESX 2.5.x or above running the following operating
systems:
— Windows Server 2008 Standard 32-bit
— Windows Server 2008 Enterprise 32-bit
— Windows Server 2008 Datacenter 32-bit
— Windows Server 2008 R2 Standard 64-bit
— Windows Server 2008 R2 Enterprise 64-bit
— Windows Server 2008 R2 Datacenter 64-bit

dedicated server.

Two servers are
required for a High
Availability
configuration.

One Gateway Client
server can support up
to 250 devices.

Note: Support for
ESRS Gateway on
Windows 2003 will be
deprecated in the near
future.

Note: Windows Server
2012 must be GUI
mode to install the
ESRS Gateway.

Architecture




Introduction

Heartbeat polling

Communication to EMC

All outbound communication between the customer’s site and EMC
is initiated from the customer’s site by the Gateway Clients over port
443 and 8443. Using industry standard Secure Sockets Layer (SSL)
encryption over the Internet and an EMC-signed digital certificate for
authentication, the Gateway Client creates a secure communication
tunnel.

IMPORTANT

Port 8443 is not required for functionality, however without this
port being opened, there will be a significant decrease in remote
support performance, which will directly impact time to resolve
issues on the end devices.

Gateway Clients use industry-accepted bilateral authentication for
the EMC servers and the Gateway Clients. Each Gateway Client has a
unique digital certificate that is verified by EMC whenever a
Gateway Client makes a connection attempt. The Gateway Client
then verifies EMC's server certificate. Only when the mutual SSL
authentication passes does the Gateway Client transmit messages to
EMC, securing the connection against spoofing and
man-in-the-middle attacks.

The Gateway Clients use the SSL tunnel to EMC to perform the
following functions:

+ Heartbeat polling
¢ Remote notification
¢ Remote access

Each relies on the SSL tunnel, but communication processes and
protocols within the tunnel vary by function. Each function is
discussed in the following sections.

Heartbeat polling is described in the following sections:

¢ “To EMC by the Gateway Client” on page 22
¢ “To EMC devices managed by the Gateway Client” on page 23

To EMC by the Gateway Client

The heartbeat is a regular outbound communication, at a default
interval of 30 seconds, from the Gateway Clients to the EMC
enterprise. Each heartbeat contains a small datagram that identifies

n EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide



Figure 2

Remote notification
(Connect Home)

the Gateway Client and provides the EMC enterprise with status
information on the connectivity health of the EMC storage devices
and the Gateway Client.

EMC servers receive the data in XML format and acknowledge the
receipt of data using SOAP (Simple Object Access Protocol)
commands. Once this response is received, the Gateway Client
terminates the connection. Figure 2 on page 23 provides an
illustration of the heartbeat communication paths.
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Heartbeat communication

To EMC devices managed by the Gateway Client

Once every 60 minutes the Gateway Client determines if each
managed device is available for service by making a socket
connection to the device on one or more support application ports
and verifying that the service application(s) are responding. If a
change in status is detected, the Gateway Client notifies EMC over
the next heartbeat.

The heartbeat is a continuous service. EMC monitors the values sent
and may automatically trigger service requests if an Gateway Client
fails to send heartbeats, or if the values contained in a heartbeat
exceed certain limits.

The Gateway Clients also serve as a conduits for EMC products to
send remote notification event files to EMC. EMC hardware
platforms use remote notification for several different purposes.
Errors, warning conditions, health reports, configuration data, and
script execution statuses may be sent to EMC. Figure 3 on page 24
provides an illustration of the remote notification communication
paths.

When an alert condition occurs, the storage system generates an
event message file and passes it to the ConnectEMC service on the
device to format the files and request a transfer to EMC. ConnectEMC
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Figure 3

Remote access

uploads the file to the Gateway Client where it is received by one of
the following local transport protocols:

o HTTPS, if a device is qualified to send files using HTTPS
+ DPassive FIP
s SMTP

When an event file is received, the Gateway Client compresses the
file, opens the SSL tunnel to the EMC servers, and posts the data file
to EMC. At EMC, the file is decompressed and forwarded to the
Customer Relationship Management (CRM) systems.
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Remote notification communication

To establish an EMC Global Services remote access session to a
customer device, ESRS uses asynchronous messaging to ensure that
all communication is initiated outbound from the Gateway Client at
the customer’s site.

After being properly authenticated at EMC, an EMC Global Services
professional makes a request to access a managed device. The remote
access session request includes a unique identifier for the user, the
serial number of the managed device, and the remote application he
or she will use to access the device. It may include the Service
Request number. This request is queued at EMC until an Gateway
Client that manages the device in question sends a heartbeat to EMC.

In response to the Heartbeat XML message, the EMC enterprise sends
a special status in the SOAP response. This response contains the
request information as well as the address of the Global Access Server
and a unique session ID which the Gateway Client would use to
connect. The Gateway Client uses its local repository to determine the
local IP address of the end device, checks the Policy Manager
permissions to see if the connection is permitted, and if approved,
establishes a separate persistent SSL connection to the Global Access
Server for the specific remote access session.
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This secure session allows IP traffic from the EMC internal service
person to be routed through the Gateway Client to the end device. IP
socket traffic received by the Global Access Server for the session is
established, wrapped in a SOAP message, and sent to the Gateway
Client over the persisted SSL tunnel. The Gateway Client unwraps
the SOAP object and forwards the traffic to the IP address and port of
the end device for which the session was established. SOAP
communication flows between the Gateway Client and the Global
Access Server through this tunnel until it is terminated or times out
after a period of inactivity. Figure 4 on page 25 provides an
illustration of the remote access communication paths.

As the result of an application remote access session request, the
Gateway Client forwards traffic only to the specific ports at the IP
address associated with the registered serial number of the EMC
device at the time of deployment.

SSL tunnel - TLS with RSA key exchange =
AES-256 with SHA1 encryption
Remote support application SOAP
EMC storage EMC web and
array access servers

Remote access communication

Table 2 on page 25 shows which EMC products use the remote
notification and remote access features of ESRS.

Product use of ESRS (page 1 of 3)

Remote notification to EMC remote access to device

Product EMC via ESRS via ESRS
EMC Atmos® Yes Yes
EMC Avamar® Yes Yes
EMC Celerra® Yes Yes
EMC Centera® Device does not send Yes

Connect Homes via the
Gateway Client

EMC CLARiiON® Yes Yes
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Product use of ESRS (page 2 of 3)

Remote notification to

EMC remote access to device

Product EMC via ESRS via ESRS
EMC Connectrix® Yes Yes
Customer Device does not send Yes
Management Connect Homes via the
Station Gateway Client
Data Domain Device does not send Yes
Connect Homes via the
Gateway Client
DL3D Device does not send Yes
Connect Homes via the
Gateway Client
DLm Yes Yes
EDL Yes Yes
EMC Greenplum Yes Yes
DCA®
EMC Invista® Yes Yes
EMC Isilon Yes Yes
RecoverPoint Yes Yes
Switch-Brocade-B Yes? Yes
Switch-Cisco YesP Yes
EMC Symmetrix® Yes Yes
EMC ViPR® Yes Yes
EMC VMAX® Yes Yes
Cloud Edition (CE)
EMC VNX® Yes Yes
EMC VNXe® Yes Yes
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Table 2 Product use of ESRS (page 3 of 3)

Remote notification to EMC remote access to device
Product EMC via ESRS via ESRS
EMC VPLEX® Yes Yes
EMC XtremlO Yes Yes

a. Via Connectrix Manager, Connectrix Manager Data Center Edition, or Connectrix
Manager Converged Network Edition

b. Via CiscoFabric Manager or Cisco Data Center Network Manager

Architecture



Introduction

Responsibilities for the ESRS components

Customer

EMC Global
Services

The following sections describe the installation, configuration,
operation, and maintenance responsibilities of EMC customers and
EMC Global Services.

You are responsible for the following;:

¢ Installing, configuring, and maintaining the following hardware
and software components:

¢ Gateway Client server hardware and operating system
* Policy Manager server hardware and operating system
* Antivirus and other applicable security software

¢ Providing continuing maintenance to hardware and operating
systems, including security updates

# Monitor and maintain sufficient disk space

¢ Preparing and configuring the network, proxy server, and
firewall

# Backing up and restoring your file systems
¢ Maintaining physical security of the hardware

¢ Protecting all files on the Gateway Client and Policy Manager
servers, including the SSL certificate(s) if applicable

¢ Configuring, administering, and updating policies and accounts
on the Policy Manager

Note: For more information on the Operations and configuration of the
Policy Manager, refer to the EMC Secure Remote Support Policy Manager
Operations Guide.

Note: Customers can download ESRS Gateway Client Patches from EMC
Online Support Site (support.emc.com) and install them at their convenience.
All ESRS Gateway Client patches are cumulative.

Note: Policy Manager software is customer installable.

EMC Global Services personnel are responsible for the following:
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+ Installing the ESRS software:
e Gateway Client server software
e Policy Manager software (customers may install this software)

¢ Configuring and deploying the EMC devices managed through
ESRS

¢ Configuring ESRS High Availability Clusters

¢ Approval of the Deployment, Removal or Edits of Deployed
Devices in ServiceLink

Note: If connect home is already set up, customer may use the If connect
home is already set up, customer may use the Configuration Tool to process
device deployment requests.

+ Updating the Gateway Client and Policy Manager software

Note: Maintenance of the operating system on the Gateway Client and Policy
Manager servers, including updates, upgrades, and antivirus protection, is a
customer responsibility.

Note: Customers can download ESRS Gateway Client Patches from EMC
Online Support Site (support.emc.com) and install them at their convenience.
Al ESRS Gateway Client patches are cumulative. Customers can also Update
or Migrate to newer versions of Policy Manager.

This section provides details on the configuration of ESRS.

A Gateway Client server can be implemented in one of several
configurations to meet your network and security requirements. See
Figure 1 on page 18 for a sample configuration.

EMC recommends that your Gateway Client and Policy Manager
servers be OS hardened prior to installation. The preparation and
hardening of servers is your responsibility and must not interfere
with the Gateway Client, Policy Manager, or Utilities functionality or
operation.

Configuration n
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Hyper-V/VMware
support

High Availability
Gateway Cluster
configuration

There are no technical restrictions on the network location of the
Gateway Client server, other than its connectivity to your devices and
Policy Manager as well as to the EMC enterprise. EMC strongly
recommends the use of a firewall to block network ports not required
by ESRS.

ESRS is qualified to run on a Hyper-V/VMware virtual machine.
VMware support allows customers to leverage their existing
Hyper-V/VMware infrastructure to benefit from the security features
of ESRS without adding hardware. VMware VMotion functionality
also allows the Policy Manager, when installed on a virtual machine,
to be moved from one physical server to another with no impact to
remote support.

The following are the minimum requirements for Hyper-V/VMware
support:

VMware ESX 2.5.2 or later

15 GB partition

2.2 GHz virtual CPU

1 GB memory allocated minimum 2 GB preferred

SMB modules optional

VMotion functionality optional (not supported for the Gateway
Client)

¢ Operating Systems are the same as for physical hardware

L 2BR JBR 2R 2R R 4

Note:

When running clustered High Availability Gateway Client servers on
VMware, each Gateway Client must be located on different physical
hardware.

Do not place VMware images or storage files on EMC devices managed by
ESRS.

Installation and configuration of the VM instance and operating system are
the customer’s responsibility.

To enable maximum remote access availability, EMC recommends
deployment of a High Availability Gateway Cluster configuration to
eliminate single point of failure. A Gateway Cluster refers to the
relationship created between two or more Gateway Clients.

Gateway Client servers, in a High Availability configuration, are
active peers. Each Gateway Client in the cluster manages the same set
of devices without awareness of, or contention with, the other
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Gateway Clients in the cluster. There is no direct communication
between the Gateway Clients within the cluster.

If Gateways that are to be Clustered to create an HA environment are
installed in separated sites with different Party/ SiteID’s, the
Party/SitelD of those additional Gateways must be added to the
cluster to permit the Gateways to be enumerated and joined to the
existing cluster.

In the High Availability configuration, the Policy Manager software
cannot be co-located on a Gateway Client server. It must be installed
on a separate server.

Synchronization of Gateway Client clusters

Gateway Client cluster device management is synchronized by the
EMC enterprise servers during polling cycles so that changes to the
configuration on one Gateway Client in the cluster are automatically
propagated to the other. When there is an addition, removal, or edit
of a device on the managed devices list for any Gateway Client in a
High Availability Gateway Cluster configuration, the EMC enterprise
sends a synchronization message to all clustered Gateway Clients.
When the other Gateway Client(s) in the cluster receives the device
management transaction information, it updates its list of managed
devices maintained on the Gateway Client. If that Gateway Client is
currently not available during a synchronization attempt, the EMC
enterprise queues the transaction. Synchronization of the Gateway
Cluster occurs upon the next successful poll message received from
the previously unavailable Gateway Client.

To implement a High Availability Gateway Cluster configuration,
your EMC Global Services professional will create the cluster
relationship from the Device Management utility that is part of the
EMC enterprise application (ServiceLink).

When a cluster is created, a cluster name must be assigned. The
default name is the organization name followed by the words HA
Gateways. Other names can be assigned, but no two clusters can have
the same name.

Note: The Cluster name is limited to 64 characters.

The High Availability Gateway Cluster will take on the devices
managed by the first Gateway Client enrolled into the cluster. When
additional Gateway Clients are added to the cluster, they will begin
managing the cluster’s devices.

Configuration
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Note: The first Gateway Client used to create a High Availability Gateway
Cluster may have managed devices. Any additional Gateway Clients
enrolled in a High Availability Gateway Cluster must not be managing any
devices at the time of enrollment. An error message will result if the
additional Gateway Clients are managing devices. The managed devices
must be un-managed before the before the Gateway Client can be
enrolled.and then may be re-deployed after the Client is joined to the Cluster.

Note: If Gateways that are to be Clustered to create an HA environment are
installed in separated sites with different Party/ SiteID’s, the Party/SiteID of
those additional Gateways must be added to the cluster to permit the
Gateways to be enumerated and joined to the existing cluster.
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Menu items

The Configuration Tool is an ESRS Client-based graphical user
interface (GUI) application that is automatically installed upon
successful completion of your Gateway Client installation. It is
typically located at Start > Programs > ESRS > Config Tool.

The Configuration Tool is used to perform the following tasks:
o Configure the Gateway Client and Policy Manager

¢ Process management requests for EMC storage devices and
switches to be managed by the Gateway Client

Note: The term manage means that a device is monitored and can use the
Gateway Client to establish remote access connections. The Gateway
Client proxies all Configuration Tool management requests to the EMC
enterprise for approval by EMC Global Services.

Connect home capability through the Gateway Client is configured at the
device and should be in place (if applicable) before the Configuration
Tool is used to make device deployment requests.

The following list describes the configuration menu items available
through tabs in the Configuration Tool. Note that these pages do not
refresh dynamically—you must manually refresh the page:

¢ Status tab — Displays status information about the connection
between the Gateway Client and EMC, including connectivity
status, proxy server and Policy Manager enablement, and other
status results.

¢ Managed Devices tab — Enables viewing of managed devices.
Enables entry of requests to add new devices, make changes to
managed devices, and remove currently managed devices.

Note: Customers may use the Configuration Tool to make requests to
add, edit, or remove a device. However, approval by an EMC Global
Services professional is required before these changes will take place.

o Proxy Servers tab — Allows enabling or disabling of a proxy
between an Gateway Client and the EMC enterprise.

+ Policy Manager tab — Allows enabling or disabling
communication between a Policy Manager and an Gateway
Client and configuring Proxy Server for communication to the
Policy Manager.

Configuration
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Device management

# Services tab — Displays the state (running, stopped, or disabled)
and the startup type (automatic or manual) of the following
services related to ESRS and connect homes:

e IIS

e FTP

e SMTP

e HTTP

e Gateway
e Watchdog

+ Remote Sessions tab — Displays all active remote sessions to the
managed devices.

¢ Log tab — Displays the log file for the Gateway Client activity.

Monitoring and event notification are handled by the Gateway
Client. If a problem occurs with an Gateway Client and a High
Availability Gateway Cluster has been implemented, another
Gateway Client within the cluster will handle these activities.

In a High Availability Gateway Cluster, remote access session
management is handled by the first Gateway Client to send a

heartbeat to the EMC enterprise and receive the remote access
request.

The Configuration Tool enables you to request the addition or
removal of a managed device. You can also use the Configuration
Tool to change the IP address of a managed device.

The Configuration Tool is automatically installed upon successful
completion of your Gateway Client installation. The application is
typically found at the following location:

Start > Programs > ESRS > Configuration Tool

Adding a device
To add a device, you must enter the following data in the Managed
Devices tab of the Configuration Tool:

¢ EMC device serial number
¢ Model (product type)
¢ IP address
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After you submit a device management request, it must be approved
by an authorized EMC Global Services professional via the EMC
enterprise.

Note: EMC Global Services personnel must verify with your network
administrators that the IP address of the managed device is accessible from
the Gateway Client. If Network Address Translation (NAT) is being used in
the environment, the IP address used to deploy the device must be the NAT
IP address, not the device’s IP address. Let us say, for example, that the local
IP address of a device is 192.168.0.100, and is only on your internal network.
You are using NAT (or a NAT device) that maps the device IP (192.168.0.100)
to IP 10.10.44.22 so that the device can be reached from within your DMZ. In
this case, EMC must use the NAT IP address of 10.10.44.22 to reach the
device, and in the Configuration Tool when managing the device, the IP
address utilized must be 10.10.44.22.

Changing a device’s IP address

You can use the Configuration Tool to request a change to a managed
device’s IP address. Your request will be sent to the EMC enterprise
for approval by an authorized EMC Global Services professional.

Note: If you will be submitting device management, removal, or edit requests
via the Configuration Tool, be sure to inform your EMC Global Services
professional so that the necessary approvals can be made via the EMC
enterprise.

Unmanaging a device

If you want to un-manage a device, you can use the Configuration
Tool to request the device’s removal from the list of managed devices.
Your request will be sent to the EMC enterprise for approval by an
EMC Global Services professional. When approved, the serial
number of the device will be disassociated from your Gateway Client.

Gateway Extract Utility

To configure a device for management by a Gateway Client, the EMC
Global Services professional on site must know the following for each
managed device: serial number, product type, and an IP address that
the Gateway Client can use to communicate with the device. The
Gateway Extract utility (GWExt), when run on the EMC device, can
be used to automate the collection of this information and transport it
to the Gateway Client. EMC supplies the GWExt utility with the
Gateway Client installer. For a list of the products that the GWExt
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Table 3

utility supports, see Table 3 on page 36.

Your EMC Global Services professional copies the GWExt utility from

the Gateway Client server to the device that is to be managed.

The GWEXxt utility requests the Gateway Client server IP address. It

then extracts the serial number and local IP address from the

managed device, creates a configuration file, and sends the file to the

Gateway Client via HTTPS by default. The Gateway Client then
uploads the file to the EMC enterprise.

Certain products qualified for ESRS have a GWExt information file
installed at time of production. This information file contains product

information that the GWExt utility gathers and submits to the

Gateway Client for device registration, automating a large portion of

the process.

Products supported by the Gateway Extract Utility (GWEXxt)

Product supported by GWExt

Operating system

Additional notes

Celerra Red Hat Enterprise Linux5 | NAS Code 6.0
Celerra Red Hat Enterprise Linux4 | NAS Code 5.6
CLARIiON Management Station | Win32

Connectrix Win32

EMC Disk Library (EDL) SUSE Linux 9.3 32-bit v3.0-v3.2
EMC Disk Library 3D (DL3D) SUSE Linux 10.2 32-bit v3.3,v4.0
Greenplum Data Computing Red Hat Enterprise Linux5 | v5.5
Appliance (DCA)

Invista Element Manager Win32

Isilon OneFS 7.1

Symmetrix Win32

ViPR LINUX openSUSE11.0

VMAX Cloud Edition (CE) Win 32

VNX - Block Win32

VNX - File Linux NAS Code 7.x
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Table 3 Products supported by the Gateway Extract Utility (GWExt)

Product supported by GWExt | Operating system Additional notes
VNXe SUSE Linux 11 64-bit

VPLEX SUSE Linux 10.2 32-bit

XtremlO CentOS 6.2 64-bit

Digital Certificate Management

During the site Gateway Client installation, digital certificates are
installed on the Gateway Client. This procedure can only be
performed by EMC Global Services professionals using EMC-issued
RSA SecurlID Authenticators. All certificate usage is protected by
unique password encryption. Any message received by the Gateway
Client, whether pre- or post-registration, requires entity-validation
authentication.

Digital Certificate Management automates Gateway Client digital
certificate enrollment by taking advantage of EMC's existing network
authentication systems, which use the RSA SecurID Authenticator
and the EMC local certificate authority (CA). Working with EMC
systems and data sources, Digital Certificate Management aids in
programmatically generating and authenticating each certificate
request, as well as issuing and installing each certificate on the
Gateway Client.

ESRS Digital Certificate Management provides proof-of-identity of
your Gateway Client. This digital document binds the identity of the
Gateway Client to a key pair that can be used to encrypt and
authenticate communication back to EMC. Because of its role in
creating these certificates, the EMC certificate authority is the central
repository for the ESRS key infrastructure.

The CA requires full authentication of a certificate requester before it
issues the requested certificate to the Gateway Client. Not only must
the CA verify that the information contained in the certificate request
be accurate, it must also verify that the EMC Global Services
professional making the request is authenticated, and that this person
belongs to an EMC Global Services group that is allowed to request a
certificate for the customer site at which the Gateway Client
certificate is to be installed.
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Device access
control

Device
configuration
access control

The EMC Global Services professional requests a certificate by first
authenticating himself or herself using an EMC-issued RSA SecurID
Authenticator. Once authentication is complete, the Gateway Client
installation program locally gathers all the information required for
requesting certificates. It also generates a certificate request, a private
key, and a random password for the private key. The Gateway Client
installation program then writes the certificate request information to
a request file, ensuring accuracy and completeness of the
information.

The installation program then submits the request. After the
certificate is issued, the installation program automatically completes
the certificate installation on the Gateway Client.

IMPORTANT

Due to EMC’s use of RSA Lockbox technology, a certificate cannot
be copied and used on another machine. Changing the host name,
joining to a Windows Domain, or changing the MAC addresses
will cause the Lockbox to fail and may result in having to reinstall
the Gateway Client.

ESRS achieves remote application access to a process running on an
EMC storage device by using a strict IP and application
port-mapping process. You have complete control over which ports
and IP addresses are opened on your internal firewall to allow
connectivity. The remote access session connections are initiated by
an EMC Global Services request at the EMC Global Access Server and
through a pull connection by the Gateway Client. EMC never initiates
a connection to your Gateway Client or network. Your policies as set
in the ESRS Policy Manager determine if and how a connection is
established.

Once your devices are configured for ESRS management, you must
carefully control and monitor any changes to the configuration of the
managed device. For example, changing the configured IP address in
ESRS or changing the IP address of the storage device disables EMC's
ability to perform remote service on that device as well as the device’s
call home capabilities. For this reason, ESRS requires that only
authorized EMC Global Services professionals are allowed to
approve the change for a managed device. Each device modification,
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access control

as well as the user ID of the EMC Global Services professional who
approved the change, is tracked in the EMC enterprise audit logs.

Several security features are incorporated into the EMC enterprise.
For access, EMC Global Services professionals must be logged into
the EMC corporate network and must connect to the ESRS Enterprise
Application using RSA SecurID® two-factor authentication
technology. Only authorized EMC personnel can access the EMC
enterprise.

Configuration
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Gateway Client Server
Preparation

This chapter provides information you will need to prepare the
Gateway Client server for installing the ESRS software. Topics
include:

@ OVEIVIEW ..ttt 42
o Microsoft NET Framework...........ccccccceviiiiiniiiiiiiiccce 44
o Internet Information Services (IIS) .......ccceovrevirinrineeneiiecrees 45
+ Deploying IIS 6.0 in Windows 2003............cccccevriiinenniniciinne 48
+ Deploying IIS 7.0 in Windows 2008 R1 without IIS 7.5 FTP Add-in
61
+ Configuring the Windows 2008 firewall settings........................ 110
o Testing the Windows 2008 firewall............cccccceiiiiiiiiiiinnns 114

+ How to configure OS (IIS, FTP and SMTP, and Windows Firewall
with Advanced Security) on Windows 2008 R2 119
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Gateway Client Server Preparation

Overview

Operating system
configuration

Before you install ESRS, you must prepare the Gateway Client server
operating system to receive notification from your managed devices
after they are deployed.

As part of the preparation, the following software applications are
required. Additional requirements are described in “Operating
system configuration” on page 42:

*

Microsoft Internet Information Services (IIS) — The ESRS
service uses IIS to receive notification files sent through the FTP
or SMTP transports to the Gateway Client. You must install the
following IIS components:

¢ Admin Scripts (part of Common Files installed as part of the
IIS install)

e FTP

e SMTP

This chapter discusses related tasks, including setting up the FTP
and SMTP servers on the system drive.

HTTPS Listener—esrshttps.exe — EMC will install this as part of
the Gateway Client software installation. The HTTPS Listener is
used when the ConnectEMC service sends device notifications
over the HTTPS transport to the Gateway Client.

To create the required operating system configuration, start by
performing the following steps for each intended server:

1.

Install the Windows operating system and any applicable
updates:

e Install one of the supported operating systems shown in
Table 1 on page 21.

¢ Install and configure any device drivers required by the OS
and the hardware.

* Apply any service packs and security fixes that are required
by your corporate policies, including antivirus software.

¢ Set the Windows time zone to the correct time zone for your
Gateway Client server’s physical location.

¢ Harden server as required by your corporate standards.
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Internet protocols
(IPv4 and IPv6)

Gateway Client Server Preparation

Note: Remote support tool performance may be adversely affected if the
Windows time zone is not set correctly.

2. Load Microsoft .NET Framework version 2.0 with SP1
(minimum) or Microsoft .NET Framework 3.5. Instructions are
included in “Microsoft .NET Framework” on page 44.

Note: Microsoft NET Framework 2.0 is installed by default as part of
Windows 2008 Operating System. Microsoft .NET4.0 is incompatible with the
proper operation of Gateway Client and associated support applications.
Microsoft Automatic Updates to .NET 4.0 may result in the Client and/or
Applications to stop functioning or fail to perform as designed.

3. Install, configure, and test Microsoft IIS according to the
instructions in “Internet Information Services (IIS)” on page 45.

Note: This is the initial configuration of IIS and may require manual
reconfiguration post Gateway Client installation.

4. Install the Microsoft Visual C++ 2005 SP1 Runtime Library.

Note: Microsoft Visual C++ 2005 SP1 Runtime Library is automatically on
Windows 2008, any version.

5. When the configuration is complete, run the Customer
Environment Check Tool (CECT) to verify the system
configuration and connectivity to EMC managed devices. Refer to
Chapter 3, “Customer Environment Check Tool.”

You must use Internet protocol v4 (IPv4) for communication from the
Gateway Client to EMC.

However, you may use IPv4 or IPv6 for the following connection

types:

¢ Communication from the Gateway Client to EMC devices for
remote access purposes

¢ Communication from the Gateway Client to the Policy Manager
for access control

Overview
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Note: Windows 2003/ Windows 2008 connect home listeners on the ESRS
Gateway (FTP, SMTP, HTTPS) do not support IPv6 due to a limitation in
Windows 2003 Internet Information Services (IIS).

Microsoft .NET Framework

Microsoft .NET Framework is required for full functionality of the
Gateway Client server and its utilities.

Note: The .NET Framework runs as a 32-bit application.

Version 2.0 SP1 (minimum) or Microsoft .NET Framework 3.5 is
required for the CECT and the Gateway Client server application.

You can download and install the Microsoft .NET Framework from
the Microsoft Download Center website. You will need one of the
following:

¢ Microsoft NET Framework 2.0 Service Pack 1 (x86)

¢ Microsoft NET Framework 2.0 Service Pack 1 (x64)

¢ Microsoft NET Framework 3.5

Note: Microsoft .NET Framework 2.0 is installed by default as part of
Windows 2008 Operating System. Microsoft .NET Framework 4.0 is
incompatible with the proper operation of Gateway Client and associated
support applications. Microsoft Automatic Updates to .NET 4.0 may result in
the Client and /or Applications to stop functioning or fail to perform as
designed.
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This section provides the required Internet Information Services (IIS)
settings and explains how to deploy IIS:

¢ The required IIS settings are provided in “IIS settings” on
page 46.

+ Instructions for deploying IIS are provided in “Deploying IIS 6.0
in Windows 2003” on page 48.

Internet Information Services (IIS)

Gateway Client Server Preparation
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IIS settings Before installing the ESRS Gateway Client software, you must
configure its server operating system with the IIS settings shown in
Table 4 on page 46.
Table 4 Gateway Client server standard configuration requirements
Category Variable Value
Internet Information Services (IIS) Startup type Manual
State Started

Default FTP Site 2 > Properties

Note: The following settings describe the FTP services and directory structure required for Gateway Client server installation. Once
the server has been installed, the FTP or SMTP service may be disabled (one or the other, but not both).ESRS

FTP Site Description ESRS Gateway FTP Site
IP address Local/Internal IP
Port 21

Security Accounts | Allow anonymous connections | No (unchecked)

Home Directory  [Local path C:\Inetpub\ftproot ™
Read Yes (checked)
Write Yes (checked)
Log visits Yes (checked)
User Isolation Yes

Default SMTP Virtual Server > Properties

Description ESRS Gateway SMTP Site
Domain emc.com

Default mail directory

o
C:\Inetpub\mailroot\Drop

E-mail message

Maximum size of 15 MB

Local Users and Groups > New User Default User Group Yes
Note: if set to lockout, New User (1) Username onalert
test after 5 minutes. Password EMCCONNECT (case sensitive)
Password cannot be changed |Yes (checked)
Password does not expire Yes (checked)
New User (2) Username esrsconfig

Password esrsconfig (case sensitive)
Password cannot changed Yes (checked)
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Table 4 Gateway Client server standard configuration requirements
Category Variable Value
| Password does not expire Yes (checked)
i instal
Create directory S8l £1c\E SRS Gateway\workimaiootiBadmail ©

a. These settings describe the FTP services and directory structure required for Gateway Client server installation. Once the server has been
installed, these FTP services may be disabled.

b. Important: AFTER the Gateway Client is installed per CSP2100* IS MUST be reconfigured to point to
<install_drive>:\EMC\ESRS\Gateway\work\ftproot\

c. Important: AFTER the Gateway Client is installed per CSP2100* IIS MUST be reconfigured to point to
<install_drive>:\EMC\ESRS\Gateway\work\mailroot\Drop and <install_drive>:\EMC\ESRS\Gateway\work\mailroot\BadMail

For customer environments that do NOT permit the use of FTP, the FTP service, Directories, or Users are not require to permit installation
of the ESRS Gateway Client.

d. The Gateway Client does NOT support the use of Domain credentials for ftp users.

Internet Information Services (IIS)
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Deploying IIS 6.0 in Windows 2003

The following section explains how to install and configure Internet
Information Services (IIS) V6.0 in Windows 2003. It also explains how
to enable FTP and SMTP services on the system drive.

(For instructions on deploying IIS in Windows 2008, refer to
“Deploying IIS 7.0 in Windows 2008 R1 without IIS 7.5 FTP Add-in”
on page 61.)

Note: You must install IIS before you install the ESRS Gateway Client.

Installing and configuring IS 6.0 in Windows 2003 SP1 (for IPV4 support)

To install IIS 6.0 in a Windows 2003 SP1 environment (for IPV4
support):

1.

SR

Open the Control Panel, and from there open Add or Remove
Programs.

Select Add/Remove Windows Components.

Select Application Server and click Details.

Select Internet Information Services (IIS) and click Details.
Select:

e File Transfer Protocol (FTP)
e SMTP Service

Leave the Common Files and Internet Information Services
Manager checkboxes selected.

Click OK to exit the Internet Information Services (IIS) setup.
Click OK to exit the Application Server setup.
Click Next at the Windows Components page.

EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide
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The window in Figure 5 on page 49 appears.

Windows Components Wizard

Configuring Components
Setup iz making the canfiguration changes pou requested,

'T—[IJ- Please wail while Setup configures the components. This may take
2%

sAvAral minutes, deprnding nn the compnnents selpetad

Status: Building file list...

coeck | mens | [Eea el

Figure 5 Windows Component Wizard

9. If you receive a Files Needed prompt as shown in Figure 6 on
page 49, insert the required CD-ROM. Provide the path to the
Windows Installation CD-ROM 1386 directory or wherever your
CD-ROM 1386 is located.

x|

Files Needed

§ Some files on*Windows Server 2003, Enterprize Edition oK
\(:{; CD-ROM are needed.
Cancel |

Inzert Windows Server 2003, Eterprize E dition
CO-ROM into the dive selected below, and then click
oK.

LCopy files from:
IEi\iSSB j Browsze... |
Figure 6 Files Needed dialog box

10. Click Finish. IIS installs Common Files and FTP and SMTP
services in the OS system drive.

This section explains how to configure the operating system for the
following IIS user accounts:

¢ EMC OnAlert™
¢ ESRSConfig

Deploying IIS 6.0 in Windows 2003 n
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OnAlert user account setup
To set up OnAlert user accounts, follow these steps:

1.

AU S

8.
9.
10. Click Create.

O ® N o Gk =

Right-click My Computer on the desktop, and select Manage
from the pop-up menu.

Double-click Local Users and Groups.

Right-click Users and select New User from the pop-up menu.
Type OnAlert in the User Name field.

Type EMCCONNECT (case sensitive) in the Password field.

Type EMCCONNECT (case sensitive) in the Confirm Password
field.

Clear the User must change password at next logon checkbox.
Select the Password Never Expires checkbox.

Select User cannot change password.

ESRSConfig user account setup
Use this procedure to set up ESRSConfig user accounts:

Right-click Users and select New User from the pop-up menu.
Type ESRSConfig in the User Name field.

Type esrsconfig (case-sensitive) in the Password field.

Type esrsconfig (case-sensitive) in the Confirm Password field.
Deselect the User must change password at next logon checkbox.
Select the Password Never Expires checkbox.

Select User cannot change password.

Click Create, and then click Close.

Exit the Computer Management application.
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Configuring the FTP  To configure the FTP server:
server
1. Open the Internet Information Services (IIS) Manager: Start >
Programs > Administrative Tools > Internet Information
Services (IIS) Manager

2. In the left pane of the Internet Information Services (IIS)
Manager window, highlight Default FTP Site.

3. Right-click Default FTP Site, select Delete from the pop-up
menu, and click Yes to confirm the deletion.

4. Right-click FTP Sites and select New FTP Site from the pop-up
menu.

5. Click Next at the Welcome screen.
6. Type the description ESRS Gateway FTP, and click Next.
7. Type the IP address that is being used for the FTP server.

Note: On a Multihomed Server the IP address is the internal IP address
that connects to the devices.

(Do not change the default TCP port 21.) Click Next.
8. Select Isolate users, and click Next.
9. Browse to the following location:
C:\Inetpub\ftproot\

A IMPORTANT

After completing your ESRS Gateway Client installation, change
the path to the following;:
<install drive>:\EMC\ESRS\Gateway\work\ftproot

10. Click OK, then click Next.
11. Select the Read and Write checkboxes, and click Next.
12. Click Finish.

13. In the Internet Information Services (IIS) Manager, right-click the
FTP site ESRS Gateway FTP and select Properties from the
pop-up menu.

14. Click Security Accounts and clear Allow anonymous
connections.

15. At the alert, continue anyway?, click Yes.

Deploying IIS 6.0 in Windows 2003 n
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16. Click Messages.
17. In the Welcome field, type a welcome message.

For example:
Welcome to the name_of_your FTP_server FTP
server.

18. In the Exit field, type an exit message.

For example:
You are leaving the name_of your FTP_server
FTP server. Goodbye!

19. Click Home Directory.
20. Enter the following path in the Local Path field:
C:\Inetpub\ftproot\
/1\  IMPORTANT

After completing your ESRS Gateway Client installation, change
the path to the following:
<install drive>:\EMC\ESRS\Gateway\work\ftproot

21. Select the Read, Write, and Log visits checkboxes.
22. Click OK to exit.
Configuring the SMTP  To configure the SMTP server:

server
1. From Windows Explorer, open the following directory:

C:\Inetpub\mailroot\

& IMPORTANT

After completing your ESRS Gateway Client installation, change
the path to the following:
<install drive>:\EMC\ESRS\Gateway\work\mailroot

2. Create the following subdirectory:
C:\Inetpub\mailroot\Badmail

& IMPORTANT

After completing your ESRS Gateway Client installation, change
the path to the following:
<install drive>:\EMC\ESRS\Gateway\work\mailroot\Badmail

n EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide
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3. In the left pane of the Internet Information Services (IIS)
Manager window, right-click Default SMTP Virtual Server, and
select Rename from the pop-up menu.

4. Type the new SMTP virtual server name ESRS Gateway SMTP
Server.

5. Select Properties.
6. Select the Messages tab, as shown in Figure 7 on page 53.

Default SMTP ¥irtual Server Properties E2

Genelall Aooess  Messages IDeIiver_l.JI LDaP Houtingl Securit_l,ll

| EC.
Iv Limit session size to [KE]: IW
v Limit rumber of messages per connection bo: |2U—
¥ Limit number of recipients per message bo: Iwu—

Send copy of Mon-Delivery Report to;

B admail directory:

IE:\ Inetpubimailroot Badmsil Browse... |

Specify the following messaging information.

0K I Cancel Lpply Help

Figure 7 Messages tab

7. In the Badmail directory field, browse to the following directory:
C:\Inetpub\mailroot\Badmail

& IMPORTANT

After completing your ESRS Gateway Client installation, you must
change the path to the following;:
<install drive>:\EMC\ESRS\Gateway\work\mailroot\Badmail

8. Inthe Limit Message Size to (KB) field, type 15000.
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10.
11.
12.
13.

14.

15.
16.

In the Limit Session Size to (KB) field, type 30000.
Click OK to save.

Double-click ESRS Gateway SMTP Server.
Double-click Domains.

On the right side of the Domains window, highlight the domain
name.

Right-click the domain name and select Rename from the pop-up
menu.

Type the name emc.com, and click Done.

Right-click emc.com and set the Drop directory path to the
location of the CDrop directory located under the Gateway
install, as shown in Figure 8 on page 54.

emc.com Properties

General |

% EMGC.Com

This iz the default domain

Lirop directory:

Figure 8

i_C:lInetpublrnaierDﬂDrop Browse... |

¥ Enable drop directory quota

Ok I Cancel Apply Help

Drop directory

17. Click Apply.
18. Click OK.
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19. Open a command window and type iisreset, as shown in Figure 9
on page 55.

mmand Prompt

Microsoft Windows [Version 5.2.37781
¢G> Gopyright 1985-28M03 Microsoft Corp.

C:xDocuments and Settings™Admin istrato

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet sevvices successfully restarted

C:sDocuments and Settings“Administratorr_

Figure 9 Command prompt

Configuringand  The following procedure explains how to set the message size limit
testing e-mail  and session size limit. It also explains how to test the e-mail server
and verify that mail is in the proper directory:

1. In the left pane of the Internet Information Services (IIS)
Manager window, right-click ESRS Gateway SMTP Server and
select Properties, as shown in Figure 10 on page 56.

Deploying IIS 6.0 in Windows 2003
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ESRS Gateway SMTP Server Properties

Geneidl | Access | Mestages | Diebvery | LOAP Rouing | Secury |

(}7 ESRS Gateway SMTP Serves

1P acidress:

(eI | :d:nced |

I Livit rambier of cannections ko

Conrection time-gut [rirales] h

[~ Enabis logoing
Active bog format
[143E Extended Log File Formal =] Propsties.. |

[ ok ] comed | ooy | Ha |

Figure 10 Default SMTP properties

2. Click Messages as shown in Figure 11 on page 56.

ESHS Gateway SHMTP Server Properties

Gonesal | Access Merages | Dobvery | LDAR Rrouing | Securiy |

Speeciy th bollowang mssagng nlamation

% e mesasge see o (KB f1soo0
I | Linit gestion size bo [KB): EC
W Liggst rurbar of messages per connection bo [213_
¥ Liit purbor of recipionks per message o [

Send copy of Nom{lebrery Repoit bo:

Bodenad desclesy:
[F EMCRES RS\ atowaywork oot Bodnad Brome.. |
ok | Cemes | sy | Hew |

Figure 11 Default SMTP message tab

3. Change the Limit message size to 15000.
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4. Change the Limit session size to 30000.
5. Click OK.

6. In the left pane of the Internet Information Services (IIS)
Manager window, click Domain under Default SMTP Virtual
Server.

7. Right-click emc.com and select Properties as shown in Figure 12
on page 57.

E Computer Management !E[ E

g File  Action View ‘Window Help |;|i|1|

|<=-»|-|_| BB 2

§| Performance Logs and Al_l
2 Device Manager

Domain Mame

E| & Starage Renarme
- - Removable Storage Refresh
gy Disk Defragmenter )
----- [_] Disk Management (T HI S
g Disk Management Help

E| @ Services and Applications
[#- 8 Telephony
Services
----- WM Control
B Indesing Service
- ?g Internet Information Ser

| 'web Service Extensi
= & Default SMTP Virtual

% Domains

Current Sessions__|
-

K1 i

E-mail server specification
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8. Point to the maildrop directory on the installation drive as shown
in Figure 13 on page 58.

emc.com Properties E

General |

% EMc. COom

Thisz iz the default domain

Lirop directany:
i_C:'lJnetpubh'naieruﬂDrop Browse... |

¥ Enable diop directory quata

QK I Cancel Apply Help

Figure 13 Mail drop specification
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Figure 14

9. Test the mail server and verify that mail is in the proper directory,
as shown in Figure 14 on page 59.

Command that you enter [bold]
Response that you receive [plain]

telnet ip address 25

220 jerry.lab.pvt.dns Microsoft ESMTP MAIL Service,
Version: 6.0.3790.1830 ready at Thu, 25 Jan 2007
15:20:31 -0500

vrfy onalert

252 2.1.5 Cannot VRFY user, but will take message for
<onalert@emc.com>

helo

250 jerry.lab.pvt.dns Hello [192.1.7.203]
mail from:esrs@emc.com

250 2.1.0 esrs@emc.com....Sender OK

rcpt to:onalert@emc.com

250 2.1.5 onalert@emc.com

data

354 Start mail input; end with <CRLF>.<CRLF>
subject:testemailserver<CR>

This is a test of the email server<CR>
.<CR>

250 2.6.0

<JERRYexICnDANUbr6TU00000001@jerry.lab.pvt.dns> Queued
mail for delivery

E-mail server test

Deploying IIS 6.0 in Windows 2003
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Figure 15

When the IIS
configuration is
complete

A

10. Return to the \\inetpub\mailroot\drop directory.
11. Right-click one of the listed mail messages.
12. Open the mail using Notepad.

You should see contents similar to those shown in Figure 15 on
page 60.

B m3af40601c740bf00000001.eml - Notepad [_ O] x]
File Edit Format “iew Help

w—sender : sendsr@ecample com =]
x-receiver: onalert@emc. com

received: from  ([192.1.7.203]) by Llab.pvt.dns with Microsoft sMTPSWC(6.0,3790.1830]

Thu, 25 Jan 2007 15:32:09 -us00
subject:testemailserver
From: esrs@emc. com
BCC:
return-Path:
Message-ID: < exIcnbdnUbr 6TU00000001E R E Ldns
%-originalarrivalTime: 25 Jan 2007 20:32:38. 0350 (LITC) FILETIME [F4922CHE0: 0LCT40EF]
Date: 25 Jan 2007 15:32:38 -0500

This s a test of thel email server

Sample e-mail
13. Close and delete all e-mail from the directory.

This completes the installation and configuration of the base
operating system. Verify the following:

IMPORTANT

Post Gateway Client install verify that the IIS configuration has
been reconfigured to reflect the
<install_drive>:\EMC\ESRS\Gateway\work\ftproot\ and
<install_drive>:\EMC\ESRS\Gateway\work\mailroot\
directory paths as required. If the Provisioning Tool (PvT) /
installer has failed to do so manually reconfigure these paths to
assure that Callhomes will be received in the correct directory for
forwarding to the Enterprise.

¢ All devices should be properly installed and functioning. All
software should be properly installed and functioning, including
the appropriate service pack and patches.

# Your operating system should be hardened according to your
specifications.

Next, run the Customer Environment Check Tool (CECT) to verify
the system configuration and connectivity to EMC managed devices.
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For instructions, refer to Chapter 3, “Customer Environment Check
Tool.”

Deploying IIS 7.0 in Windows 2008 R1 without IIS 7.5 FTP Add-in

Before starting the
lIS 7.0 deployment

Temporarily
reconfiguring the
password policies

The following section explains how to install and configure Internet
Information Services (IIS) V7.0 in Windows 2008 (for IPv4 support). It
also explains how to enable FTP and SMTP services on the system
drive.

(For instructions on deploying IIS in Windows 2003, refer to
“Deploying IIS 6.0 in Windows 2003” on page 48.)

Note: You must install IIS before you install the ESRS Gateway Client.

Before you install IIS:

¢ Install Windows 2008.

Note: The current ESRS configuration supports Windows 2008 in a
workgroup configuration. Ensure that Windows patches are up to date.

¢ Ensure that Windows patches are up to date.
+ Install antivirus software.

¢ Harden the operating system as needed, but ensure that this will
not interfere with the functioning of ESRS.

The next step is to reconfigure the password policies.

Before you can install the necessary IIS user accounts (OnAlert and
ESRSConfig), you must temporarily reconfigure the password
policies. After you create the user accounts, you will restore them to
their original configuration to ensure proper password compliance
for additional users.

Note: If the server is a member of a Windows Domain, Domain Policies may
prohibit changing the Local Password Policies.

To reconfigure the password policies:

Deploying IIS 7.0 in Windows 2008 R1 without IIS 7.5 FTP Add-in
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1. From the Windows 2008 Start menu, click Administrative Tools.
The Administrative Tools menu appears, as shown in Figure 16
on page 62.

=8 Command Prompt
] Windows Lipdate

2 Internet Explorer

| Wotepad

s Windows Explorer
2 Ease of Acoess Canker

Figure 16 Local security policy

2. From the Administrative Tools menu, click Local Security Policy.
The Local Security Policy window appears.

3. In the left pane, expand the Account Policies folder.

4. Click Password Policy. Password policy options will appear in
the right pane.

5. In the right pane, double-click Password must meet complexity
requirements, as shown in Figure 17 on page 63.
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E. Local Security Policy
Eile Action View Help

== | = [m | = | HED

=] Ed |

Security Settings Policy = [ security Setting |
= & account Policies Enforce password history 0 passwords remem. ..
Password Policy Masanism password sge 42 days
= Account Lockout Policy L] Minimum password age 0 days

= i Locsl Policies L] Minimum password length 0 characters
B [ Windows Firewall with Advanced Security Pa. d st T complexity r... Enabled

] network List Manager Pokicies [l store passwords using reversible ... Disabled
= | Public Key Policies
# || Software Restriction Policies

= M, 1P Security Policies on Local Computer

Figure 17 Complexity requirements

6. In the Properties window, select Disabled to disable Password

must meet complexity requirements, as shown in Figure 18 on
page 63.

Password must meet complexity requirements Properties ﬂ

Local Security Setting | E:-:plainl

j' Faszword must meet complexity requirements

" Enabled

0K I Cancel | Apply

Figure 18 Disable the complexity requirements

7. Click OK to save your selection.
8. Minimize the Local Security Policy window.

You will now be able to create the IIS OnAlert and ESRSConfig user
accounts and passwords as described in the following section.

Deploying IIS 7.0 in Windows 2008 R1 without IIS 7.5 FTP Add-in
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Creating the IIS user
accounts and
passwords

A

Figure 19

This section explains how to create the required IIS user accounts and
assign their passwords. The required IIS user accounts are:

¢ OnAlert
o ESRSConfig

IMPORTANT

After you create the IIS user accounts OnAlert and ESRSConfig,
you must return to the Local Security Policy window to re-enable
Password must meet complexity requirements, as shown in
“Restoring the password policies” on page 68.

To create the OnAlert and ESRSConfig user accounts and assign their
passwords:

1. From the Windows Start menu, right-click Computer. The
Computer menu appears.

2. From the Computer menu, click Manage, as shown in Figure 19
on page 64. The Server Manager window appears.

43 10.241.166.69 - Remote Deskinp

Computer—Manage

3. From the left pane of the Server Manager window, expand
Configuration.
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4. Expand Local Users and Groups. Two options are visible: Users
and Groups.

5. Right-click Users. A menu appears, as shown in Figure 20 on
page 65.

et Desking

T Server Manager Lol

Ble  dction  Yew Help
s #nla s B

R s s

W - Rk
i [Mom  [rlthws [omopben
& st o Bt gcocund For ackminsstering tf
# Gt ik acoount for Guest acoess B
B ESRSE.,  Intertet Guast Actount Bt acooun: For andmmmous ax

= gl Festunes

3 g Wirsdonn Fireweal wich Ay
&y Sarvoer
iy W Coneral
= e Local Users ard Gooupes
User's
Grougs
% 52 Storage

Figure 20 Menu—Users

6. Click New User. The New User window appears, as shown in
Figure 21 on page 65.

New User ﬂ

User name: ||

Full name: I

Description: I

Pazzword: I

Confirm pazsword: I

¥ User must change password at nest logon
I™ WUser cannot change passwond

I™ Password never expires

[T Accountis disabled

Help | LCreate I Cloge

Figure 21 New User
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Entering the information

Now you are ready to enter the OnAlert and ESRSConfig user
account information. For each of those accounts, open a New User
window and perform the following actions:

1. Type the User name and Full name.

e For User name, you must type onalert.

Note: After you complete these steps to create the username onalert,
you must repeat these steps to create the username esrsconfig.

e The Full name can be the same as the User Name.

2. Enter a Description (optional).

3. Type the ESRS-specified password in the Password: and Confirm
password: fields.

Note: You must use specified passwords for the OnAlert and
ESRSConfig user accounts. These passwords, which are case-sensitive,
are shown in Table 4 on page 46.

4. When you have entered the passwords, clear User must change
password at next logon, as shown in Figure 22 on page 67.
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E Server Manager

DCssgrasstic = pi Mare &
= Etﬂh‘n.r;m :t: User nemec [Onaert : Feters "
B (5) Torsk Schwcies & .
= el PN Ful reame: [Draent
S WMI Contral e
= 8% Local Users and Grougs
" Wisers. r
- aroups I
5 O Sorege Corfimpasswd [sevassanns
FEm—
™ Fass vt R T
Clear the I Accountis dsabled
checkbox
| o _| e |
1 | ] |

Figure 22 Clear the checkbox

5. Select the following checkboxes, as shown in Figure 23 on
page 68:
e User cannot change password

¢ Password never expires
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. SEFYET

Flz  Adtion  Wew Help

B G 16

Figure 23

Click Create.

Close the New User window.

:jit;frf-qn:a; 'l"-.c Lt e [Oralent ;: More Adticns
o 5 Tarsh Schwedulier
Wirskoers Frewad with Ao Eull ramer [Cinalest
S Services: s
] W Contred Deverghon: |
= B Local Users aned Geongd
] m Batserted [sassananes
B g forene Corfim passwond |--n.......
r i e
¥ Liges cannet chiange passwerd
W Passpord rever espans
/ [ Accoa s
Select the
checkboxes Heo ] =
e | LI | KT |
|
Select the checkboxes

6
7. Repeat steps 1-6 to create the username esrsconfig.
8
9

Close the Server Manager window by selecting File > Exit.

This completes the user account creation process. Make sure you
have created two user accounts: one for OnAlert and one for

ESRSConfig.

The next task is to restore the password policies.

Restoring the

password policies

Now that you have created the IIS user accounts, you must restore
the password policies to their original configuration. This will ensure

proper password compliance for any additional users.
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To restore the password policies to their original configuration:

1. From the Windows 2008 Start menu, click Administrative Tools.
The Administrative Tools menu appears, as shown in Figure 24
on page 69.

T3 Internet Information Senvices (115) 6.0 Manager
65 Internt Information Services (115) Monagér

=1 Windows Lpdate
€2 Interret Explorer Admiristrator :
T bt ] nagnostics Tool
e Doaranks iews and eodify local secunky policy, such as uses rights ard
1 Windows Explorer Laudit policies.
) Eass of Accass Canter : 7 Seourity Conbiguration Wizard
Computes i, Server Manager
., Services
gy Shere and Storage Monsgement
Control Panel i [ Shorege Explores
] System Configuration

(1) Task Scheduler
& Wirdows Firewall with Advanced Secuity

Tock:

s Windows Server Backup

Figure 24 Local security policy

2. From the Administrative Tools menu, click Local Security Policy.
The Local Security Policy window appears.

3. In the left pane, expand the Account Policies folder.

4. Click Password Policy. Password policy options will appear in
the right pane.

5. In the right pane, double-click Password must meet complexity
requirements, as shown in Figure 25 on page 70.
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E Local Security Policy _ O] x|

Bl Acion Vew e |
| 2m X =B |

[IFY security settings Policy ~ [ Security setting |
= 3 Account Policies UEnan:s password histary 0 passwords remem. .,
Password Palicy Dr-'laxmu'n password age 42 days
* Account Lockout Policy Dr-'lnimurn password age Odays
=2 :3 Local Policies Dr-lnimum password length

# | Windows Firewall with Advanced Security
] network List Manager Policies

&[] Public Key Policies

# [ Software Restriction Policies

& 8, 1P Security Palicies on Local Computer

Y £

Dswre passwords using reversible ...

Figure 25 Complexity requirements

6. In the Properties window, click Enabled to enable Password
must meet complexity requirements, as shown in Figure 26 on

page 70.

‘e Local Security Policy
g ————
File Action ‘View Help

e 2o XE = HE

[# || Public Key Policies

Local Secuiy Seting | Explain |

[P securky settings Policy ~ [ security setting_ i‘ Password must meet complesty requirements
= 3 Account Policies -ETEnFurte password history 0 passwords rem = A
Password Policy [L]Maximum password age 42 days
B g Account Lockout Policy |Mininum password age 0 days
] j Local Policies [Mirirum password length 0 characters
[ | Windows Firewall with Advanced Security Paﬂsword st meet complexdty 1 Disabled
j Network List Manager Polcies Dsme passwards using reversible ... Disabled

@ ) Software Restriction Policies
® S IP Security Policies on Local Computer

Figure 26 Enable Local Security setting

7. Click OK to save your selection.

8. Select File > Exit to close the Local Security Policy window.
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Installing IIS and the
FTP service with IIS
6.0 Compatibility
Windows 2008 R1
without IS 7.5 FTP
add-in

Beginning the IIS
installation

Your password policies have been restored to their original
configuration.

Now that you have created the IIS user accounts and reset the
password policies, you can install IIS and the FIP service.

To begin the IIS installation:

Note: The initial configuration of IIS is used to configure and verify that IIS is
properly installed and is used by the Customer Environment Check Tool
(CECT). The Provisioning Tool (PvT) will attempt to reconfigure IIS correctly
as part of the Gateway Client install. The reconfiguration needs to verified
after the Gateway Client installation.

1. From the Start menu, select Server Manager.

2. From the Roles Summary section of the Server Manager menu,
click Add Roles, as shown in Figure 27 on page 72.
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B, Server Manager
B ptkn Yew el
(=™ H
PN T T Server Manager (ESRS-SYT-69)
= j_ Foles.
i Festures C
[ Disgrrostics Gt orvervan of the status of this servee, peefiorm bop management basks, and add or remdes server igles and Festires.
# i Configuration L
& 5 Storage . UL SCLLNRY U S OIS ,ﬂ
Lk cheched For upsdates: 222010 4:49 AM (8 Configure IEESC
Lask instsliad updates: 2/19/2010 3:04 P
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Figure 27 Add Roles

3. One of the following Add Roles Wizard windows will appear,

depending on whether this is the first time you have added a role:

e Before You Begin window
e Select Server Roles window

If the Before You Begin window appears:

a. Read the information in the window.

b. (Optional) Select Skip this page by default.

c. Click Next. The Select Server Roles window appears.

In the Select Server Roles window, select Web Server (I1IS), as
shown in Figure 28 on page 73.
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Add Roles Wizard
ﬁi Select Server Roles
: Select cne or more roles to install on this server.
Roles: Description:
Confirmation [ Active Directory Certificate Services ‘Wweb Server (II5) provides a reliable,
Progress [ Active Directory Damain Services application = r‘\-‘tﬁrxﬂ Wb
[} Active Directory Federation Services
Results [ Ackive Directory Lightweight Directory Services
[ Active Directory Righks Management Services
[ Applcation Server
[ DHCP Server
[] DNS Server
[ Fax Server
[ Fie Services
] Metwork Palicy and Access Services
[ Print Services
[ Terminal Services
[] UDDI Services
O 5)
C eployment Services
[ windows Server Update Services
More about server roles
< Previous f nstal Cancel I
Figure 28 Select Server Roles—Web Server (lIS)
6. Click Next. The Add features required for Web Server (I1S)?
window appears, as shown in Figure 29 on page 73.
.., Add features required for Web Server (lIS)7?
L You cannot install Web Server (IIS) unless the required features are also installed.
Features: Descriptior:
= wWindows Process Activation Service Wwindows Process Activation S ervice
Process Model generalizes the IS process model, removing
Configuration APl the dependency on HTTP. All the features.
I Add Required Features I Cancel
=N .
Li ) Why are these features required? Y
Figure 29 Add features
7. Click Add Required Features. The Select Server Roles window
appears.
8. Ensure that Web Server (IIS) is selected, as shown in Figure 30 on
page 74.
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Add Roles Wizard

Before You Begin

Server

Weh Server (11S)
Role Services

‘Confirmation

Progress

Results

B
.ﬁi Select Server Roles

Select one or more roles to install on this server.
Roles:

[] Active Directary Certificate Services w
[ Active Directory Domain Services

[ Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
] application Server

[ DHCP Server

L] DS Server

[] Fax Server

[] Fie Services

|| Metwork Policy and Access Services

[ prirt Services

[ Terminal Services

[ LoDt Services

S)
[ windows Deployment Services
[[] windows Server Update Services

More about server roles

Figure 30 Web Server (lIS)

9. Click Next. The Web Server (IIS) introduction window appears,
as shown in Figure 31 on page 75.
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Add Roles Wizard B
itzm Web Server (1IS)
“

Before You Begin Introduction to Web Server (11S)

Server Roles ‘Web servers are computers that have specific software that allows them bo accept requests from client
computers and reburn responses ko those requests. Web servers let you share information over the Internet, or

Wab Server (115) through intranets and extransts, The Web Server rols includes Internet Information Services (I15) 7.0, a unifisd
‘Wb platform that inbegrates I1S 7.0, ASP.NET, and Windows Communication Foundation, 115 7.0 also Features

Role Services enhanced security, simplified diagnostics, and delegated administration.

Confirmation
Things to Note

R i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server

Resuits traffic especially when there are multiphe roles on this computer.

i The dafaulk installation For the Web Server (II5) role includes the installation of role services that snabls
you ko serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server ackivity, and configure static content compression.

Additional Information

Orverview of Web Server (I15)

115 Checkists
Common Administrative Tasks in 115
Overview of WSRH

<Erevious[ et > I Irsta Cancel

Figure 31 Web Server (lIS) introduction

10. Read the information in the Web Server (IIS) introduction
window and click Next. The Select Role Services window
appears, as shown in Figure 32 on page 76.

Your IIS installation is almost complete. Now you must install role
services, including the FTP service.

Installing the FTP  Take the following steps to install role services, including the FTP
service  service:

1. From the Select Role Services window, maintain all of the default
selections and select the following additional choices, as shown in
Figure 32 on page 76:

e Select IIS Management Scripts and Tools from within the
Management Tools category.
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e Select all of the options within the IIS 6 Management

Compatibility category.

e Select FTP Server from within the FTP Publishing Service

category.

Add Roles Wizard

ﬁi Select Role Services

Before You Begin
Server Roles
‘Web Server (1I5)

Confirmation
Prograss

Results

Select the role services to install for Web Server (II1S):
Role services:

|| Digest Authentication
[} Client Certificate Mapping Authentication
[ 115 Chent Certificate Mapping Authentication
[} URL Authorization
[¥] Requast Filkering
[ 1P and Domain Restrictions
= |4 Performance
[] Static Content Compression
[ Dynamic Coritent Compression
= 4] Management Tools
7] 15

115 Management Conso

C]¥| 115 Management Scripts and Togl®

[] 115 6 W1 Compatibilty
[¥] 115 6 Scripting Tools

More about rols services

Description:

FTP Management Console provides
infrastructure to manage an FTP site.
115 7 uses I15 6 management console
for FTP server management, You can
use the FTP management console to
manage a lacal or remate FTP server.

< Previous " Mext > I Insta Cancel ]

Figure 32

Select Role Services

2. Click Next. The Confirm Installation Selections window

appears, as shown in Figure 33 on page 77.
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ﬁh Confirm Installation Selections

Before You Begin

Server Roles

Weh Sarver (I1S)
Role Services

Progress:
Results

To install the Following roles, role services, or features, click Install.
(i) 2informational messages below

(i) This server might need to be restarted after the installation completes. —

-~ VWeb Server (II5)
|i‘- Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
~ CPU usage
Web Server
Common HTTP Features
Static Content
Defauk Document
Directory Browsing
HTTP Errors
He.alkth ared Diagrostics
HTTP Logging =
Request Monitor
Security
Request Filtering
Performance
Static Content Comprassion
Management Tools
115 Managerent Console
115 Management Scriots and Tools LI

P , this informat;

Figure 33

Confirm Installation Selections

3.

Click Install. The Installation Progress window appears. A
progress bar displays the progress of your installation.

If the installation is successful, the Installation Results window
appears with the message Installation succeeded, as shown in
Figure 34 on page 78.
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Add Roles Wizard [ x]
ﬁ% Installation Results
Before You Begin
The Following roles, role services, or features were installed successfully:
Senver Roles
web Server (I15) ~ Web Server (IIS) U Installation succeeded =3
Role Services The: following role services were installed:
: Web Server
Confirmation Common HTTP Features
Progress Stakic Content
Def aulk Document

Directory Browsing
HTTP Errors

Heakh and Diagnostics
HTTP Lagging
Request Monitor

Securiy
Request Filtering

Performance |-
Stakic Content Compression

Management Tools

115 Management Console

115 Management. Scripts and Tools

115 6 Management. Compatibili:y
115 & Metabase Compatibily
15 A WMT Comnnatihiley LI

i , the installat

Figure 34 Installation Results

5. Review the installation results and click Close.

This completes the IIS installation and the FTP service installation.
The next task is to install the SMTP service.

Installing the SMTP You install the SMTP service from the Server Manager as an SMTP
service feature.

If the Server Manager window is not open:
1. From the main Windows screen, click Start.

2. Right-click Computer.

3. Click Manage. The Server Manager window appears, as shown
in Figure 35 on page 79.
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B a o ot

* Robes Summary
= Roles: 1 of 17 instaled

Wil Server (115)

= Features Summary
*| Features: 3of 35 instaled

-NET Framework 3.0 Festures
MET Framawork 3.0
WPS Miwdr
Rmmcke Server Advanistration Tooks
Role Administration Tooks
‘wish Server (15) Took
Wirddows Process Activation Service
Process Model
Configuration APLs

* Resources and Suppart
Cusstiemer Exparisnce krprovement Progras (CEIP): W Participats in CEP

% Refrosh Dsabled Enable
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B G0 tofgies
o [ Pk

S Remmove Roles

ﬂ Festures Summany Help

B Remove Festures

Fiesources and Support Help
Conbiure CEP
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Figure 35 Server Manager

To install SMTP:

1. In the Feature Summary section of Server Manager, select Add
Features. The Select Features window appears, as shown in
Figure 36 on page 80.
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Add Features Wizard [ x]
= Select Features
Clg
Features Select one or more festures to install on this server.
Confirmation Features: Description:
Progress ] Microsoft .NET Framework 3.0
£ LI LPR Port Monitor = combines the power of the JNET
Results @ [ Message Queuing Framework 2.0 APIs with new
[ thitipath 1jo technologies for building applications
] metwork Load Balancing that offer appealing user interfaces,
[] Peer Mame Resohution Probocal m\’:" customers’ personal
: ) . ) ormation, enable seamless
[ Quality Windows Audio Yideo Experience S e o)
[J Remote Assistance provide the abiity to model a range of
[} Remote Differential Compression business processes.

# [ Remote Server Administration Tools (Installed)
[} Removable Storage Manager
] RPC aver HTTP Proxy
| Simple TCP{IP Services

-
# [ SNFF Services
[

| Storage Manager for SANs

[ Subsystesn For UMIX-based Applications

] Telnet Cient

[] Telnet Server -

] TF1P Client

[ wWindows Internal Database

[] windows PowerShel
o B it P bt € 1t =
More shouk Features

s || o> | i | [T ]

Figure 36 Select Features

2. Scroll down in the Select Features window and select SMTP
Server. The Add Features Wizard appears, as shown in Figure 37
on page 80.

Add Features Wizard E3

Add features required for SMTP Server?

7
You cannot install SMTP Server unless the required features are also installed
Features: Description:
= Remote Server Administration Tools Remote Server Administration T gols
B Feahire Administration Tools includes snap-ins alnd command-line tools
fi ! f .
SMTP Server Took or remately managing roles and features,
£ddRequired Features | Cancel |
"\D ‘Why are these features required? 4
Z

Figure 37 Add Features Wizard

3. In the Add Features Wizard, click Add Required Features. The
Select Features window appears, as shown in Figure 38 on
page 81.
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Add Features Wizard [ ]

. — Select Features
Clg
_ Select one of more features to install on this server.

Confirmation

Progress
Results

Features: Description:
L Desktop Experience | e B
[] Failover Clustering yeans,
[] Group Policy Management
[ ] Inkernet Printing Client
] Inkernet Storage Name Server
[] LPR Port Monitor
& [ Message Queuing
L] Multipsth /o
[[] Metwork Load Balancing
[] Peer Mame Resohstion Probocol
] Quality Windows Audio Video Experience
[] Remote Assistance
[ remote Differential Compression
# [ Remote Server Adminéstration Tooks (Installed)
[ ] Removable Storage Manager
["] RPC aver HTTP Proxy
e<FER(IP Services

[] Storage Manager For SANs
[] Subsystern for UNI¥-based Applications El

] Falmas hmnt

More about festures

Select Features—checked

4.

In the Select Features window, click Next. The Confirm
Installation Selections window appears.

From the Confirm Installation Selections window, click Install,
as shown in Figure 39 on page 82.
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Add Features Wizard

= Confirm Installation Selections
gl ]

Features
Ta install the Following roles, role services, or Features, click Install,

Confirmation

o .
(i) 1 infarmational message below
Progress -

Resuilts "\.i\' This server might need to be restarted after the installation completes.

#) Remote Server Administration Tools

Feature Administration Tools
SMTP Server Tools

SMTP Server

Prink, e-mail, or save this information

< Previous lext = Install I Cancel

——

Figure 39 Confirm Installation Selections

After you click Install, a progress bar shows the progress of the
installation, as shown in Figure 40 on page 83.
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B Installation Progress
Ol /o

The Following rales, rols services, or features are being installed:
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Features
Confitmation L .
Remote Server Administration Tools
Progress
= SMTP Server
Results
3 T
Initializing installation, ..
< Breyious Tt > Install Canicel
Figure 40 Installation Progress

When the installation is complete, the Installation Results window
appears, as shown in Figure 41 on page 84.
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Add Features Wizard

11{:'?‘ Installation Results

Features . . .
The Following roles, role services, or features were installed successfully:
Confirmation

Progress ~) Remote Server Administration Tools EC}I' Installation succeeded
The Following Features were installed:
Feature Administration Tools

SMTP Server Tools

SMTP Server (@ Installation succeeded

Print, e-mail, or save the installation repart

< Previous Kext = | Close I Cance|

Figure 41 Installation Results

6. From the Installation Results window, click Close.

The Server Manager window appears, providing an overview of
your server status and current roles and features, as shown in
Figure 42 on page 85.
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Figure 42 Server Manager status

Configuring the
SMTP server

A

This completes the steps for the SMTP server installation. The next
tasks are to configure the SMTP server and the FTP server. The
following sections explain how to do this.

This section explains how to configure SMTP parameters, including
server name, message and session size, domain name, and drop
directory.

IMPORTANT

AFTER the Gateway Client is installed per CSP2100* IIS MUST be
reconfigured to point to
<install_drive>:\EMC\ESRS\Gateway\work\mailroot\Drop and
<install_drive>:\EMC\ESRS\Gateway\work\mailroot\BadMail

To configure the SMTP server:

1. From the Windows Start menu, select Administrative Tools. The
Administrative Tools menu appears.
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2. From the Administrative Tools menu, select Internet
Information Services (IIS) 6.0 Manager, as shown in Figure 43 on
page 86. The IIS 6.0 Manager window appears.

Note: IIS 7.0 uses IIS 6.0 interfaces for SMTP and FTP configuration.

| Cotabyst Control Center
L Extras and Ungrades
L Msctenane

L Meifes

L Startup

4 Back

[Fotat | Mm@ | G severmonsger |75 eg7.p9 - ot

| 2 cosen

Figure 43 IIS 6.0 Manager

3. Rename [SMTP Virtual Server] to ESRS Gateway SMTP Server,
as shown in Figure 44 on page 87. Do not enclose the new folder
name in brackets.
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® Internet Information Services (11S) 6.0 Manager

€9 Fle Action View Window Help | =181

R et A o) s RN 7 Mool L

nternet Information Services

Name
J ESRSSYTGW:  (local computer) E‘-ngaing

H g FTP Sites €7 Current Sessions
R - -
Stop
€ Pause
New L
View L

i New Window from Here

Rename

Export List...

Properties
Help

8 —

|
Figure 44 Rename the folder

4. Right-click ESRS Gateway SMTP Server and select Properties.
The ESRS Gateway SMTP Server Properties window appears.

5. In the ESRS Gateway SMTP Server Properties window, click
Messages.

6. Inthe Messages tab, set the following parameters, as shown in
Figure 45 on page 88:

e Set the message size limit to 15000.
* Set the session size limit to 32000.

7. Click OK to save the parameters.
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ESRS Gateway SMTP Server Properties E E3
General ] Access Messages I Delivery ] LDAP Routing I Security I
Specify the following messaging information.
V¥ Limit message size to (KB}
[V Limit session size to [KB):

¥ Limit number of messages per connection to: 0

148

IV Limit number of recipients per message to:

Send copy of Mon-Delivery Report to:

Badmail directony:
|C:\inelpub\mailrmt\3 admail Browse...

| 0K I Cancel Apply Help

Figure 45 ESRS Gateway SMTP Server Properties

8. In the left pane of the IIS 6.0 Manager window, expand the ESRS
Gateway SMTP Server folder.

9. Click Domains. The default domain appears in the right-hand
pane.

10. Right-click the default domain and select Rename.

11. Rename the default domain to emc.com, as shown in Figure 46 on
page 89.
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JRETE

A EIENEEN 7 Io:

?_g Internet Information Services
= 5 ESR5-5YT-69 (local comput
_J FTP Sites
[ & ESRS Gateway SMTF 5

% Domains

ﬂ Current Sessions

Domaip Kame

v A eme,com

i —

Ei—

Local {Default)

[1 Teem

Rename the default domain

12. Right-click emc.com and select Properties. The Properties

window appears.

13. Modify the install directory (Drop directory) to correspond to
your ESRS installation. For an example, see Figure 47 on page 90.
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emc.com Properties ﬂ E

General I

% EMC. Com

This is the default domain

Dirap directory:
I_C:ilnetpublrnailrooﬂDrop Browse... |

[V Enable drop directany quota

ak. I Cancel | Apply Help

Figure 47 Drop directory example

14. Click OK to save.

This completes the configuration of the SMTP server. The following
section explains how to configure the FIP server.

Configuring the FTP This section explains how to configure the FTP (IPv4) server. The
server procedure is provided here in the following groups of steps:
“Beginning the FTP server configuration” on page 91

“Using the FTP Site Creation Wizard” on page 93

“Continuing the FTP configuration” on page 98

* & o o

“Creating optional site messages” on page 102
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Beginning the FTIP  To configure the FTP server:
server configuration

A IMPORTANT

AFTER the Gateway Client is installed per CSP2100* IIS MUST be
reconfigured to point to
<install_drive>:\EMC\ESRS\Gateway\work\ftproot\

1. From the Start menu, select Administrative Tools. The
Administrative Tools menu appears, as shown in Figure 48 on
page 91.

4 Badck Windows Security
[ bart Serch m (0} a ¥ |
[Fotart | B & | G Server bonoger | 5 Po7.- Pant | 2 cinten

Figure 48 Administrative Tools menu

2. From the Administrative Tools menu, select Internet
Information Services (IIS) 6.0 Manager. The IIS 6.0 Manager
window appears.

Note: IIS 7.0 uses IIS 6.0 interfaces for SMTP and FTP configuration.
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3. In the left pane of the IIS 6.0 Manager window, expand the folder
structure so that the FTP Sites folder is visible.

4. Expand the FTP Sites folder so that Default FTP Site is visible.

5. Right-click Default FTP Site and select Delete. Confirm the
deletion of the file if prompted.

Note: Deleting the default FTP site is an important step. You must delete
the default FTP site before you create the new FTP site.

6. To create the new FTP site, right-click FTP Sites. The FTP Sites
menu appears, as shown in Figure 49 on page 92.

B Internet Information Services (115) 6.0 Manager
€3 Fle Action View Window Help | =181
8 |FHm B HBIZ]> ni
i“_‘, Internet Information Services | Description I Identifier I State I IP address } Port
= 0 WZKBGATEWAYADEL (loca | @ esrs test 1 Running  10.15.109.99 21
B2 i
]
# & ESRS) s
Wiew L4
Mew Window from Here
Refresh
Export List...
Properties
Help
il —] (] | |

|Create new FTP site

FTP Site

7. Click New, then click FTP Site. The welcome screen for the FTP
Site Creation Wizard appears, as shown in Figure 50 on page 93.
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Welcome to the FTP Site
Creation Wizard

This wizard helps you create a new FTP site on this
computer.

To continue, click Next.

Figure 50 Welcome screen

Using the FTP Site  The previous section, “Beginning the FTP server configuration” on
Creation Wizard  page 91, explained how to invoke the FTP Site Creation Wizard. The
following steps explain how to use the wizard to configure an FTP
server:

1.

From the FTP Site Creation Wizard screen, click Next. The FTP
Site Description window appears.

In the FTP Site Description window, type EMC in the
Description: field, as shown in Figure 51 on page 94.
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FTP Site Creation Wizard [ ]

FTP Site Description
Describe the FTF site to help administrators identify it.

Type a description of the FTP site,

Description:

IEMd

< Back I Mest > I Cancel

Figure 51 FTP Site Description

3. Click Next. The IP Address and Port Settings window appears.

4. Inthe IP Address and Port Settings window, enter the following
values as shown in Figure 52 on page 95:

e In the IP address field, select [All Unassigned] in the
drop-down list.

® In the TCP port field, type 21.
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IP Address and Port Settings
Specify an IP address and port getting for the FTF site.

Enter the IP address to uze for this FTP site:

Fi

[l Unazsigned]

Type the TCP port for thiz FTP site [Default = 21];

e

¢ Back I Mext > I

Cancel

Figure 52 IP Address and Port Settings

5. Click Next. The FTP User Isolation window appears.

6. In the FTP User Isolation window, select Isolate users and click
Next, as shown in Figure 53 on page 96. The FTP Site Home

Directory window appears.
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FTP Site Creation Wizard

FTP User Isolation
Restrict FTF uzers to their ovn FTF home directan.

FTF usger izolation prevents ugers from accezsing the FTP home directory of another
uger on this FTP zite.

Important: Because pou cannat change the user izolation option after creating this FTP
zite, you zhould read about FTP user izolation in the 115 product documentation before
choosing an izolation option.

{” Do nat isolate users
[Users can access the FTP home directory of ather users.)

C @ fsnlate nsers )
1 =t be assigned an FTF home directon within the root of thiz FTF site

" |solate users using Active Directory
[Uszers must be aszighed an FTF home directany that iz configurad using their Active
Diirectory user account.

< Back I Nest » I Cancel

Figure 53 FTP User Isolation

7. Inthe FTP Site Home Directory window, browse to the following
path: C:\inetpub\ftproot, as shown in Figure 54 on page 96.

FTP Site Creation Wizard

FTP Site Home Directory
The home directory iz the roat of your FTP content subdirectories.

Enter the path ta pour home directory.

Path:

C:hinetpub®ftproot Browse. .. |

< Back Cancel

Figure 54 FTP Site Home Directory
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8. When you have entered the path, click Next. The FTP Site Access
Permissions window appears.

9. Inthe FTP Site Access Permissions window, select the following
permissions, as shown in Figure 55 on page 97:
* Read

e  Write

FTP Site Creation Wizard

FTP Site Access Permissions
Set the access permissions for this FTP site.

Lllaw the: following permizzions:
¥ Bead

To complete the wizard. click Next.

< Back | Mest > I Cancel

Figure 55 FTP Site Access Permissions

10. After you select the Site Access Permissions, click Next. The

following window appears: You have successfully completed
the FTP Site Creation Wizard.

11. Click Finish.

This completes the initial FTP server setup. However, there are
some additional steps you must take, as described in “Continuing
the FTP configuration” on page 98.
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Continuing the FTP  Now that you have completed the steps within the FTP Site Creation
configuration  wizard, you must take the following steps to continue the FTP
configuration.

1. From the left pane of the Internet Information Services (IIS) 6.0
Manager window, expand the directory structure.

2. From the left-pane directory, right-click EMC, which is the name
of the FTP server that you created in the previous steps.

3. Select Properties from the menu, as shown in Figure 56 on
page 98.

%9 Fle Adion View Window Hep
s 2mXEDc=HEIE][r =@
g Internet Information Services Name [ path

B §HEsRS (local computer)
B _) FTP Sites.

There are no items to show in this view.

[ it [SMTP Vit  ExXplore
<& Domain  OPEN
€ Current

Figure 56 FTP Server menu

The FTP Server Properties window appears, as shown in Figure 57
on page 99.
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FTP Site ]Sect.lity Accounts ] Messages ] Home Directory ] Directory Security I

[~ FTP site identification

[~FTP site connections
" Unlimited
@ Connections limited to: [ too000
Connection timeout {in seconds); 120
¥ Enable lagging
Active log Format:

ESRS FTP Server (Stopped) Properties [ %]

Description:

1P address: [ 10.241.166.69 ~|

ICP port: 21

ESRS FTP Server|

IWSC Extended Log File Format :] Properties...
Current Sessions. .. |

oK I Cancel | Apply | Help |

Figure 57 FTP Site tab

4.

On the FTP site tab assure an IP address is selected (on a
multihomed server this should be the internal network IP
address.

Click Security Accounts. The Security Accounts tab appears.

Clear Allow anonymous connections, as shown in Figure 58 on

page 100.
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.69 ESRS FTP Server (Stopped) Properties E

FTP Site  Security Accounts |Msssagss | Home Directory | Directory Security |

I Allow anonymous connections;

Figure 58 Clear the Allow anonymous connections checkbox

7. Click OK. An IIS 6 Manager message window appears.

8. Inresponse to the question Are you sure you want to continue?,
click Yes, as shown in Figure 59 on page 100.

1156 Manager Ed

The authentication option you have selected results in

l . passwords being transmitted over the network. without data
enciyption. Someone attempting to compromise pour spstem
secunity could use a protocol analyzer to examine user
passwords dunng the authentication process. For more detail
on user authentication, consult the online help.  This waming
does not apply to HT TPS[or SSL) connections.

Are you sure you want to continue?

Figure 59 Authentication option continue
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9. Inthe FTP Server Properties window, click Home Directory. The
Home Directory tab appears.

10. In the Home Directory tab, take the following steps, as shown in
Figure 60 on page 101:

a. Verify that the following checkbox is selected: A directory
located on this computer

b. In the FTP site directory section, verify that the path in Local
path is correct.

c. Inthe FTP site directory section, verify that the following
checkboxes are selected:

- Read
— Write
— Log visits
ESRS FTP Server (Stopped) Properties [ X]

FTP Site I Security Accounts I Messages Home Directory |Directory Security |

The content for this resource i
& directory located on this comnl.t_m,) «“—— Select

" A directory located on another computer

FTPstedrectory
Local path: ( | C:linetpubiftproot ) Browse... |
f-‘.._____-‘-

¥ Read Verify
v write
[V Log visi

—————— Select

 Directory listing style
C UNX®
+ M5-DOS ®

Figure 60 FTP Server Properties—Home Directory

11. (Optional) If you want to create site messages, such as welcome
and exit messages, follow the instructions in “Creating optional
site messages” on page 102.

12. Click OK to save your selections.
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This completes most of the required FTP configuration steps. You can
choose to create FTP site messages, as described in “Creating optional
site messages” on page 102.

Creating optional site  Take the following steps if you want to create optional FTP site
messages  messages, as shown in Figure 61 on page 102.

To create the optional FTP site messages:

1. In the FTP Server Properties window, click Messages. The
Messages tab appears.

2. Inthe Messages tab, type messages in the Banner, Welcome, and
Exit fields.

3. Click OK to save your messages.

For additional information about the Messages tab, click the question
mark icon at the top right corner of the Server Properties window,
and then click within one of the FTP site message fields.

ESRS FTP Server (Stopped) Properties [ X

FTP Site I Security Accounts Messages |H|:me Directory ] Directory Security |

i FTP site messages
Banner:

e lcome

Exit:
| Goodbye!

Maximum connections:

I

Figure 61 FTP Site messages example
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This completes the configuration of your FTP server. Your FTP and
SMTP services should look similar to those shown in Figure 62 on

page 103.
r Internet Information Services (I1S) 6.0 Manager
9 Ble adion Vew window Help =18 ]
e 2mlo= HE
P‘ Internet Information Services Domain Name | Type
= 90 ESRS-SVT-_(localcampute:  eme.com Local (Default)
ESRS FTP Server (Stopped)
5 & [SMTP virtua Server #1]
".k;-, Domains
f; Currenit Sessions
«| | 2]
I
Figure 62 FTP and SMTP services
Restarting the FTP You must execute the following command to restart the SMTP and
and SMTP services FTP services so that your configuration will take effect:

1. Open a command prompt.

2. Execute the command iisreset, as shown in “Internet services
restart” on page 104.

The FTP and SMTP services will restart.
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%+ Administrator: Command Prompt =] E3

C:xUsers™idministrator>iisreset

C=Users*“Administrator>_

Figure 63

Creating required
folders

Starting the FTP and
SMTP services

Internet services restart

After you configure and restart the FTP and SMTP services, you must
create three new folders.

To create the required folders:

1. Navigate to C: \Inetpub\ftproot.
2. Create the following new folders:

* LocalUser\ESRSConfig

e LocalUser\OnAlert

* LocalUser\OnAlert\incoming

You must now start the FTP and SMTP services as described in the
following procedure.

The FTP and SMTP services are set to manual start mode by default.
You can start the services in either of the following two ways.

Starting the service from the IIS 6.0 Manager window
To start the service from the IIS 6.0 Manager window:

1. Click Windows Start, then Administrative Tools > Internet
Information Services (IIS) 6.0 Manager.
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2. Right-click the FTP or STMP service that you want to start.
3. Click Start to start the service, as shown in Figure 64 on page 105.

Starting the service from the Services main window
To start the service from the Services main window:

1. Click Windows Start, then Administrative Tools > Services.
2. Right-click the FTP or STMP service that you want to start.
3. Click Start to start the service, as shown in Figure 65 on page 106.

W Internet Information Services {I15) 6.0 Manager H=] E3
¥3 File Action Wiew ‘Window Help | . =a |

e |rmEc=HEE[r =1

?fg Internet Information Services [armne | Skakus

[ 58 ESRS-SYT-69 (local computer) _3FTP Sites Service is stopped
:;j. FTP Sites 'EXHESRS Gateway SMTP Server Stopped

ERTY o Gateviay SMTP Seww
€ Current Sessions Stop
Pause

(= 3

Mew Window from Here

Renarne
Refresh

Properties

Help

|Start the server | |

Figure 64 Starting the service from IIS 6.0 Manager
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O ]
File  Action Wiew Help
e mlEc=  HE > = un
£ Services (Local) £} Services {Local)
FTP Publishing Service Mame = | Description | Skatus | Startup Type | Log On As | ﬂ
{ELCNG Key Isolation The CNG k... Manual Local System
Stark the service ‘05 COM+ Event System  Supports 5., Started Automatic Lacal Service
“ELCOM+ System Appl... Managest... Manual Local System
Description: 55 Computer Browser Mainkains a... Disabled Local System
Enabiles this server to be a File Transfer G4 Cryptographic Serv... Provides fa... Started Aukoratic Metwork 5.,
Protacal (FTP) server IF this service is {CLDCOM Server Prac...  Providesla...  Started Automatic Local System
stopped, the server cannot Function as A .’:Deskto Wi M Provides D charted Autamati Local Syet
an FTP server, IF this service is disabled, 4% p 'Window M. Provides L. arke ukornatic ocal ystem
any services that explicitly depend on it “ERDHCP Clisnt Registers a... Started Automatic Local Service
willfail to start. “EhDiagnostic Policy Se... The Diagno...  Started Automatic Local Service
‘C1.Diagnostic Service ...  The Diagna... Manual Local Service
‘C1.Diagnostic System ...  The Diagno... Started Manual Lacal System
“CkDistributed Link Tra... Maintainsli... Started Aukomatic Local System
“ChDistributed Transac,.. Coordinate.,. Started Aukormatic (.., Hetwork 5.,
ERDNS Client The DNSCl..,  Started Aukoratic Network 5.,
‘CLExtensible Authenti... The Extens... Manual Local System
#AFTP Publishing ablesthi Manual
‘1 Function Discovery ... Haostp M Manual Local Service
&5 Function Discovery ... Publish Stop Automatic Local Service
CharoupPolicy Client Thesd  [9U5F Automatic Local System
‘ChHealth Key and Cer... Provid Padinz Manual Local System
‘ChHuman Interface 0., Enable hiestart Manual Local System
“ELIIS Admin Service Enable 4 Taske » | Aukomatic Local System
‘CLIKE and AuthIP IPs,., TheIk———— | Automatic Local System
Ok Interactive Service.,, Enchld  Refresh Manual Local System
“EhInternet Connectio...  Provid Properties Disabled Local System LI
Extended A Standard / Hli
|Start service FTP Publishing Service on Local Computer =k |

Figure 65 Starting the service from Services

Enabling the Write
permission for the
FTP service

Because Microsoft Windows does not set the permissions correctly on
the folders in C:\Inetpub\ftproot\LocalUser, you must enable the
Write permission at the LocalUser directory level.

To enable the Write permission at the LocalUser directory level:

1. Right-click the Start menu and select Explore. The Windows
Explorer menu opens.

2. Navigate to the following directory:
C:\Inetpub\ftproot\LocalUser
3. Right-click the LocalUser directory and select Properties, as

shown in Figure 66 on page 107. The LocalUser Properties
window appears.
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shtof e
| B Cinctpub'\ ftproot' Localliser

P\ |} - compuer + LocalDek(C:) ~ netoub = frproot = Localuger - - @
% Fle Edt  Yiew Tooks Help
OrQance: | pocatalyst{TH) Control Conter  (Pr® €3 B

k | =] mstn modiiind [ =] Type |slsea =] Tage
F
weorts Links ECorfig {22010 12:40...  Flle Folder
et 2[Z3[2010 12:40... Fie Folder

Figure 66 Navigate to LocalUser Properties

4. From the LocalUser Properties window, click the Security tab.

5. In the Security Tab, select Users in the Group or user names
section.

6. Click Edit, as shown in Figure 67 on page 108. The Security tab in
the Permissions for LocalUser window appears.
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l LocalUser Properties

| Generall Sharing  Securty | Previous Versionsl Eustomizel
Object name:  C:MinetpubhftprootsLocalll ser

Group or uger names:
62, 5YSTEM
82, Administratars [ESRS-SYT

\Administrators]

|
G2 Tristarlinstallar h
[ | »

To change permizsiong, click Edit. Edit...
Permizsions for Uzers Al Deny
Full contral
Modify

Read & execute
Lizt folder contents
Read

rite:

For special permissions or advanced settings, Advanced
click Advanced. —

\_P_I_I;

Learn about access contol and permissions

ak. I Cancel | Lpply |

Figure 67 Edit Users

7. In the Permissions for Users area of the Security tab:
a. Navigate to the Allow column.
b. Select Write, as shown in Figure 68 on page 109.

c. Click OK to save your selection.
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l Permissions for LocalUser E

Secuiity |
Object name:  CohinetpubhftprootiLocalllser

Giroup or uger names:

82 CREATOR OwWNER

82 5vSTEM

!_‘:7‘ Administrators (ESRS-5YT -E3%Administratars)
R Uszers [ESRS-SWT-E94U zerg]

82, Trustedinstaller

Add. | Bemove |

Permizzions for Users Al Deny
Moy O o -
Read & erecute O
List falder contents O J
Read O

— O -

Learn about sccess contol and permissions

oK. I Cancel | Apply |

Allow Write

This completes the enablement of the Write permission for the FTP
service.

In order to permit incoming communications to the Gateway Server,
you must now configure the firewall settings as discussed in
“Configuring the Windows 2008 firewall settings” on page 110.
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Configuring the Windows 2008 firewall settings

This section explains how to configure the Windows 2008 firewall
settings.

If you are running Windows 2008, you must configure the Windows
Firewall settings to permit incoming communications. Do this by
adding the following ports within the Windows Firewall settings:

o DPassive FTP ports (ports 5400-5413)

o ESRShttps (port 443)

o ESRS Policy Manager, if installed (ports 8090 and 8443)

To add the required ports:

1. Click start > Control Panel > Windows Firewall. The
Windows Firewall window appears.

2. From the Windows Firewall window, click Change Settings, as
shown in Figure 69 on page 110. The Windows Firewall Settings
window appears.

* windows Firewall

"
T;::m Windows Firewall on or windows Firewall
o

Windows Firewall can help prevent hackers or malicious software fram gaining access to your

Allow a program through computer through the Internet or network,

Windaows Firewall

How daes a firewall help protect my camputer?
0 Windows Firewall is helping to protect your computer

Windaws Firewall is on.

Inbound connections that do net have an exception are blocked.

Display a notfication when a program is blacked: Ma

Metwark location: Pubhs netwark

What are network locations?

Figure 69 Windows Firewall—Change settings

3. From the Windows Firewall Settings window, click Exceptions.
The Exceptions tab appears.
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4. In the Exceptions tab, click Add Port, as shown in Figure 70 on
page 111. The Add a Port window appears.

* Windows Firewall Settings E
General Exceptions | Advanced |

Exceptions control howe programs communicate through Windows Firewal, Add &
program or port exception to allow communications through the frewall,

windows Firewal is currently using ssttings for the public network: location,
What are the risks of unblocking a program?

To enable an exception, select s dhedk box:

| Program or port =
MIEITS Peercaching

CIcom+ MNetwork Access

[ Core Hetworking

[ bistributed Transaction Coordinator

FESRS FTP

MAESRS FTP

FAESRS FTP

FAESRS FTR

BAESRS FTP

HAEsRs FTP

HESRS FTP

FESRS FTP

MEsks FTP =]

.\Id:lp[_nwa‘nm Properties I | Delete I
[ Nﬁfmﬁmj’ & NEV program

ok | caee | ap |

Figure 70 Add port

5. Inthe Add a Port window, type the applicable name and port
number in the Name and Port Number fields, and click OK. An
example is shown in Figure 71 on page 112.
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Add a Port E3 |

Use these settings to open a port through Windows Firewall. To find the
port number and protocol, consult the decumentation For the program or
SErvice you wank to use,

Name: | ESRS FTP

Port number: | 5400|

Protocol: o ICP
" UDP

e

Change scope... | OK Cancel

Figure 71 Name and Port number example

6. Repeat this procedure to add the following ESRS ports:

e Passive FIP ports (ports 5400-5413)
e ESRShttps (port 443)
e ESRS Policy Manager, if installed (ports 8090 and 8443)

For an example of a Windows Firewall Settings window that shows
many enabled ESRS FTP ports, refer to Figure 72 on page 113.
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* windows Firewall Settings E3

General Exceptions |Advar~:¢d |

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the Firewal,

‘windowes Firessall is currently using settings for the public network location.
what are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port | ;l
MIESRS FTP

MESRS FTP

MESRS FTP

MIESRS FTR

MIESRS FTP

MIESRS FTP

MIESRS FTP

MESRS FTP

WESRS FTP

MESRS Hitps

MESRS Policy Manager

WESRS Policy Manager

[ File and Printer Sharing |

Add program... Add part... | Properties | Delete |

™ Motify me when Windows Firewall blocks a new program

| 0K I Cancel | Apply |

Figure 72 Inbound ESRS ports example
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Testing the Windows 2008 firewalll

After you configure the firewall settings as explained in “Configuring

the Windows 2008 firewall settings” on page 110, perform the

following tests to check connectivity and functionality:

1. If you have already installed the Gateway Client software, stop
the Gateway and Watchdog services.

2. Ensure that the FTP and SMTP services are running.

3. Run the following tests:

e Test that a device can connect home by FTP, as described in
“Testing FTP server functionality” on page 114.

e Test that a device can connect home via SMTP, as described in
“Testing SMTP from another host” on page 116.

* From a different host, test connectivity to the Policy Manager
if it is installed on a Windows Server 2008 with a browser.

4. After you have finished testing, restart the Watchdog service. The
Watchdog service will automatically start the Gateway Service. It
will also restart the FTP and SMTP services.

5. Proceed with the Gateway Client installation. If a Policy Manager
is installed, you must then configure Windows Firewall to permit
inbound traffic on ports 8090 and 8443.

Testing FTP server The following steps explain how to test that the FTP server is
functionality functioning correctly.

1. Open a command window and FTP to the server’s IP address.

2. Log in using the OnAlert credentials.

3. Verify that user isolation is configured correctly, as described in
“Configuring the FTP server” on page 90.

4. Verify that anonymous connections are not allowed. The correct
configuration is described in “Configuring the FTP server” on
page 90.

5. Verify that you can write a file to the incoming directory:

C:\Users\Administrator\Documents>ftp 10.241.166.69

Connected to 10.241.166.69.

220-Microsoft FTP Service
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220 ESRS Gateway FTP server

User (10.241.166.69: (none)): Onalert
331 Password required for Onalert.
Password:

230-Welcome

230 User Onalert logged in. <<< log on test

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
02-23-10 12:40PM <DIR> incoming

226 Transfer complete.

ftp: 49 bytes received in 0.00Seconds 49000.00Kbytes/sec.
ftp> cd /<<<< Test for User Isolation and No Anonymous
connections.

250 CWD command successful.

ftp> dir

200 PORT command successful.

150 Opening ASCII mode data connection for /bin/ls.
02-23-10 12:40PM <DIR> incoming

<<< Did not go above user’s directory

226 Transfer complete.

ftp: 49 bytes received in 0.00Seconds 49000.00Kbytes/sec.
ftp> quote pasv << Check passive ports.

227 Entering Passive Mode (10,241,166,69,192,254).
<<<<<The passive port is 49406. This will be changed
during code install.

ftp> cd incoming

250 CWD command successful.

ftp> pwd

257 "/incoming" 1s current directory.

ftp> !dir

Volume in drive C has no label.

Volume Serial Number is 5AD2-9404

Directory of C:\Users\Administrator\Documents

02/23/2010 12:53 PM <DIR>
02/23/2010 12:53 PM <DIR> ..
02/23/2010 12:53 PM 18 test.txt
1 File(s) 18 bytes
2 Dir(s) 29,164,433,408 bytes free
ftp> mput te*
mput test.txt? vy
200 PORT command successful.
150 Opening ASCII mode data connection for test.txt.
226 Transfer complete.
ftp: 18 bytes sent in 0.00Seconds 18000.00Kbytes/sec.
ftp> dir
200 PORT command successful.
150 Opening ASCII mode data connection for /bin/ls.
02-23-10 01:23PM 18 test.txt
226 Transfer complete.
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ftp: 49 bytes received in 0.00Seconds 49000.00Kbytes/sec.
ftp> bye
221 Goodbye!

Testing SMTP from The following instructions explain how to test SMTP from another
another host host.

Note: Windows 2008 does not have a Telnet client.

To test SMTP from another host:

1. Enter test commands as shown in the example in Figure 73 on
page 117.
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Command that you enter [bold]
Response that you receive [plain]

telnet ip address 25

220 jerry.lab.pvt.dns Microsoft ESMTP MAIL Service,
Version: 6.0.3790.1830 ready at Thu, 25 Jan 2007
15:20:31 -0500

vrfy onalert

252 2.1.5 Cannot VRFY user, but will take message for
<onalert@emc.com>

helo

250 jerry.lab.pvt.dns Hello [192.1.7.203]
mail from:esrs@emc.com

250 2.1.0 esrs@emc.com....Sender OK

rcpt to:onalert@emc.com

250 2.1.5 onalert@emc.com

data

354 Start mail input; end with <CRLF>.<CRLF>
subject:testemailserver<CR>

This is a test of the email server<CR>
.<CR>

250 2.6.0

<JERRYexICnDANUbr6TU00000001@jerry.lab.pvt.dns> Queued
mail for delivery

Figure 73 E-mail server test
2. Return to the directory:
C:\Inetpub\mailroot\drop
3. Right-click a message file in the directory. ¢
4. Select Open with > Notepad. The e-mail message opens.

5. Review the e-mail message, as shown in Figure 74 on page 118.
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Email
B M3af40601c740bf00000D01.emi - Notepad [_[O] =]
File Edit Format Wiew Help
X-SENCEer: sender@example.com =
x-receivar: onalert@emc.com
received: from ([192.1.7.203]) by .lab.pvt.dns with microsoft SMTPSVC(S. 0.3790.1830);
Thu, 25 Jan 2007 15:32:09 -us500
subject:testemailserver
From: esrs@emc.com
BCC:
Return-Path;
Message-ID: < exICnDduubraTuO0000001E _ . lab.pvt.dns>
<-originalarrivalTime: 25 Jan 2007 20:32:38.0050 (UTC) FILETIME=[F4522C60:01C7408F]
Date: 23 Jan 2007 15:32:38 -0500
This is a test of thel email serwer
K| oz

Figure 74 E-mail server test

6. Close the email.
7. Delete the email from the directory.

This completes this test.
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How to configure OS (lIS, FTP and SMTP, and Windows Firewall
with Advanced Security) on Windows 2008 R2

This process will configure Windows 2008 R2 (IIS 7.5) or Windows
2008 R1 with IIS 7.5 FTP Add-in.

Create Users 1. Create ESRS user accounts and set passwords:

a. Windows 2008 by default enforces complex password rules.
The ESRS user accounts (Onalert & ESRSConfig) do NOT
conform to the complex password requirements. In order to
support Legacy devices that do not permit reconfiguration of
ConnectEMC or SWDialer or have the default values hard
coded you must reset Local Security Policy to not enforce
password complexity rules during the creation of these Local
Accounts. After the passwords have been set you can revert to
the default Local Security Settings.

Note: SDOU Policies may not permit this action if the Server is joined
to a Domain.

b. From the Start menu, point to Administrative Tools and click
Local Security Policy.
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d. Select Disable. Click Apply then OK. Close the Local Security
Setting box.

ity Policy
Fe  Adun Ve el
e el ARIEY] 7 Il
B [T oy v oy -
= T scconrt Poicies [Enforts pansmerd hubary

§ gl Actourt Lokt Polcy
o e
=3 Wirdoes Frewal meh Adanced tecurty | 2
- Netvork Lt Manager Poloes —— seversbie
* Publc ey Poloes. e -

Softesare Bastriction Poboe:
5 ) 1P Securay Pobcis on Locl Computer

e. Right-click on My Computer and select Manage.
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0, 241.166.69 - R

f. Expand the Configuration selection, and select Local Users
and Groups. Click on the Users folder.
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g. Right click and create the Onalert and ESRSConfig users, and
set the default passwords.

#%10.241.166.69 - Remote Desktop
e ——

K Server Manager

S Jerver Manager (ERS5VIGw-65) TR L)
© 3 Rokes
2 [ Ful Name Description
B administrator Bulkn account for admiristering b
2ot Bultn account for Guest access to
Bultn account for anonymous e

B0SR FSRSS... Internet Gusst Account

i Wt Cotral
=1 B Locel Users and Groups
Users

Grogs
+ 1 Soeee

h. Uncheck User must change password at next logon.
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10.241.166.69 - Remote Desktop
v deskop.

G Secvices
) ¥ Control
= & Local Users and Grows
Users

Groups.
) 8 storage

i. Check Password never expires and User can not change
password.

Remote Desktop

File  Ation View Heb
9| 7mlc (s Blm

[l Aalloflie BT IU i _
T Server Manager (ESRSSVIGW-59) ] Actions
& [} Roles [ sew User [ 21x] Users
# Fostures T‘
® Y More Actions

=
% Usename: [t [
&1

-
name: Ora=
© P wirdows Frevd veh Adve (] I
2 Services
- escrplion
i v Corol = I
= B Local Users snd Groups

Users teesecasen

Grops Pazzveord
@ [ storece Cofmponmeed  [ssessssses
I .
F User camot change passwond
¥ Passyeond nver upies
™ Accountis drapled

e |
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j. Click Close and then close the Server Manager.

Dstart] | Do @ U S won

S monds

< i |

k. To Re-enable Default Complex Password Requirement, go to
Start > Administrative Tools > Local Security Policy.
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#310.241.166.69 - Remote Desktop
admiri ini

g . Terminal Services

. Companent Services

& Computer Management
= Data Sources (ODBC)
= & Event viewer

L, Server Manager

3 €3 Internet Information Services (115) 6.0 Manager
(RS ( = é Internet InFormation Services Eus; Manager :
(@ Trtermet Explorer T & [5CST Inkiator
5 indows Update Administrator
| Hotepad [Fe and rodfy Tocalsecurity poley, such as user rights and

B indows Explorer EIaERS @ policies.

3 Intermet Information Services (I15) 6.0 Ma... B Secuity Configuraton Wizerd

@I Y |Zs, server Manager

&5 Internet Information Services (115} Manager % 5 B

- ", Services

() Ease of Access Center Hetwork J

& ‘sz Share and Storage Management:
[ ) | Storage Explorer

Systam Configuration

Default Programs. (%) Task Scheduler

@ Windows Firewall with Advanced Security
& Windows server Backup

Frinters
Help and Support
Run,

> alPrograms windows Securiy

[seert search 2] a

2. Go to Account Policy > Password Policy.
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#310.241.166.69 - Remote Desktop

Ele Aton Wew b
Y S lIE fo
[ secumy settrs -
= A Account Pobons Erforce password history
Password Polcy Mavmum passvecrd age
3 ) Accourt Lodiout Poey Mo pasaword sge

& J oca pokoes Mrurm pasaword kergth

5 | Windons Fremal vath Advanced securty | B, SR TR L
2] et it Maragee poke Store passwords usng reversbie

© T Publ Key Pokcies

% ] Sotware Restriton Poses

o 8 © Secrty oces on Local Conputer

Fle Acton Vien Hel

I EIEIE
i Security Settings

& [ Account Policies
] Password Policy
" account Lockout Paicy
3 Local Paities
@ | windows Frewall with Advanced Securicy
] nietwork List Manager Palicies
" Puble Key Policies
| Software Restriction Policies
1 {8, TP Security Polcies on Local Computer @
 Disabled

Enforce password history 0 passwords rer

s password age 42 days Laeal Secuily Seling | Expain |
[Minimum password age 0dsys
Minimum password length 0 characters
[ilPasswiord must mest complexiey ... Disabled
[]store passuords using reversble ... Disabled

[

Password must meet complesity requirements

Cancel Aoy
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4. Select Enable. Click Apply then OK.
5. Close the Local Security Setting box.

#310.241.166.69 - Remote Desktop,
[ Local Security Palicy
File  Action i
*= [Fm(XE =3
[N Security Settings Policy_~

£ [ Account Policies

[ Security Setting
[Tenforce password histary 0 passwords remem

% Password Policy L] Maxirnum password ags 42 days
L ]Minimum password age 0 days

Account Lockout Policy
Local Policies 0 characters
"~ windows Frewal with Advanced Security
] etwork List manager Policies Disabied
| Public Key Policies
| Software Restriction Policies
IP Security Policies on Local Computer

6. Configuration is complete.

Install 1IS and FTP This section describes how to install IIS and FTP, and add the SMTP
and add the SMTP feature.

Feature
1. Configure Windows Firewall both inbound and outbound for
ESRS Use (Including rules for Policy Manager if Collocated)

2. Open Windows Firewall with Advanced Security (

Start\ Administrative Tools\ Windows Firewall with Advanced
Security)
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Remote Desktop Services
Component Services

- Computer Management
Data Sources (ODEC)
Event Viewer
Interet Information Services (IIS) 6.0 Manager
Internet Information Services (11S) Manager
ISCS1 Initiator
Local Security Poiicy.
Performance Moritor

B Command Prompt
| Notepad

& mtemet Explorer
=5 Local Security Policy

Administrator
; Services. Security Configuration Wizard
Documents Server Manager
Services
e & Share and Storage Management
Netwrork Storage Explorer
System Configuration
Control Panel

Devices and Printers. Windor

[T —
|Configure poiicies that pravide enhanced netwark security for
Windows fwindows computers.

Windows Server Backup

» Al Programs

[ sesrch programs and fies

o =

(8 Shut down | ¥

3. In the left pane, select Inbound Rules.

dows

irewall with Advanced Security -0 x|

Ble Acton Vew Hep
e zml= 1 __ |
= = g | A
B Connecton Secuity Rules [ @ tchfee Framenork Service Public Vs Alow M| 3 e Rue...
18, Morstzrng McAfee Framenork Service Domain ~ Yes Mow M
McAfee Framenork Service Private  Yes Miow || Fiterby Profie 4
McAfee Framenork Service Doman  ves dow || 7 Fiter by state »
McAfee Framenork Service Public Vs Mow N
McAfee Framenork Service Private  Yes Mow  n | Fiter by Grow 4
@ sranchcache . (TP BranchCache -C Al o Mow M view »
(@ 5ranchCache Hosted Cache Server (HTTP-n)  BranchCache - Hosted Cache ... Al No. Mow N
@ 5ranchCache Peer Discovery (WSD-In) BranchCache - Peer Discovery... Al Ho Mow  n [ G Refresh
COM+ Network Access (DCOM-In) COM + Network Access Al o Mow N ||[E Bwortuist,
COM+Remote Administration (DCOM-In) ~ COM+ Remote Adminstraton Al o ow || G e
(@ Core Networking - Destination Unreachable (... Core Netnerking al Yes Mow M
@ Core Networking - Destination Unreachable ... Core Netwarking Al ves Mow N
Core Networking - Dynamic Host Configurati... Core Netwerking Al Yes Mow e
Core Networking -Dynamic Host Configurati... Core Netnorking al Yes Mow N
(@ Core Networking - Internet Group Managem...  Core Netnerking al ves Mow M
(@ Core Networking - IPHTTPS (TCP-In) Core Networking A Ves Mow N
Core Networking - Pv6 (Pue-In) Core Networking A ves Mow N
Core Networking -Multcast Listener Done (L. Core Netnorking al Yes Mow N
(@ Core Networking - Multicast Listener Query (.. Core Netnerking al ves Mow M
(@ Core Networking - Multicast Listener Report ... Core Netwarking Al ves Mow N
Core Netwrking - Multcast Listener Report .. Core Networking A ves Mow N
Core Networking - Neighbor Discovery Adve... Core Networking A Yes Mow N
(@ Core Networking - Neighbor Discovery Solit,.. Core Netnerking al ves Mow N
(@ Core Networking - Packet Too Big (ICMPVE-In)  Core Netwarking al ves Mlow N
Core Netuarking - Parameter Problem (ICMP... Cors Netnorking Al ves Mow N
Core Networking -Router Advertisement (IC... Core Networking A Yes Mow M
(@ Core Networking - Reuter Seicitation (ICHP...  Core Netnerking al ves Mow N
@ core Networking - Teredo (UDP-In) Core Networking Al ves Mlow N
Core Netuworking - Tme Exceeded (ICMPV6-In)  Core Networking Al ves Mow N
DFS Management (DCOM-In) DFS Management Al Yes Mow N
DFS Management (SMB-In) DFS Management al Yes Mow M
DFS Management (TCP-In) DFS Management Al ves Mlow N
DFS Management (WMI-In) DFS Management Al ves Mow  Newl
q [ D
[
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4. Intheright pane, click New Rule, and when the window appears
select Port.

I Windows Server 2008 R2 x64 - Yware Workstation

Fle Edt Vew UM Team Windows Hep

nhre  BaGR OEE0 BEE: @8
[ Windows Server 2008 RZ .. %

* Windows Firewall with Advanced Security

Fle Acon Vew Help

es | >ml=H
Virdors Fireanl ot canced = RRPYR

PR e tmbound ruteWizard <~
Outbour
L. Connect

B, Monitorit Select the type of firewsll nule to create.

Actions
TInbound Rules

W NewRue...
W Filter by Profile

Rule Type

)
Steps: T Fiter by State )
P— What type of e wouid you ke to create? T Fiter by Group I
@ Protocol and Ports vien )
@ Action © Prooram &) Refresn
Ty Rue that cortrols connections for a program B Seotiist
@ Name * Port Help
Rule that controls connections for a TCP or UDP port
 Predefined:
BronchCache -Contert Reteval (Uses FITTP) =
Rule that controls connections for a Windows experience.
© Custom
Custom e

Leam more about rule types.

PR | e |

(2
| NP3

L o vr=car—w—

5. Click Next.
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* Mew Inbound Rule Wizard x|
Protocol and Ports

Specify the protocols and ports to which this rule applies

Steps-

@ Rule Type Does this nule apply to TCP or UDP?
. Protocol and Ports @ ICP

@ Action  UDP

@ Profile

@ MName

Does this rule apply to all local ports or specific local ports?

Al local ports
= Specific local ports: [5400-5413
Example: 80, 443, 5000-5010

Leam more about protocol and ports

<Back || Ned> Cancel

6. Fill in the Passive Port Range for ESRS FITP Gateway (5400-5413),
and click Next.
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* New Inbound Rule Wizard x|

Action

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:

» Rule Type What action should be taken when a connection matches the specified condtions?

@ FProtocol and Ports

i+ Allow the conneclion
() G This includes connections that are protected with |Psec as well as those are not.
@ Profile
9 " Allow the connection if it is secure

i This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and nules in the Connection Security
Rule node

Custo)

i~ Block the connection

Leam more about actions

<Back [ mets Cancel

7. Select Allow the connection if it is secure, and click Next.

lew Inbound Rule Wizard
Profile
Specify the profiles for which this rule appliss

Steps:

@ Rule Type ‘When does this rule apply?

@ Protocol and Ports

@ Action ¥ Domain

oy Applies when a computer is connected to its corporate domain.
@ Mame W Private

Applies when a computer is connected to a private network location

W Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back [ New> Cancel
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8. Accept the defaults, and click Next.

* New Inbound Rule Wizard x|

Name

Specify the name and description of this nule

Steps:
@ Rule Type

@ Protocol and Ports

@ Action

@ Profil Nams:

= IESRS Passive Ports { Inbound)

Name
Description (optional):
Inbound Rule for ESRS Pasive ports { 5400-5413 tep)

<Back [ Bnsh | cancel

9. Fill in the description, and click Finish.

Note: Repeat this Inbound rules process for Policy Manager HTTP (port 8090
tep) and Policy Manager HTTPS (port 8443 tcp) if Policy Manger is
collocated.

10. The inbound rules should look like the following:
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‘Windows Firewal Advanced Security =]

File Acton View Help ‘
@8 s[m=EE

ool T T e

%5 Connection Security Rules \ 3 New Rule,

B, Monitoring B S = -t T Fiter by Profie N
(@ Mcafee Framework Service ¥ Filter by State »
(@ Mcafee Framework Service
(@ Mcafee Framework Service private  Yes Alow  n || Fiterby Group 4
(@) Mcafee Framework Service public  Yes Alow N View 3
(@ Mcfee Framework Service
() McAfee Framework Service Refresh
@ sranchcache C {HTTP-In) BranchCache - C Al No Allow ¢ ExportList...
@ sranchCache Hosted Cache Server (HTTR-In)  BranchCache -Hosted Cache ... Al No Alow N Tale
@ 5ranchcache Peer Discovery (WSD-In) BranchCache -Peer Discovery... Al No Allow Ne
. COM+ Network Access (DCOM-In) COM+ Network Access Al No Allow Ne
.CONH»REH’\ME Administration (DCOM-In} COM+ Remote Administration Al No Allow Ne
(@ core Networking - Destnation Unreachable (... Core Networking al Yes Mlow N || DisableRue
(8 core Networking - Destination Unreachable ... Care Networking Al Yes Aow N | ¥ cut
(@ Core Networking - Dynamic Host Configurati... ~ Core Netnorking Al Yes Aow Mo g
(@ Core Networking - Dynamic Host Configurati...  Care Networking Al Yes Alow N =) Cony
(@ core Networking - Internet Group Managem... Care Networking Al Yes alow  ne | 9K Delete
(8 core Networking - IPHTTPS (TCP-In) Core Networking Al Yes Allow Ne Hep
@Care Networking - IPvé (IPv6-In) Core Networking Al Yes Allow Ne
(@) Core Networking - Multicast Listener Done (L., Core Networking Al Yes Alow R
(@) core Networking - Multicast Listener Query (... Core Networking Al Yes Allow Ne
(@) Core Networking - Multicast Listener Report ... Care Networking Al Yes Allow Ne
{8 Core Networking - Multicast Listener Report ... Care Networking Al Ves Alow N
(@) Core Networking - Neighbor Discovery Adve... Core Networking Al Yes Alow R
(@) core Networking - Neighbor Discovery Solicit... Core Networking Al Yes Allow Ne
(@) Core Networking - Packet Too Big (ICMPv6-In)  Care Networking Al Yes Alow e
(8 Core Networking - Parameter Problem (ICMP... Care Networking Al Ves Alow N
(@) Core Networking - Router Advertisement (IC... Core Networking Al Yes Alow R
(@ core Networking - Router Solicitation (ICMP... Core Networking Al Yes Allow Ne
(@) core Networking - Teredo (UDP-In) Core Networking Al Yes Alow e
@Cnre Networking - Time Exceeded (ICMPv6-In)  Core Networking Al Yes Allow Ne
@DFS Management (DCOM-In) DFS Management Al Yes Allow New

< < | _>|_I
I

11. In the Inbound rules, disable default FTP Server Passive (FTP
Passive Traffic-In).

Windows Firewall with Advanced Securs -10] x|

File Action View Help
P EEN 1
P vircons Fenal i Advanceds
Inbound Rules

Inbound Rules
bl ks e Gowp - Profie | Enabled | Action
(1@ core Networking - Router Solctation (ICMP.... . Core Netorking Al Yes Alow

Ky Connection Security Rules @ NewRule
%, Monitoring Core Networking - Teredo (UDP-In) Core Netorking Al Yes Alow N

Core Networking - Time Exceeded (ICMPv6-In) Core Networking Al Yes Allow N |7 Fiterby Profie >
DFS Management (DCOM-In) DFS Management Al Yes Alow N | Fiter by State »
IDFS Management (SMB-In) DFS Management Al Yes Alow N
DFS Management (TCP-In) DFS Management Al Yes Mow |7 Flerbysrop 4
DFS Management (WMI-In) DFS Management Al Yes Alow N View 3

@ Distributed Transaction Coordinator (RPC)  Distributed Transaction Coordi... Al o Aow N |

(@ Distributed Transaction Coordinator (RPC-EP... Distributed Transaction Coordi.. Al o Aow N | ©

@ istrbuted Transaction Coordinator (TCP-In)  Distributed Transaction Coord... Al o Alow N q|[3 Bwortlist.
File and Printer Sharing (Echo Request -ICM... File and Printer Sharing Al o Alow N e
File and Printer Sharing (Echo Request -1CM... File and Printer Sharing Al o Allow N
File and Printer Sharing (LLMNR-D-In) Fie and Printer Sharing Al o Alow N
Fie and Printer Sharing (VE-Datagram-In) il and Printer Sharing Al o Alow N
File and Printer Sharing (NB-Name 1) File and Printer Sharing Al No Alow N Enzble Rule
File and Printer Sharing (NE-Session In) Fle and Printer Sharing Al o Alow N cut
Fie and Printer Sharing (SME1In) Fle and Printer Sharing Al no Alow N [
Fie and Printer Sharing (Spadler Service -RPC) File and Printer Sharing Al o Alow N
File and Printer Sharing (Spacler Service -R... File and Printer Sharing i

E@FTP Server (FTP Traffic-In) FTP Server Properties

(@FTP Server Seaure (FTP SSL TrafficIn) FTP Server al Yes Alow N Help

@)isCst service (1CP-In) ISCSI Service al No Alow N
ey Management Service (TCP-In) Key Management Service Al o Alow N
Netiogon Service (NP-In) Netiogon Service Al o Alow N
Network Discovery (LLMNR-UDP -In) Network Discovery Al o Alow N
Network Discovery (N-Datagram-In) Network Discovery Al o Alow N
Network Discavery (NB-Name-In) Netwrk Discavary Al no Alow M
Netark Discavery (Pub-WSD-In) Netwark Discavery Al o Alow N
Netnark Discavery (S50P-In) Netwark Discavery Al o Alow N
Network Discovery (UPnP-In) Network Discovery Al o Alow N
Netnork Discovery (WSD Events-Tn) Network Discovery Al o Alow N
Network Discovery (WSD EventsSecure-In)  Network Discovery Al o Hlow N
Netnork Discovery (WsD-In) Network Discovery Al o Allow _Nij

< | ‘ »

(Copies the current selection. [

EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide



12. Create an Outbound Passive Ports rule for ESRS by selecting
Outbound in the left panel and follow the same process as above
using the Outbound Rules wizard. Make sure to set Connection
as Allowed.

* Mew Outbound Rule Wizard x|
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports
< Allow the connection

@ Adtion This includes connections that are protected with [Psec as well as those are not.
@ Profile

£ Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

Customize...

" Block the connection

Leam more about actions

<Back || Ned> Cancd

13. When completed, the Outbound rule should be as follows:
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_. g
—Eﬁ

5 1, Horswrng @ ErorchCache Contert Retrieval (TTP-Out)  BranchCache - Contert Rate... Al ) Mew B
Clent (HTTP- " ™ adow 5 || T FterbyProfie 3
BranchCach ATTP-Out) . - o sow 0| T phe by state »
per Descorvery J BranchCache - Peer Dscovery... Al L Alerw -
Core Hetworking - DS (0P -Out) Care Networking u Tes How || T Prtvoos Ls
= v onfigurat... - Tes Al L Wirw L]
4 5 u tes Mow
= ¥ (LSASS-Out) Doman  Tes aow %l S Refeh
€ Cove e triong - Group Pokcy (9-Out) Core Netwering Domasin  Yes Mow 5 |4 Boertust.
~Groug Policy (TCP-Out) Core Networkng Doman  Tes Aow L Heb
= - Tes Mow %
80 Cors Ntariang - IPHTTRS (TP Out) Core Netweriing - Yes Mow %
Bvé (18 - Tes Mow B
= Done (L. u Tes Mow | || DusbleRue
€0 Core Hanteriing - Multicast Listersr Query (... Core Netwarisng A tes Mow |l & oa
© Repart ... - Tes ow M =
Core Hetworking - Multcast Listener Report ... Core Networkng u ves aow a0 | F
80 Core abuerking - Masghbor Discovry Adve... Core Netwariing a ves alow  a || B Delere
‘Core Metworking - Hesghbor Discovery Solot... Core Networking - Tes aow M T Propertes
Core Mebwarking - Packet Too Bg (IEMPVS-...  Core Netwariang u ves [T =
~Pacamater u Yes wow  a |H ree
= ~Auter - Tes Mow M
€ Cove e tweriing - Router Sobatation (IOWP...  Cove Netwariang a ves Mew M
- A Yes Ao L]
= - DO, - Tes Mow M
(TCP-Cut) Distrbuted Tearsacsen Cooeds.. Al e Mew %
Fie ter Sharng .. Fie and Printer Sharing I " ow b
Fie and Privter Sharing ... File and Printer Sharng u o Mow M
Fig and Privter Sharing (UMNRLADPOut) e and Printer Sharing - o Aow %
e s Sharng (W-Datagram-Out]  Fie and Printer Sharng - Mo aow 5
Fie Sharing Fle and Printer Shareg u o Mow 5
Fie and Privter Sharng 08-Session-Out) File and Printer Sharng L L) Alow 5
Fle rier Sharng {SVE-Cut) Fie and Printer Sharing a o adow 5w
< | ) £ | _l'I

14. Close the Windows Firewall with Advanced Security window.

FTP Configuration To configure FTP (IIS 7.5) for Windows 2008 R2:

(1S 7.5) for Windows
2008 R2 1. Open the Server Manager.
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E., Server Manager
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=1oj x|

L e 2 Reairil N 7|

@@ [qj ¥ WIN-IASSUKQTSKT

eé! WIN-TASQUKQTSKT Home

Filter: | Bfice - (Fhshow al | Group by:

Application Pools
Sites
& Default Web Sitd

FTP
»- { If Ij’-‘-

1Fe)
FTP FTP

Authentication Authorizati...

=

FTP IPv4
Address a...
) &
e Gl
FTP SSL FTP User
Settings Isolation
ns

E

FTP Directory ~ FTP Firewall

Browsing Support
B ="

Filtering

FTP Logging FTP Messages FTP Request

| = | Features view |\ = Content View

Bty

@ Help

Manage Server
Restart

Start

Stop

View Application Poals
View Sites

Online Help

£y

Computer

Refresh
Remove Connection
Add Web Site.

> | start
Stop

“3! WIN-TASOUKQTSKT Home

Filter: i - Gshowar |Growpby:

FTP Directary
Browsing

Authorizati...

@ AddFTPSte...

FTPLoggng FTP Messages

Rename

% Switch to Content View

e

FTP sl
Settings

FTP User
Isolation

FTP Firewall

o=
PP Request
Fitering

»f [EFeatures view | Content View

Manage Server
© Restart

start

Stop

View Application Pools

View Sites

@ rep

Online Help

Lrstart| |2, server Manager =

3. Inthe Add FIP Site box, type ESRS FTP Site.

Dl m 2omm
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E. server Manager

|| % &
_ 0 Site Information

e —
B

5+ Win-1assur "thmtﬂredmv— Select the physical path for the new FTP site.

2
12 Applicat )
I8 Joy physical path: o

€D Defe

=)0 inetpub
| adminscripts

© U sterr
oo
. history
| logs
. mailroot
. temp
o wwnroot
e

Make New Folder |

Previous

el »{ [EFeatures view |\ Content View

Oistart| [ servertanager | & o, 5D g @ [© B izaiem B

4. In the Physical Path field, click the browse button and select
C: \inetpub\ftproot.
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Add FTP Site 21|

@ Site Information

ETP site name:
|ESRS FTP Site

Content Directory
Physical path:

IC ‘\inetpubiftproot m

Brevious | Next | Eimish Cancel

5. In the IP Address field, assign an IP address.
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Add FTP Site

@ ginding and SSL Settings

2]

—Binding
Port:

= [

Wirtual Host {example:

" start FTP site automatically

—s5L
% NossL

 Allow 55L

™ Reguire 551
S5L Certificate:

INot Selected

Previous

Mext

Einish

Cancel

6. Continue as follows:
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Add FTP Site : 2l

@ Binding and SSL Settings

—Binding
IP Address:

Port:

= r

| Enable Virtual Host Names:
Virtual Host (example: ftp.contoso.com):

" Start FTP site automatically

—ssL
% NosSL

€ Allow s5L

' Require 551
SSL Certificate:

Mot Selected j View, ., |
Previous | Mext I Enish | Cancel

7. Click Next.
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Add FTP Site 21xl

q Authentication and Authorization Information

— Authentication

ul Anonymous
v Basic

— Authorization

Allow agcess tor

Specified users j
Mot Selected

All users

AI‘IOHYI‘HOUS users

Spedcified roles or user groups

Read
| Write

Previous | Text I Eirish | Cancel |

8. In the Authentication box, select Basic. Allow access to Specified
users, and click Next.

m EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide



Gateway Client Server Preparation

Add FTP Site 21 x|

“ Authentication and Authorization Information

— Authentication

ul Anonymous

v Basic

— Authorization

Allow access to:

ISpeciﬁed roles or user groups j

Ionalert,esrsconﬁg

Permissions

¥ Read
v wirite

Previous | Mext | Finish I Cancel |

9. Select Specified roles or user groups, and add onalert, esrsconfig.

10. Click Finish. Configuration is complete.

Create Directory To create the directory structure:
Structure
1. With Windows Explorer, create both:

e C:\Inetpub\ftproot\localuser\Onalert\Incoming
¢ C:\Inetpub\ftproot\localuser \ESRSConfig directories.
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lUser\Onalert

=lolx|

etpub - ftproot - LocalUser + Onalert ~

23 [ search onslert

Eile Edit View Tools Help

Organize = ., Open Indudeinlfbrary =  Share with =

5| Documents 2l Name -

Burn  New folder

| pate modifie

J’ Music

[ Pictures
B videos

=11% Computer

Local Disk (C:)

B SRecyde.Bin
3 Documents and €

|, Downloads
= inetpub
AdminScripts

|| custerr
=L fproot
= ) LocalUser

ESRSConfi—
alert

4 Incoming
history
logs
. mailroot

. temp
| wwwroot 7
Incoming Date modified: 3/20/2011 12:47 PM
' File folder

2. Continue as follows:

Fle Action View Hep

e |nE|

ternet Inform:

©_E) [@ } WINIASSUKQTSKT » Sites b ESRSFTPSite b

bl = NS 2N

- Start Page

Filter:

0 ESRS FTP Site Home

T G - % Show All | Group by:

-5 WIN-IASSUKGTSKT (WD
+-- |2} Application Paols
E-&] Sites

FTP

€ Default Web sitd Di ?L

%) ESRS FTP Site i
FTP FP

. e

FTP Firewall FTP IPv4

Authentication Authorizati...

Support Address a...

"
g
FTP Current  FTP Directory
Sessions Browsing

FTP Lt

= 0 &7 _
FT )
FTP Request FTP S50 FTP User
Filtering Settings Isolation
Mananement [ |
4 | v [[E]Features view |, Content View

Open Festure
) Explore
Edit Permissions...
Edit Site
Bindings...
|:| Basic Settings...
View Applications
Wiew Virtual Directories
Manage FTP Site
Restart
Start
Stop
Advanced Setting:

@ Help

Online Help
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Gateway Client Server Preparation

3. Click FTP Messages.

o I=E

Fle Acton View Help

== m |

@ € » WINIASSUKQTSKT P Sites b ESRSFTP Site b | s @ -

FTP Messages _
EEIE @ B ol
g Start Page ¥ Show detalled messages for lacal requests = 5k cancel
B85 WIN-IASSUKQTSKT (W
(55 Applcation Pools @ rep
E1-[a] Sites Message Text Online Help
@ Default Web Sitd] B
.48 ESRS FTP Site
Authorized Users Only
Welcome:
Welcome to ESRS Gateway FTP Site
Exit:
Thanks You
Goodbye
| I _>l_I
4 [ +1 [E]Features view |\ = Content View

4. Go to the ESRS FTP Site Home:

=loi|
File Action View Help
Lol ARa Rl 7|

Internet Info Services (IIS) Manager

= ESRS FTP Site Home
€- 178 Open Feature
W5 start Page =
593 WIN-TASSUKQTSKT (W Filter: | o ~ show Al | Groupby: _ || # Explore
2} Application Pools FTP 7 Edit Permissions. ..
Sites - Edit Site
€D Default Web Sitd T, iz e,
&%) ESRS FTP Site () S indings. ..
FTP FTP FTP Current  FTP Directory [=] Basic settings...
Authentication Authorizati...  Sessions Browsing e
view Applications
U " View Virtual Directories
e FTe ——————————————
o)
FTPFirewal  FTRIPv4  FTPLogging FTP Messages Manage FTP Site >
Support  Address a... R
=" 0 Start
= N
G FTP) Stop
FTP Request FTP 551 Configure isolation settings for FTP sessions —
Filtering Settings Advanced Settings...
@ Hebp
Mananement E Online Help
Bl | v [EllFeatures view |\ Content View

5. Click FTP User Isolation.
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=10l x|

&%) » WINIASSUKQTSKT » Sites b ESRSFTP Site b I‘b s e -

0 FTP User Isolation

€- |z 8 o
FTP user isolation prevents users from accessing the FTP home directory of Ex cancel
another user on this FTP site. ® o
Sites Online Help

Da not isolate users. Start users in:
D Defeult Web Site]
&% ESRS FTP Site & B ot direciory

" User name directory

Isolate users. Restrict users to the following directory:
" Usernamedirectory (disable global virtual directories)
€ Username physical directory (znable global virtual directories)
€ FTP home directory configured in Active Directory

Set...

€ Custom

4 | w1 [EIFeatures view

6. Select User name directory.

JS1=IE

Fle Acton View Help
| @ H

Internet Information Services (IIS) Manager
% [@ » WINIASOUKQTSKT * Sites P ESRSFIPSite *

@ FTP User Isolation

€ -7 |8
qﬂ R FTP isolati its fre ing the FTP he directory of
q- T user isolation prevents users from accessing the ome directory o
B R VINIASSUKQTSKT (I | oo ger on ths FTP ste.
“%f Application Pools

B-[8] Sites

® The changes have been
successfully saved.

B Apply
i1 Default Web Site] Bk cancel

Do not isolate users, Start users in:

%) ESRS FTP Site € ETP root directory -
@ iHein!

) User name directory Online Hel
rline Help

Isolate users, Restrict users to the following directory:
& Usernamedirectory (disable globalvirtual directories)
¢ Username physical directory (enable global virtual directories)
¢ FTP home directory configured in Active Directory

Set...

& Custom

ontent View

Bl | w1 [ = Features view

7. Go to the Server level.
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E, Server Manager ;lglll

Fle Action Vew Help

e | 5=

@_¢.) [‘j » WIN-IASSUKGTSKT
e? WIN-IASSUKQTSKT Home
b

Manage Server
-4 Start Page 2 Restart
- S Filter: + [(0ce - show Al | Group by: s by
B9 er-JL.]TI- (W L) & | = b start
I ication Pocls FTP -
1.8 8 stop
=-&] Sites .
€ Default web site piy : View Application Poals
" g% EsRSFTP Site I G View Sites
FTP FTP FTP Directory TP Firewall
Authentication Authorizati...  Browsing Suppart @ heb
Online Help

= E_

o= El
Gl

FTPIPv4  FTPLogging FTP Messages FTP Request

Address a... Filtering
4] 2
FTP) G|
FTP SSL FTP User
Settings Isolation
ns =l

4] | w1 [[E]Features view |, Content View

8. Select FTP Firewall Support.

il
File Acion View Help
e |xnml
@_E) 93 WINASSUKQTSKT » |8l el 1@ -
@0 WIN-IASOUKQTSKT Home ——
CRITEATY 7 p—
----- W start Page
; ¥ @l - & M Se
219 WINIASSUKQTSKT (W Filter: [lco - (Fshow Al | Groupby: Bl lanage Server
2} Application Pools FTP = & Restart
=6 Sites . P start
& Default Web Site piN @ Stop
g8 ESRS FTP Site G Jai
P view Appiication Pools
Authentication Authorizati... View Sites
o = @ rep
S Online Help
FTPIPv4  FTPlogging FTF Messages FTP Request
Address a... Filtering
n 2
FTF) (SIFTR)
FTP ssL FTP User
Settings Isolation
e H=
4| | »| [[=]Features view |1 - Content View

9. Set Passive port range (5400-5413) and external IP address 0.0.0.0
(this indicates any IP address).
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Fle Acton View Help

=lolx|

= |>m|H

Internet Information Services (IIS) Manager

[93 ¥ WIN-IASSUKQTSKT »

€7 |8
W5 Start Page
=1+ 95 WIN-IASSUKQTSKT (wy
£} Application Pools
-] Sites
-4 Default Web Sitd
&) ESRS FTP Site

ii‘§| FTP Firewall Support
2

The settings on this page let you configure your FTP server to accept passive

connections from an external firewall.

Data Channel Port Range:

5400-5413

Example: 5000-6000

External IP Address of Firewall:
0.0.0.0

BExample: 10.0.0.1

=7 Features view || = Content View

® The changes have been
successfully saved.

[\ To accept passive connections
when you are using FTP aver
SSL (FTPS) or when your
firewall does not filter packets,
configure the external 1Pv4
address of your firewall.

5/ Apply
B¢ Cancel
ip
Online Help

10. Click Apply. The FTP Firewall Support dialog appears.

FTP Firewall Support x|

Please configure your firewall to allow FTP access for both the
WY control channel and the data channel part range.

11. Click OK (this has been done previously).
12. Return to the FTP Site you created.
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=lolx|

|

Internet Infor:

6@ l@ b WIN-IASGUKQTSKT * Sites » ESRSFTPSite b

e ESRS FTP Site Home

€- 178
-6 Startp
E‘___qg WII;_I:SQ;WSKT o Filter: - fco - (ghshow all | Group by: - =1}
2} Application Pools FTP 1=

B8] Sites
G Defauit Web Site d;
%) ESRS FTP Site [ElFTR) o i)

]

FTP Current  FTP Directory

FTP FTP
Authentication Authorizati... Sessions Browsing

G
FTP Logging FTP Messages

FTP IPv4
Address ...

= 0 5]

Use this feature to configure filtering rules for the FTP feature

FTP Fir
Suppe

=
Filtering Settings Isalation
Mananamant &=

4| | | |E]Features view |, Content View

Manage FTP Site

Open Feature
Explore

Edit Permissions. .
Edit Site

Bindings. ..

Basic Settings...

view Applications

View Virtual Directories

Restart
Start

Stop

Advanced Settings...
Help

Online Help

13. Select FTP Firewall Support.

Fle Action Vew Help

Server Manager

-lojx|

| X

Internet Information Services (IIS) Manager

00 (@ wwvasi 1z rmmer . @8I0

0 FTP Firewall Support

The settings on this page let you configure your FTP server to accept passive
connections from an external firewall.

93 WIN-IASSUKQTSKT (W
- £} Application Pools

To accept passive connections
when you are using FTF over
SsL (FTPS) or when your
firewall does not filter packets,
configure the external Pv4
address of your firewall.

E-[8] Stes Data Channel Port Range:
€ Default Web Site; T
&) ESRS FTP Site &
Example: 5000-5000 B
External IP Address of Firewall: EY

152, 168.51.146]

Exemple: 10.0.0.1

L

EFeamres View

Content View

Apply

Cancel

Help
Cnline Help
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14. Enter the IP address of the Gateway Server. If multihomed, enter
the “Internal IP address” of the Gateway Server.

15. Click Apply. The FTP Firewall Support dialog appears.

FTP Firewall Support |

Please configure your firewall to allow FTP access for both the
WY control channel and the data channel port range.

16. Click OK (this has been done previously).
17. Start the FTP site, and go to Advanced Settings.

[, Server Manager

File Acton View Help
€= >=H
% Eewev LD REREEENGIE Internet Information Services (115) Manager

Bl 3 Roles
1§ Web Server (15) KQTSKT » Sitss » ESRSFTPSite »

W) Internet Information Se
ESRS FTP Site
i €718 0 2 Explore
Configuraton 3 Home
Storage b Fumeans Ecit Permissians. .
© 585 WINIASIUKQTSKT (WY | | piters =
& Appiication Pools Edit Site
] j S
B oo ] sasisettngs.
] View Applications
_—r View Vrtua Directories
© Add Applcation. juthorizat..

JRIT=TE]|

Bindings..

Edit Permissions. .

i Add virtual Directory. Manage FTP Site.
—— | Restart

ectory Start
Browsing

Remove a¥ Acvanced Settngs...
=
‘Manage FTF Site Restart

Edit Bindings...

3 Refesh stop

Rename Sy -

stop
/% Switch to Content View

o [EFestres view

Listart| = server Manager lisemr Manager a @ 2 P o @ 231eM

> G 4f2s/201L

18. At the Site Level. set the FTP site Auto Start to True.
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T

3 Roles

Network jil Features
Diagnostics
| Configuration

3 Storage

desktop.ini

€= 2[E

=&, Server Manager (W]

1 @ Web Server (s)
W) Internet Informati

5

Bl (General)
Allow UTF§
Bindings
D
Name
physical Path

SUK

= Behavior
Connections
File Handing

True

=21

2

ESRS FTP Site

Start Automatically
[serverAutoStart] If true, the site is started upon creation, or when FTP is Started
Starting a site sets this property 1o true, and stopping a site sets this property to .

xplore:

dit Permissions...

Edit Site
indings...

asic Settngs...

View Applications
iew Virtual Directories

lage FTP Site
estart

tart

top

dvanced Settings.

elp
e Help

oK

Cancel |

4

[7start| Z Server Manager J =5 Server Manager 8 &5 @

* P w
P W

232PM

4f25/2011 N

19. Set the FTP site Start Automatically setting to True, and click OK.

20. On the left pane, click ESRS FTP Site to edit permissions for the

FTP site.

E. Server Manager

Ele Acton view Help

=l 1]

o= | 5@ H =
Internet Information Services (I1S) Manager
P WIN-JASIUKQTSKT P Sites P ESRSFTP Site » J

@- 128
W3 StartPage
E1-93 WIN-IASSUKQTSKT (W
[} Application Pools
Sites
-4 Default Veb Site)
£l € ESRS FTP Site
[ Localuser

ESRS FTP Site Home
B! Explore
{EQL PErMISSIONSu
Filter: ~ (fco - show All | Group by: B8
== = Edit Site
Bindings.
4 i 5 [Z] Basic settings...
UETe) H{ETe)
FTP FTP FTP Current  FTP Directory View Applications
Authentication Authorizati...  Sessions Browsing View Virtual Directories
E Lo = Manage FTP Site
e R
FIPFrewal  FTPIPv4  FTPLogaing FTP Messages e
suppart  Addressa... Start
2 e Stop
o= 0 2
W) Advanced Settings...
FTP Request  FTPSSL FTP User
Filtering Settings Tsolation @ rep
Orline Help
Manansmant =
[ = Features view |; - Content View
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21. On the right pane, click Edit Permissions.

x
" General I Sharing  Security | Previous Versions I Customize I
Object name:  C:hinetpubftproot
Group or user names:
52 SYSTEM -]

.‘.?J Administrators (WIN-IASSUKQTSKT Administrators)
Users (WIN-IASSUKC

82 Tristedinstallar ks
[ | »

To change pemissions, click Edit. Edit...

I

ions for Users Allow Dery

Full control —
Modify v
Read & execute

List folder contents

Read

Write b b

For special pemmissions or advanced settings, Ad = |
click Advanced. wene

Leam about access control and permissions

ok | canca | sy |

22. Click Edit, then select Users.
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x
Cbject name:  C:hinetpub‘ftproot

Group or user names:

52 CREATOR OWNER

52, SYSTEM

51 Administrators (WIN-IASSUKG TSKT Administrators)
(WIN-IAS

82 Trustedinstaller

Pemissions for Users Allow Deny
Full contral a [
Modiy O
Read & execute O
List folder contents o =
Read O -

Leam about access control and permissions

ok | cancel | cpy |

23. Click Modify, then Apply and OK.

=10

| File  Acton Wew Help |
= 5ol
@ > & » WINIASSUKQTSKT b Sites » ESRSFTP Site P ng e -

e e e [Acwons
€- |78 O 15! Explore
§5 start Page Edit Permissions. .
£ WINIASOUKQTSKT (W Filter: ~ e - Ghshow Al | Groupby: B
[ Application Pools FTP - Edit Site
B[] Sites . § Bindings...
-4 Default Web Sits n 1Y i E [E) Basic Settings...
ROJCRS FTP Site (EETH) 2 = e
FTP FTP FTP Current  FTP Directory View Applications
Authentication Authorizat Sessions Browsing View el .
£ L = Manage FTP Site (n)
G S _
FTP Frewall  FTPIPv4  FIPLogging FTP Messages N
Support  Addressa... Start
2 - Stop
o= 8] o
() Advanced Settings...
FTP Request  FTP SSL FTP User
Filtering Settings Tsolation @ rep
Online Help
Mananemant =l

< | | [E]Festures view | = Content View

24. Go to the Server Level, and restart the IIS service.
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F,= Server Manager

Fle Acion View Help

=lolx|

¥ = =
S
FTP Log

FTP IPv4 ging  FTP Messages FTP Request
Address a... Filtering
n 32
LElETe)
FTP 551 FTP User
Settings Isolation
s

v| [ElFestures view |/ Content view

@ 7|
Internet Information Services (IIS) Manager

@ 5 [ﬁﬂ » WIN-IASSUKGQTSKT b

@5 WIN-IASOUKQTSKT Home
171 18 7 Manage Server
-
Filter: - (fflco - {gshow Al |Groupby: - + Resy
~} Application Pool FTP b
= Application Pools -
Sites i 8 swp
€ Default Web Site pi ﬁa & View Application Poals
€ ESRS FTP Site iG] FTP .
F1P F1P FTP Directory  FTP Firewall
Authentication Authorizati...  Browsing Support @ rep
Online Help

25. Reboot the server.

[ :
l.f;' Windows Server-2008 r>

r Shutdown Event Tracker

Standard

Select the option that best describes why you want to shut

down the computer
Option:

v Planned

IDther (Planned)

A shutdown or restart for an unknown reason

Comment:

Bl

Paost fip install

Cancel
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26. Test FTP Server for User Isolation (dir command) and passive
port range

C:\Users\Administrator>ftp 192.168.51.146
Connected to 192.168.51.146.
220-Microsoft FTP Service

220 Authorized Users Only

User (192.168.51.146: (none)): onalert
331 Password required for onalert.
Password:

230-Welcome to ESRS Gateway FTP Site

230 User logged in.

ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.
03-20-11 12:47PM <DIR> Incoming
226 Transfer complete.

ftp: 49 bytes received in 0.00Seconds
49000.00Kbytes/sec.

ftp> cd /

250 CWD command successful.

ftp> dir

200 PORT command successful.

125 Data connection already open; Transfer starting.
03-20-11 12:47PM <DIR> Incoming
226 Transfer complete.

ftp: 49 bytes received in 0.00Seconds
49000.00Kbytes/sec.

ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,26).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,27).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,28).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,29).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,30).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,31).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,32).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,33).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,34).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,35).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,36).
ftp> quote pasv

How to configure OS (lIS, FTP and SMTR and Windows Firewall with Advanced Security) on Windows 2008 m



Gateway Client Server Preparation

Configure SMTP

1.

T Internet Information Services (1IS) 6.0 Manager

227 Entering Passive Mode (192,168,51,146,21,37).
<<<<<<5413

ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,24).
<<<<<< 5400

ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,25).
ftp> quote pasv

227 Entering Passive Mode (192,168,51,146,21,26).
ftp> bye

221-Thanks You

221 Goodbye

Open Internet Information Services (IIS) 6.0 Manager
(Start\ Administrative Tools\Internet Information Services (IIS)
6.0 Manager).

=101x]

g File Action ‘iew Window Help |;|i|i|

e == HE[2]> =

& Internet Information Services | Computer | Local [ version | status

=1 550 WIN-TASSUKQTSKT (local ¢ | 558 WIN-TASSUKQTSKT {ocal computer)  Yes 1S V7.5
= gy [SMTP Virtual Server £

% Domains

€ Current Sessions

2. Right click and select Properties.
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S oot oo Serviees [ Computer Tiocal [ versen
5 8 VAN ASSURGTSKT Gocal [ 59
o

WIN-IASSUKQTSKT local computer)  Yes s V7.5
Start

& o
Pause
New >
New Window from Here

Rename
Refresh

<l

the current selection,

desktop.ini

Erstart|  Z server anager

| & | c:\ownloads . services | =8 Administrator: om... || InternetInforma.. | (& g @ [© py 202eM B

3. Enter the following values, and click Apply.

"General | Access Messages | Delivery | LDAP Routing | Security |
Specify the following messaging information.
[V Limit message size to (KB): W
v Limit session size to (KB): IW
[+ Limit number of messages per connection ta: IZD—
[V Limit number of recipients per message to: lr

Send copy of Mon-Delivery Report to:

Badmail directaory:

IC:\.ineipub\maiIroot\Badmail Browse... |

ok | Cancst | mpy | Hep |

4. In the left pane, click on Domains. In the right pane, click on the
server and select Rename.
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x

Computer

¥ Internet Information Services (IIS) 6.0 Manager
€8 Hle Acton vew window Hep
A ol IENEIENN 7]
) Internet Information Services
= 4 WIN-IASSUKQTSKT (local ¢
= gy [SMTP Virtual Server #
Domains

Curent Sessions

Lrstart] ZsenerMancger | B Coponnloads | 42 services | 8 Administrator: com. .

¥ Internet Informa... | O g @ [© @ 20sPv M

5. Change the name to emc.com.

!._' Internet Information Services (IIS) 6.0 Manager = Ellil
Vg Ele Acon View Wndow Help |_|ﬁ'|1|
L Az Eal NENENEN * Nas
tl Internet Information Services i
=1 58 WIN-IASSUKQTSKT {ocal ¢
= Eh [SMTP Virtual Server £
Domains
ﬁ Current Sessions

Domain Name
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6. SMTP configuration is complete.
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Configuration Tool

The Configuration Tool is used to view Gateway Client status,
manage devices for a Gateway Client, and perform other tasks
related to your ESRS configuration.

This chapter includes the following topics:

o Configuration Tool OVEIVIEW .......ccccccvvviiiiiiiiiiiiicce 162
+ Installing and using the Configuration Tool............cccccceuvvvinnnen 163
+ Uninstalling the Configuration Tool ..........cccccooevviiininnnnn 182
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Configuration Tool overview

The ESRS Configuration Tool is used to manage Gateway Client
devices and view and modify settings related to managed devices
and related services.

Most of the Configuration Tool components are designed for access
and use by authorized ESRS users. Some Configuration Tool
activities, such as your device deployment requests or changes must
be authorized by an EMC Global Services professional before they
take effect.

The Configuration Tool is used to:
¢ View connectivity status between the Gateway Client and EMC

+ View connectivity status between the Gateway Client and Policy
Manager

+ View connectivity status between the Gateway Client and
Managed Devices

Initiate device deployment requests
Initiate device removal requests
Process managed device update requests

Process managed device update requests

* 6 6 o o

View history of Deployment / UnDeployment or edit requests of
devices

Configure or change the Gateway Client for Proxy server

Set up communication between the Policy Manager and the
Gateway Client

+ Configure or change the Gateway Client for Proxy server for the
Policy Manager (if needed)

o View status of Watchdog, ESRS Gateway Client and Listener
Services

¢ View only of active Remote Access Connection thru the ESRS
Gateway Client

+ View ESRS Gateway Client Configuration Tool (CT) logs

The following sections explain how to install and use the
Configuration Tool.
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Installing and using the Configuration Tool

Installing the When you install a Gateway Client using the Provisioning Tool, the

Configuration Tool Configuration Tool application will automatically install on your
Gateway Client.

If you are running If you are running Windows 2008, you must set the Configuration

Windows 2008 Tool to run the program as an administrator. You only need to do this

once. The following steps explain how to set the Configuration Tool.

Note: If you do not set the Configuration Tool to run the program as an
administrator, and you log in as a local user, the Configuration Tool
connection status will display the following message when you launch the
tool:

Client is not running

This only applies if you are running on Windows 2008. For an example, see
Figure 75 on page 164.
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& ESRS-IP Configuration Tool

‘ersion:

Serial Number:ESRSGW_12345_10042 E MC2

Confiiuration: ESRS-GW where information lives’
Install Directory: C:EMCIESRS

Status | Managed Devices | Proxy Servers | Policy Manager ] Services Remote Sessions | Lo-gs|

~ESRS-IP Client Connectivity to EMC Enterprise
Connecting o |client is not running.
Connectivity status |Nnt connected.
Proxy Server I___
Policy Manager [
SSL I___
Certificate I___
Avg HB Response |
Cluster Info |standalone
Diagnestic Client is not running.
Information must be manually refreshed. Refresh |
Thu Apr 22 10 15:26:30

Figure 75 Client is not running
To set the Configuration Tool to run the program as an administrator,
follow these instructions (required on Windows 2008 only):

1. From your Windows 2008 desktop, click Start, then click All
Programs. The programs menu appears.

2. Expand the ESRS folder so that Configuration Tool is visible.
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& Internet Explorer —_—
& Internet Explorer (6d-bit)
=] Windows Conkacts
7 windows Lipdate
|, Administrative Tools pesct
| EMC
L, EMC Appications poeumens
l ERS -
T Provisonng 1( _OPeN Lok
|| Extras and Upgrac 'fkmaswﬂ'is_uw
, Fres SMTP Sarver Cpmﬂeh:mn
- itral Paned
|, Mainkenance K Scan for threats. ..
A
- ':M” Fin ko Start Menu firigtrative Tools  »
S dd to Guick Launch
| UirabhC 5 and Support
Restore prévious versions
Sand To bl
Li dows Security
Copy
Deldate
er-"‘._
1 Bak (Ln_
J' @ (0] I & Ibl

Figure 76

Configuration Tool propetrties

Installing and using the Configuration Tool

Configuration Tool

3. Right-click Configuration Tool and select Properties, as shown in




Configuration Tool

4. Click Compatibility, then select Run this program as an
administrator, as shown in Figure 77 on page 166.

d'lb Configuration Tool Properties

Security | Details | Previous Versions I
General | Shortcut Compatibility

I wour hawve problems with this program and it worked comectly on
an eatlier version of Windows, select the compatibility mode that
matches that earlier version.

r Compatibility mode
[~ Run this program in compatibility mode far:
IJ indows XP [Service Pack 2) ;I
~ Settings

I™ Runin 256 colors

I~ Runin E40 » 490 screen resolution

I" Disable visual themes

[~ Dizable desktop composition

[ Disable displap scaling on high DP| settings

Prrvilege Level
{ ¥ [iun this program as an administrator,

" Show settings for all users |

0K | Cancel | appb

Figure 77 Run this program as an administrator

5. Click OK, then launch the Configuration Tool as described in
“Using the Configuration Tool” on page 166.

Now that you have enabled yourself to run Configuration Tool as an
administrator, you will be able to view connectivity status as shown
in Figure 79 on page 167.

Using the To use the Configuration Tool, initiate it from the Start Menu:

Conflguratlon Tool Start Menu\Programs\ESRS\Configuration Tool

The Configuration Tool screen appears. The screen header displays
the ESRS version, the serial number of your Gateway Client device,
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the configuration of your device, and the install directory, as shown
in Figure 78 on page 167.

4l ESRS-TP Configuration Tool
Yersion:
Serial Humber ESRIGW _ E M(:2
Configuration: ESR>-GW where information lives'
Install Directory: CHEMCIESRS

Figure 78 Configuration Tool screen header

Viewing connectivity = To view connectivity status, click the Status tab in the Configuration
status  Tool. The Status tab displays connectivity information between the
Gateway Client and EMC, as shown in Figure 79 on page 167.

Managed Devices I Proxy Servers I Policy Manager I Services I Remate Sessions I Logs I

—ESR3-IP Client Conmectivity ko EMC Enkerprise

Connecting to Iesrs—

Connectivity status |l::unnected.

Prosy Server IDisahIEd.

Falicy Manager |Enabled IP:10.15.109.61 port 8090.
S5L [Enabled, strength AES256-SHA.
Certificate IEnabIed, supported true.

Aug HB Response Il:l.l]l]l] seconds

Cluster Info I Standalone

Information rust be manually refreshed, Refresh I
Wed Jan 13 10 15:26:52

Figure 79 Status tab

The connectivity information in the Status tab is automatically
populated when you run the Configuration Tool.

Note: To update the displayed information at any time, click Refresh. The
screens will automatically update every 30 minutes.
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Managing devices

The Status tab displays the following information:

*

Connecting To: Displays the Domain Name System (DNS) name
of the EMC enterprise

Connectivity Status: Displays Gateway Client connectivity to the
EMC Enterprise. One of the following values is shown:

® Connected: The Gateway Client is successfully connected to
the EMC enterprise.

¢ Not Connected: The Gateway Client service is running but is
unable to connect to the EMC enterprise.

* Not Running: The Gateway Client service is stopped and is
not trying to connect to the EMC enterprise.

Proxy Server: Indicates whether a proxy server is enabled
(includes IP Address and Port, if enabled).

Policy Manager: Indicates whether Policy Manager is enabled
(includes IP Address, Port, and Proxy, if enabled).

SSL: Indicates whether Secure Socket Layer (SSL) communication
is enabled to EMC.

Certificate: Indicates whether a digital certificate is enabled.

Average HB Response Time: Displays the average heartbeat (HB)
response time from the Gateway Client to the EMC enterprise.

Diagnostic: Displays the reason that the Gateway Client is not
connected to the EMC enterprise (only displays if Connectivity
Status is Not Connected).

Cluster Info: If the Gateway Client is part of a High Availability
Gateway Cluster, the Cluster Identifier will be displayed along
with the number of Gateway Clients within the cluster. If the
Gateway Client is not part of a High Availability Gateway Cluster,
the words Stand Alone will be displayed.

To manage or view devices, click the Managed Devices tab in the
Configuration Tool. The tab displays the serial number, model, and IP
address of each device that is currently managed by the Gateway
Client, as show in Figure 80 on page 169.
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Figure 80

Adding a managed
device

4 ESRS-IP Configuration Tool 2.06.00.01

Client Version: 2,06.00.01
Serial Mumber:ESRSGW_1 1145366_10091318022044 EM(:2
Configuration; ESRS-GW where information lives
Inskal Direcbory: C:{EMCIESRS
Status [ | Proxyservers | Polioy Manager | Services | Remote Sessions | Logs |
~Managed Devices Table —
Serial Number /| Modsl i IP Address -
1 [« 03PS12345678-1  |RECOVERPOINT | ™ |10.241.172.142
2 | 03PS12345679-1 | RECOVERPOINT | |10.241.172.143
3 |/ 0550A0200000017-1 |ATMOS | TL|10.6.146.40
4 |« 055040200000017-2 | ATMOS | [10.6.146.91
|5 |« Acrosozaony | SWITCH-BROCAD... | % |10.241.174.60
6 | #PMOODSD400902-1 | CENTERA | % [10.241.185.65
7 |/ 4PMD00S0400902-2 | CENTERA W 10,241.185.66
8 |/ sPMODDSOSO3884-1 |CENTERA | %4 |10.241.185.69
o | APvDO0SOSO3584-2 ;Céﬂféﬂh- | %2 |10.241.185.70
10 |&/ APMOODS0502545-2 | CENTERA | "4 |10.241.185.68 I
11 |&/ APMOODS1002564-P |CELERRA W 10,241.168.86 »
kil | L’J
4k add | Lede | = Remove|
Infor mation refreshes every 30 minutes. History I Request Lipdate | Refresh |
To refresh Immediately click ‘Refresh' button. Sun Moy 7 10 17:39:34

Managed Devices tab

You can choose the following actions from the Managed Devices tab:

¢ Add: Add a new device to be managed.

o Edit: Change the IP address of a managed device.

¢ Remove: Remove (unmanage) a device that is currently
managed.

+ History: View history of all requests that have not yet been
approved by an authorized EMC Global Services professional.

¢ Request Update: Submit your pending requests to EMC for
approval.

¢ Refresh: View the most current information.

To add a managed device:

1. Click Add. The Add New Device window displays, as shown in
Figure 81 on page 170.
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ol ESRS-IP CT Add New Device [ 7]

Please enter device information

Serial Number:l I--"' j
Model Type
IP Address I
Ok I Cancel |
Figure 81 Add New Device window

2. Enter the following device information:

e Serial Number

e Suffix, if applicable (the options displayed in the drop-down
list are dependent on the selected model type)

* Model Type (select a product from the drop-down list)
¢ P Address

Table 5 on page 170 lists the valid suffixes and code versions for each

product:
Table 5 Valid Suffixes and Code Versions
ESRS Gateway Code

Product Suffix Explanation Version
Atmos 1-16 2.08
Avamar None 2.08
Betat 1-32 2.04
Beta2 1-32 2.04
Celerra PSA Primary Control Station (CS0) 2.02

Secondary Control Station (CS1)

Control Station Alias
Centera 1-36 2.02
Clariion AB SP A&B 2.02
Connectrix CM, CLI 2.02
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Table 5 Valid Suffixes and Code Versions
ESRS Gateway Code

Product Suffix Explanation Version
Customer Management 1-32 224
Station
Data Domain None 2.14
DCA BP 2.12
DL3D 123 2.02
DLm PSA Primary Control Station (CS0) 2.02

Secondary Control Station (CS1)

Control Station Alias
DLm3 1000, ACP1, ACP2, ACPA 2.16
DLm4 VTE1, VTE2, VTEA 2.24
EDL Blank A B Blank for engine SP A&B 2.02
Invista AB 2.02
Isilon None 2.24
RecoverPoint 1-16 2.02
Switch-Brocade-B CM, CLI 2.02
Switch-Cisco None 2.02
Symmetrix None 2.02
ViPR 123 2.22
VMAX Cloud Edition (CE) H1, H2, COL, AE, SE,VC, Host 1 (H1) 2.22

CECV Host 2 (H2)

Collector (COL)

Automation Engine (AE)

Solutions Enabler (SE)

vCenter (VC)

ConnectEMC (CECV)
VNX FileP, FileS, FileA, Primary Control Station (CS0) 2.08

BlockA, BlockB

Secondary Control Station (CS1)
Control Station Alias,
IP Block (SP A&B)
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of a managed device

Ll

Table 5 Valid Suffixes and Code Versions
ESRS Gateway Code
Product Suffix Explanation Version
VNXe None 2.08
VPLEX None 2.04
XtremlO None 2.22

3. After entering the device information, click OK.

4. The Configuration Tool will run a connectivity test. An error
message will appear if the connectivity test fails. However, you
can still elect to manage the device.

Once the information has been entered, the device will be marked
with a plus sign # . The device will continue to display the plus
sign until you click Request Update, at which time the request
will disappear.

5. To send the Add New Device request to EMC, click Request
Update.

6. When prompted, confirm the device you wish to add. The update

will not take effect until it has been approved by an authorized
EMC Global Services professional via the EMC enterprise.
Note: After you confirm the device, your request will no longer be visible
in the tab. To view the request, click History as described in “Viewing
history” on page 174.

7. Once the request has been approved via the EMC enterprise, and

the synchronization process completes, refresh your screen to see
the newly added device. Please allow sufficient time for the
approval and synchronization process to occur, then refresh.

Editing the IP address  To edit the IP address of a managed device:

Select the device from the Managed Devices tab.
Click Edit.

Edit the displayed address.

Click OK.
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5. If the Configuration Tool is unable to access the device, or if the
selected IP address is being used for another device, a warning
message appears. If you want to continue with the edit, click Yes
when prompted.

6. When prompted, click OK to set the device edit. A pencil icon

appears next to the device you have edited. &

7. To send the revised IP address to EMC, click Request Update on
the Managed Devices tab. The update will not take effect until it
has been approved by an authorized EMC Global Services
professional.

8. When prompted, confirm the device you wish to edit. The
previous IP address will be displayed until the edit has been
approved by an authorized EMC Global Services professional via
the EMC enterprise.

Note: After you confirm the device, your request will no longer be visible
in the tab. To view the request, click History as described in “Viewing
history” on page 174.

9. Once the request has been approved via the EMC enterprise, and
the synchronization process completes, refresh your screen to see
the newly added device. Please allow sufficient time for the
approval and synchronization process to occur, then perform the
refresh.

Unmanaginga  To unmanage a managed device:

device
Select the device from the Managed Devices tab.

2. Click Remove.
3. When prompted to confirm your request, click OK. The device

will be marked with a minus sign = until you send the Remove
request to EMC or change the device back to being a managed
device.

4. To send the request to EMC, click Request Update at the bottom
of the Managed Devices tab.

5. When prompted, confirm the device or devices you wish to
unmanage. The update will not take effect until it has been
approved by an authorized EMC Global Service professional via
the EMC enterprise. The device will remain listed as a managed
device until the removal has been approved.
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Submitting Managed
Devices requests for
approval

Viewing history

6. Once the request has been approved via the EMC enterprise, and
the synchronization process completes, refresh your screen to
display current information. Please allow sufficient time for the
approval and synchronization process to occur.

When you have completed all your manage, edit, or unmanage
requests, click Request Update. Your change requests will be
displayed for verification. Click OK to submit your requests to EMC
for implementation.

When an authorized EMC Global Services professional has approved
your requests via the EMC enterprise, the requested updates will be
processed by the Gateway Client. The device information will be
visible in the Configuration Tool. Any devices that have been
removed will no longer be visible in the Managed Devices tab.

Note: Once you have submitted your requests for approval, they will no
longer be visible in the Configuration Tool until they have been approved by
an authorized EMC Global Services professional via the EMC enterprise. If
you close the Configuration Tool and reopen it, processed requests will not be
visible until they have been approved and the associated synchronization
process has completed.

To display history of all requested changes for a device, click the
device name in the Managed Devices tab. Then click History. The
device history appears as shown in Figure 82 on page 174.

s Device Request History | 7 %]
Date Serial Mumber Transaction Type Model IP Address Filename -
1 f2010-01-15 04:035:12 APMOO0A Add Device CLARIION 10.15.54.210 DMBERequest_CT_2010011304031 3383, xml
APMOO0S
2 |2010-01-13 035948 Add Device CLARIICN 10,15.54.210 DMBERequest_CT_20100113035913373, xml
APMOONST
3| 2010-01-13 03:58:29 Add Device CLARIICN 10.15.54.210 DMBRequest_CT_20100113035813655, xml
4 |2010-01-13 03300 |CRE Update Device SYMMETRI= 10,15.54.211 DMBRequest_CT_20100113033913686,:ml
5|2010-01-1303:34:38 | CKZ9 Remowe Device SYMMETRLX 10.15.54.190 DMBERequest_CT_20100113033413483 . =ml
6 |2010-01-13 02:20:54 | CK290 Add Device SYMMETRIX 10.15.54.190 DMBERequest_CT_20100113022013889, xml
=
4 | 3

Figure 82

History
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Communicating Gateway Clients can be configured to communicate directly through
through a proxy EMC or through an HTTPS or SOCKS proxy, as shown in Figure 83
server on page 175.

Status I Managed Devices Proxy Servers | Palicy Manager Services Remate Sessions I Logs I

—Proxy Server

I™ Enable prowy between Client and EMC Enterprisa

Frosy Type: |H'ITP Froy j
IF Address/Host: | Fart: [

I™ suthenticate using the fallowing infarmatian:

Uzernarme: |

Passyord; |

Apply Settings

Figure 83 Proxy Servers tab
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Enabling proxy server
communication

Disabling proxy server
communication

Linking a Gateway
Client to a Policy
Manager

To enable communication through a proxy server:
Click the Proxy Servers tab in the Configuration Tool.
2. Check Enable proxy between Client and EMC Enterprise.
3. Enter the following proxy information:
* Proxy Type
e IPS Address or DNS Name
e Port
e Username (if required)
® Password (if required)
4. Click Apply Settings.

The Configuration Tool will use the proxy information you provided
to verify connectivity between the Gateway Client and the EMC
Enterprise. If connectivity is not available, an error message will be
returned.

Note: You must provide a username and password if you are using a SOCKS
proxy.

To disable communication through a proxy server:

Click the Proxy Servers tab in the Configuration Tool, as shown
in Figure 83 on page 175.

2. Remove the check from Enable proxy between Client and EMC
Enterprise.

3. Click Apply Settings.

The Configuration Tool will verify that there is direct connectivity
between the Gateway Client and the EMC enterprise without the use
of a proxy server. If connectivity is not available, an error message is
returned.

Linking a Gateway Client to a Policy Manager ensures that policy
enforcement and auditing are enabled for the Gateway Client. For
more information about using a Policy Manager, refer to the EMC
Secure Remote Support Policy Manager Operations Guide.

The following procedure explains how use the Configuration Tool to
link a Gateway Client to a Policy Manager.
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& CAUTION

The Configuration Tool checks connectivity to the IP address and
port that you specify in the following procedure. If the tool is
unable to reach the Policy Manager, a warning message will appear.
If you ignore the warning message and continue to enable the
Policy Manager, the Gateway Client will lose connectivity to the
Enterprise server. To avoid this problem, do not enable a Policy
Manager unless the Gateway Client can connect to it.

To link a Gateway Client to a Policy Manager:

1. Check Enable Remote Policy Manager in the Policy Manager tab
in the Configuration Tool, as shown in Figure 84 on page 177.

Status | Managed Devices | Prosxy Servers Policy Manager | Services | Remote Sessions | Logs |

—Connection

IV Enable Remate Policy Manager |
IP address/Host: [10,15,109.61 Fort: [2050

" Enable SSL  Strength |LDW |

—Proxy Server For Policy Manager

™ Enable Proxy Server for Palicy Manager anly

Browy Type: |H'I'I'P Proy j
IF Address/Host | Part: ID—

I~ suthenticate wsing the fallowing infarmation:

Usernarme: |

Password: |

Faor 551 use pork 8443, For Non-55L use port 8090 or the port entered during PM Ao Settings |
installation. If the correct port is not selected, you may experience connectivity PRl i

issues with the Client connecting to both EMC Enterprise and the Policy Manager.

Figure 84 Policy Manager tab

2. Enter the following Policy Manager information:

e [P Address/Host
e Port

Note: If you are utilizing SSL, you must enter port 8443. If you are not
utilizing SSL, you must enter port 8090 or the port that you specified
during installation. If the port and SSL combination is incorrect, the
Gateway Client will not be able to communicate with the Policy
Manager and EMC.
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3. Select Enable SSL if applicable.

4. If you selected Enable SSL, select one of the following choices
from the Strength drop-down list: Low, Medium, or High. This
option enables you to choose the cipher that will be used in
communication between the Gateway Client computer and the
Policy Manager:

e For an AES 128-bit cipher, select Low or Medium.

e For an AES 256-bit cipher or a 3DES 168-bit cipher, select
High. The Policy Manager will apply the highest strength
cipher that it supports.

Note: The highest strength cipher that Policy Manager currently
supports is the 3DES 168-bit cipher. However, the Policy Manager can
be configured to use the AES 256-bit cipher. For more information,
refer to the EMC Secure Remote Support Policy Manager Operations
Guide.

5. Ifapplicable, select Enable Proxy Server for Policy Manager only
and take the following steps:

a. Select a Proxy Type (HTTP or SOCKS) from the pull-down
menu. The proxy will be used for Gateway Client to Policy
Manager communication only. It will not affect the
communication between the Gateway Client and the EMC
Enterprise.

Note: If the Gateway Client cannot connect to the Policy Manager
using the proxy you entered, it will attempt to connect without using
the proxy server.

b. In the IP Address/Host field, enter the IP address.
c. In the Port field, enter the port number.

6. If applicable, select Authenticate using the following
information and enter the User name and Password.

Note: You must provide a username and password if you are using a
SOCKS proxy.

7. Click Apply Settings.
The Gateway Client is now linked to the Policy Manager.
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Disabling
communication

Displaying the status
of Services

Figure 85

Configuration Tool

To disable communication between a Gateway Client and a Policy
Manager, remove the check from the Enable Remote Policy Server
box.

Note: Disabling communication with the Policy Manager will result in all
permission settings for the Gateway Client being set to Always Allow.

To display the status of services related to ESRS and connect homes,
select the Service tab in the Configuration Tool, as shown in Figure 85
on page 179. Each service is listed along with its current state
(running or disabled) and its startup type (automatic or manual).

The Service screen is read-only. The Configuration Tool cannot be
used to make any changes to the services.

Note: To refresh the data, click Refresh. It is not refreshed automatically.

Status Managed Devices | Prowy Servers I Palicy Manager Services Remote Sessions I Logs I
—Connect Home Services

IS Service  [RUNNING [ autmatic

FTP Service  [RUNNING | Autmatic

SMTP Service IRUNNING IAuDjmatic

HTTP Service  [RUNNING | utamatic

—ESRS-IF Dependent Service Status

Gateway |RUNNING | utmatic
iiatchdag |RUNNING | autmatic
Information must be manually refreshed. iR

Wed Jan 13 10 15:26:53

Services tab
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Displaying active To display all active remote sessions to a managed device through the

remote sessions Gateway Client, click the Remote Sessions tab in the Configuration
Tool, as shown in Figure 86 on page 180. You will see a list of active
remote sessions that includes the following data:

Product type

Serial number

Remote Application name
IP address

* & ¢ o

Note: To refresh the data, click Refresh. It is refreshed automatically every 30
minutes.

The information you see is read-only. You cannot terminate active
sessions from this display. However, you can use the ESRS Policy
Manager to view and terminate remote sessions.

Skakus I Managed Devices I Proxy Servers I Palicy Manager I Services Remate Sessions | Logs I

—dctive Remote Sessions

CELERRA FC987654321 EMCRemote 10.12.10.10

Infor mation rmust be manually refreshed, Refresh |
Thu Jan 14 10 10:18:39

Figure 86 Remote Sessions tab
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Displaying the To display the xGate log that shows activity performed within the
Configuration Tool Configuration Tool, click the Logs tab, as shown in Figure 87 on
log files page 181.
Note: The data in the Logs tab is not automatically refreshed. To refresh the
data, click Refresh.
Status I Managed Devices | Prozy Servers Paolicy Manager I Services I Remate Sessions Logs I

7, 2271 01-14-2010 10:16:13.093 ERROR-- xgEnterpriseProxy; Web Client (https://i5a]
7, 230] 01-14-2010 10:16:13.093 INFO  xgEnterpriseProxy: Sefting prowy configurs
7, 642] 01-14-2010 10:15:13.093 INFO  xgEnterpriseProxy: No HTTF proxy server |
7, 644] 01-14-2010 10:15:13.093 INFO  xgEnterpriseProxy: No SOCKS proxy servel
7, 227] 01-14-2010 10:17:17.000 ERROR-- xgEnterpriseProxy : Wb Client thitps: /i€
7, 2301 01-14-2010 10:17:22.640 INFO  xgEnterpriseProwy: Setting prowy configurs
7, 642] 01-14-2010 10:17:27.640 INFO  xgEnterpriseProxy: Mo HTTP prosxy server L
7, 644] 01-14-2010 10:17:27.640 INFO  xgEnterpriseProxy: Mo SOCKS proxy server
7, 2271 01-14-2010 10:18:16.109 ERROR— xgEnterpriseProxy: Wieb Client https: /71
7, 230] 01-14-2010 10:18:16.109 INFO  xgEnterpriseProxy: Setting proxy configurs
7, 642] 01-14-2010 10:18:16.109 INFO  xgEnterpriseProxy: Mo HTTP proxy server
7, 644] 01-14-2010 10:18:16.109 INFO  xgEnterpriseProxy: Mo SOCKS proxy servel
, 3,33, 944] 01-14-2010 10:18:20.625 INFO  xgDeploy: Started comrmunicating with the
, 3,33, 944] 01-14-2010 10:18:20.671 INFO  xgDeploy: Started communicating with the
, 3,33, 944] 01-14-2010 10:18:20.687 INFO  xgDeploy: Started communicating with the

-

sl

| |

WL 0 L W LD W ) 00

i e e e e e e o e

Information must be manually refreshed.
Thu Jan 14 10 10:18:20

Figure 87 Logs tab
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Uninstalling the Configuration Tool

The Configuration Tool is automatically uninstalled when a Gateway
Client is uninstalled. For information on uninstalling a Gateway
Client, contact your EMC Global Services professional.
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Server Maintenance

This section includes a variety of server maintenance procedures,
including backup procedures.

EMC strongly recommends that you back up your data on the
Gateway Client server. It is your responsibility to perform backups
and ensure that the servers can be restored through the use of the
backup data. Either image backup or data file backup is satisfactory.

Topics in this section include:

& POWET SEQUENICES .....ooniiiiiieiceetc e 184
¢ Time Zone settings.......coocoeoviiieiiiiiiice 185
# Service preparation for Gateway Client ..........ccccoceevvviniiinicnnnn 186
+ Backup guidelines and procedures ............cccccocovriviiiiiiininnnnn 188
+ Restoration procedures ..........ccccoeveeeieieiiiiicen, 189
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Power sequences

EMC's customers routinely perform maintenance tasks that include
powering down and powering up their data centers based on
scheduled timeframes. While these powerdown/powerup sequences
are defined by the customers' internal processes, the presence of the
EMC Secure Remote Support Gateway in customer environments can
affect the sequence in which powerdown/powerup actions are
carried out.

IMPORTANT

Improper shutdown procedures generate service requests. Be sure
to notify your EMC Customer Engineer of any shutdown plans to
avoid unnecessary service calls.

Typically, the order in which powerdown sequences take place is as
follows:

1. Hosts—so that the data has a chance to destage to disk and be
captured.

2. Arrays—to allow destaging time for any pending writes to get to
the disks for storage last.

3. Networking devices—after all data has been transported to the
arrays.

4. Gateway Clients and Policy Manager servers.

IMPORTANT

EMC recommends that the ESRS Gateway Client server(s) and
Policy Manager servers be the last devices powered down and the
first devices powered up after maintenance is complete. This will
enable support level access to the EMC end devices at all stages in
the power up/ power down sequence.

m EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide



Time Zone settings

The Windows Time Zone must be set to the correct time zone for the
location of Gateway Client and Policy Manager servers.

Having the Windows Time Zone set to a setting other than the local
time zone may adversely affect remote support tool performance.

Note: When changing the time zone on existing server installations, you
must reboot the Gateway Client server after changing the setting.

Time Zone settings

Server Maintenance
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Service preparation for Gateway Client

Gateway Client
server

Logging preparation

This section describes steps that need to be taken prior to performing
maintenance procedures on the Gateway Client server.

Follow the procedures in this section before performing maintenance
on the Gateway Client server.

Overwrite Events turned on
To prevent the Event Viewer log from locking and failing to record:

+ Starting/stopping services

¢ Loggingin

¢ Installing/uninstalling applications

in the Windows Event Viewer, set the Event Viewer log to overwrite
as needed, for both system logs and security logs, as shown in
Figure 88 on page 187:

1. Select Start > Settings > Control Panel > Administrative Tools >
Event Viewer.

2. Right-click System Log and then select Properties.

3. Select option Overwrite events as needed, and click OK under
the tab General.

4. Repeat step 2 and step 3 to set properties for Security Logs.

Note: You or your system administrator may decide that other adjustments
should be made. For example, the maximum log size should be increased if
overwriting is not allowed by corporate policy.

CAUTION

If the server disk becomes full, the Gateway Client will fail to
function properly for callhome messages, and possibly for support
connections. If the problem is severe enough, the server operating
will stop functioning,.

It is the customer’s responsibility to monitor and manage disk
utilization on both the Gateway Client and Policy Manager servers.
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-loix]
| action view |J<:=--i |‘@ |
Trael | Security Log 1 event(s)

| Event Viewer (Local) [7vpe [ Date [ Time [ET

LN L Security Log Properties 2x|

4] Security Log

Syskem Log General | Fiter |
Display name: |Sacurity Log
Log name: |E SWINNT MSystem32iconfighSecEvent Evt
Size: 64.0 KB (65,536 bytes)
Created: Thursday, October 04, 2001 3.57:00 PH
Modified: Friday, February 21, 2003 5:04:17 PM
Accessed, Friday, February 21, 2003 5:04:17 P

Log si

Masimum og size: [5120 =] KB

‘when maximum log size is reached:

@ Dverwrite events as needed

" Dysrwrite svents older than |7 =1 days
' Da ot ovenwits events
(elear log manually) (ks Oktiar s

™ Using a low-speed connection Clear Log
oK I Cancel | Apply |

—_——

Figure 88 Event Viewer System and Security Log settings
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Backup

Restoration

Server image
backup

Initial setup

Backup guidelines and procedures

You must prepare backup procedures to protect Gateway Client
servers in case of hardware failure, software failure, or data
corruption.

Specific procedures depend on your:
o ESRS site architecture

+ Backup software

+ Existing procedures

and possibly other conditions. Consult your system and network
administrators.

1. Gateway Client server image — See “Server image backup” on
page 188 for recommended Gateway server backup guidelines.

2. Gateway Client server — See “Restoration procedures” on
page 189 for recommended guidelines on restoring your server
from image backup.

Image backup is the preferred method for backing up a Gateway
Client server and data.

At installation time:

For each Gateway Client server:

1. Perform all needed installation stages—hardening, ESRS
software installation, configuration, deployment—first.

2. Using your company’s approved procedure, create an image of
the drive containing the installation root directory.

Optionally, for each Gateway server:

To provide a more complete configuration and data match to your
server, periodically create a new drive image.
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Restoration procedures

Restoration procedures will differ depending on the method of
backup you are using.

Server image For a Gateway Client server:

backup restoration Restore the disk drive by copying a backup image to that drive (use

the most recent backup prior to the incident causing the problem).

Installation This section provides details on installation restoration.
restoration For a Gateway Client server:
Reinstall the server software with the assistance of your EMC
Global Services specialist or the EMC Global Services help desk.

& CAUTION

If the server disk becomes full, the Gateway Client will fail to
function properly for callhome messages might fail for support
connections. If the problem is severe enough, the server operating
system will stop functioning.

It is the customer’s responsibility to monitor and manage disk
utilization on the Gateway servers.

Restoration procedures m
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Uninstalling Gateway
Client 2.16 using
Provisioning Tool 2.14

This appendix describes how to uninstall the Gateway Client 2.16
with Provisioning Tool 2.14.
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Uninstalling Gateway Client 2.16 using Provisioning Tool 2.14

The eLicensing proxy service has been introduced in Gateway release
2.16, and therefore uninstalling the Gateway Client 2.16 using the
Provisioning Tool 2.14 will fail as it would not recognize this
newly-added service. As a workaround, a separate uninstall utility is
packaged with the Gateway Client 2.16.

Note: The Provisioning Tool (PvT) 2.14.xx.xx is not aware of the SRS Gateway
Proxy Service which was added in the 2.16.XX.XX and above, so it does not
stop the service and when the uninstall tries to delete the
C:/EMC/ESRS/Gateway/Privoxy/logs/privoxy.log because the file it is
open causing the uninstall to fail which forces a rollback.

The 2.16. XX.XX Gateway Code and/or patch includes a separate
Uninstaller application, located in
<install_drive>:\EMC\ESRS\ Uninstall\ Gateway\2.XX.XX.XX.

To uninstall:

1. Open Windows Explorer.

2. Navigate to the Gateway uninstaller directory:
<install_drive>:\EMC\ESRS\ Uninstall\ Gateway\2.XX.XX.XX_

3. Double click the GatewayUninstaller.exe. This will launch a
command window.

4. At the command prompt, type Y and press Enter.

5. The uninstaller will run and uninstall the Gateway Application
and ALL its components.

Note: To view a detailed install log, see Primus emc287085, "Provisioning
Tool Error: ESRS Gateway uninstallation fails after 2.16.xx.xx Patch installed
OR fresh install with Provisioning a Tool 2.14.xx.xx or below." You can access
this Primus at http:/ /knowledgebase.emc.com
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This appendix describes how to patch any version of ESRS Gateway
Client only.
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Field Instructions

Patch installation instructions

Note: These instructions are for patching ANY version of ESRS Gateway
Client ONLY. Patches for the ESRS Gateway Client are cumulative and do
NOT require a stepped upgrade process. The version 2.08.04 patch was used
for the example in the following process. The same process is to be followed
for any ESRS Gateway Client Patch.

Note: Due to the use of User Access Control (UAC) in Windows Server 2008
(Any Version), you may be required to execute the patch in a Command
Window opened in RunAsAdministrator Mode to successfully install the
Gateway Patch.

Policy Manager update is NOT included in the patch and will require
a new CD and has an entirely separate update process. The latest
Policy Manager code is available on EMC Online Support Site
(support.emc.com):

These instructions do NOT apply to ESRS Device Clients.
Instructions and Processes for ESRS Device Clients will be the
responsibility of the individual Product Groups.

Do NOT apply the ESRS Gateway Client Patches to ESRS Device
Clients.

All activities must be properly documented in the service
request/case. Service requests/cases should only be closed upon
either the completion of the activity or a properly documented
customer refusal. No service request/case should be cancelled at any
time without approval by EMC’s FCO Specialist Ann St. Onge.

1. The patch will be located at the following link:

http://www.cs.isus.emc.com/csweb2/EMC_Secure_Remote_S
upport.htm

You'll then go to Software Patch Upgrades then select “2.08.00.xx
patch.”

You will see the details of the 2.xXX.00.xx patch.
Read through the pertinent information.

Scroll to the bottom of the page and you will see the zip file.

AN B

Download the zip file to your memory stick.
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6. Go to the customer site.

7. Create a directory named Patch-2.XX.00.xx under
<install_drive>:\

(the directory should be created on the drive that the Gateway
Client is installed on)

8. Copy the patch zip file into this new directory.
9. Expand the zip file.
10. Review the installation instructions document.

11. Click twice on the executable file which will extract the patch and
additional documentation.

12. Follow the patch installation instructions from this point onward.

13. You must install this patch on the Gateway(s). There is no patch to
be applied to the Policy Manager in this release.

Note: The 2.0X.00.xx Patch is for ESRS 2.0X.XX.xx and above are for Gateway
Clients only.

Note: The Gateway Client patches are NOT for CLARiiON / VNX; VNXe or
Symmetrix Device Clients.

Note: Policy Manager update is NOT included in the patch and will require
an new CD and has an entirely separate update process.

WARNING

It is imperative that when applying the 2.10 ESRS Gateway Client
Patch that you MATCH the patch applied to the Operating System
(Windows 2003 OR Windows 2008) that the ESRS Gateway Client is
installed on. Failure to do so will result in the FTP services NOT
being properly controlled by the ESRS Watchdog Service and
maylwill result in missed callhomes that can result in Data
Unavailability | Data Loss situations

IMPORTANT

This version of the of the patch (regardless of version) will address
the requirement of the Gateway to be able to trust the new Root
Certificate from RSA. If patching from a lower level of code the
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>

patch will upgrade the code and apply the fix for the certificate (i.e
2.06.04.00 patch to 2.10.xx.xx will apply the patch to upgrade the
base Gateway code to 2.10.10.00 which includes the certificate fix. If
applying the patch to the same level of code (i.e. currently
2.06.04.00, the base gateway code remain the same but code level
will change from 2.06.04.00 to 2.06.10.00) to indicate that the
certificate fix has been applied.

All patches listed below contain the Certificate Fix.
The new patches are as follows:

GatewayUpgrade-2.02.10.00.zip
GatewayUpgrade-2.04.12.00.zip
GatewayUpgrade-2.06.10.00.zip
GatewayUpgrade-2.08.10.00.zip

GatewayUpgrade-2.10.10.00-2k3-only.zip
GatewayUpgrade-Win2008-2.10.10.00.zip
GatewayUpgrade- 2.10.10.00-combined.zip

GatewayUpgrade-2.12.10.00-2k3-only.zip
GatewayUpgrade-Win2008-2.12.10.00.zip
GatewayUpgrade-2.12.10.00-combined.zip

GatewayUpgrade-2.14.00.02.-2k3-only.zip
GatewayUpgrade-Win2008-2.14.00.02.zip
GatewayUpgrade-2.14.00.02-combined.zip

GatewayUpgrade-2.16.00.06.-2k3-only.zip
GatewayUpgrade-Win2008-2.16.00.06.zip
GatewayUpgrade-2.16.00.06-combined.zip

GatewayUprade-ALL-Patches

WARNING
DO NOT USE OLDER VESIONS OF THE ESRS 2 PATCHES.

IMPORTANT

The 2.16.00.06 version of code adds an additional Service (SRS
Gateway Proxy) to ESRS attempting to uninstall with a
Provisioning Tool (PvT) with a version below 2.16.00.06 will fail
and will rollback the uninstall. An additional tool has been added
to the 2.16.00.06 Patch and Downloaded code to address this issue.
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Please see Primus emc287085: Provisioning Tool Error: ESRS
Gateway uninstall fails after 2.16.xx.xx patch installation OR fresh
installation with Provisioning Tool 2.14.xx.xx or earlier

Process

1. Verify the current ESRS code version by launching the
Configuration Tool (CT).

ol ESRS-IP Configuration Tool 2.02.00.14 EH

Clierk Version: 2.02.00.22

Setial Mumber ESRSGW _117900_10042613343947 E M(:2

Configuration: ESRS-GW : S
where information lives’
Install Directory: CAEMCIESRS

Skatus Managed Devices | Proxy Servers I Policy Manager | Setvices Remote Sessions | Logs |

—ESRS-IP Client Connectivity ko EMC Enterprise

Connecting to Iesrsfcnrestg.emc.mm on port 443.

Connectivity status IEDnnBCth-

PT’DXY Server IDiSabIEd.

Palicy Manager |Enabled 1P:127.0.0.1 port 8443,
55U [Enabled, strength AES256-SHA.
Certificate IEnahIed, supported true.

Avg HB Response ID.DDD seconds

Cluster Info IEMC HA Gateways-svt-doc, 3 members.

Information rust be manually refreshed. Refresh
Mon Aug 2 10 09:24:46

Figure 89 Configuration Tool

2. Create a directory in the Root of the drive where the Gateway
Application is installed.
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Figure 90
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Creating a Directory
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T - -
File Edt Yiew Favorites Tooks Help ‘ s

Q@Back - ) - (¥ | O search ‘[?,-Fn\ders | & @ X 9| m-
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(= ooon 25,651 KB Rich Text Do

£ 2.04.00Patch J 2 Gatemaylparade-2.08,00.04.exe 13,837 KB Application

[ Size | Type

£ 2.04.02.02patch Fisld Instructions 2,08.00,5x Patch-1,doc 335KB  Wordpad Dot
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() 09cF365dd16475c4400
() 89c36703761425c45165
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[ doc
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Figure 91 Extracting the patch.zip

4. Double click on the GatewayUpgrade-2.08.00.04.exe to extract
upgrade files. The default path is the user’s temporary directory.
This should be redirected to the directory where the patch is
located (C:\Patch-ESRS2.08.00.xx).

WinZip Self-Extractor - GatewayUpgrade-2.08.00.04 . exe I
To unzip all filez in this self-extractor file to the I rzip I
zpecified folder press the Unzip button. =

Bun »insip I
Unzip to folder:
[C-\Patch-ESRSZ 08 ua i Close |

v Owvernwrite files without prompting About I
Help I

Erowze. ..

Figure 92 Extracting Upgrade Files
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A message appears that the files were unzipped successfully.

WinZip Self-Extractor |

2 Filels) unzipped successfully

Figure 93 Files Successfully Unzipped

A WARNING

It is imperative that when applying the 2.10 and above ESRS
Gateway Client Patch that you MATCH the patch applied to the
Operating System (Windows 2003 OR Windows 2008) that the ESRS
Gateway Client is installed on. Failure to do so will result in the FTP
services NOT being properly controlled by the ESRS Watchdog
Service and maylwill result in missed callhomes that can result in
Data Unavailability | Data Loss situations.

5. Click OK and close the extractor. This will have extracted two
additional files.
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6. Open a command window and change to the directory that the
patch is located (C:\Patch-ESRS2.08.00.xx).

Command Prompt [_[o0x]

osoft Windows [Uersion 5.2.379@1
<C> Copyright 1985-2003 Microsaft Corp.

C:\Documents and Settings\Administrator>cd “Patch—ESRS2._08 .xx

:\Patch—ESRE2.088 .o >din
Uolume in drive C has no label.
Uolume Serial Number is 18C2-1EFQ

Directory of C:\Patch-ESRS2.88 .5

02 /84,2011 <DIR> .
<DIR> %

15,580,207 2.08.00.04-patch.zip

JB64 Field Instructions 2.88.88.xx Patch-1.doc
26,470,538 Field Instructions 2.B8.88.:0c Patch.rtf
14,168,097 Gatewaylpgrade=2.08.00.04.exe
1.794.848 Gatewaylpgrade .exe
13,239,616 setup-2.08.08.84.zip

?1.595.96 ytes
18.485.477.376 hytes free

2:12 PH
6 File<(s>
2 Dirds

C:\Patch-ESR82 .08 .xx>_

Command Prompt
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Note: If you double click the GatewayUpgrade.exe in Windows Explorer it
will “flash” a DOS box and will NOT install the patch. The patch MUST be
run from a command window and must include the patch.zip to be applied.

The log will show the following:

Tue Jun 29 12:57:57 2010 ERROR
Invalid command. Use the following command:
GatewayUpgrade.exe <zip file>
Tue Jun 29 12:57:57 2010 ERROR
Tue Jun 29 12:57:57 2010 ERRORError code 1.
Tue Jun 29 12:57:57 2010 ERRORExiting setup.

7. At the command prompt enter the executable and the patch.zip to
be applied and press Enter (GatewayUpgrade.exe
setup-2.08.00.xx.zip).

ommand Prompt - GatewayUpgrade.exe setup-2.08.00.04.zip

e no label.
Uolume Serial Number is 1BC2-1EFA

Directory of G:\Patch-ESRS2.08.xx

R>
A2.-04,2011 M 15,580,207 i ip
02,/04,2811 3448 ructions 2.88.88.xx Patch-1.doc
82,/04,2811 26,478,530 Ficld Instructi .08.08_xx Patch.rif
024042011 147168.897 Gatewaylpgrade—2.B8.008.04.6xe
01052011 1,794,048 Gatewaylpgrade.exe
12292018 13,239,816 setup-2.88.80.64.zip

> 71,595,962 hytes

2 Dir<s) 18.485.477,3% hytes free

C:\Patch-ESRS2 .88 . xx>Catewaylpgrade .exe setup—2.08.00.84.zip
e A A AR bt
o START OF ESRS-IP UPGRADE B

=% This will upgrade your ESRS-IP gateway? ==

Type ¥ to continue or N to quit.

Figure 96 Command Prompt: Enter Executable

8. Answer Y and press Enter. The patch process will proceed in the
command window.
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Command Prompt
Copying C:,ESRS_CLIENT_BACKUP,20118204130749 /xgDeployCont ig .dat to Gz, EMC/ESRS Gateway,xgDeployCanf iy . dPy|
at .

Service EMC SRS Gateway Client opped.
Nttenpting to start the EMC SRS Gateway Client
ice EMC SRS Hatchdog is pped.
tart the EMC SRS Watchdog ser

Launching ConfigT
Launched Configlool.

Upgrade completed.
C:\Patch_ESRS2.08 _ xx>

Figure 97 Command Prompt: AnswerY to Proceed

9. The Configuration Tool (CT) will automatically launch. After the
CT launches, close the command window.

10. Review the CT screens and check the connectivity status to EMC
and Policy Manager. Refresh the screen if necessary.

s ESRS-IP Configuration Tool 2.08.00.04 HE

Client Version: 2,08.00.04

Serial Mumber ESRSGW_11145366_10091318022044 E M CZ

Configuration: ESRS-GEh = P
where information lives’
Install Directory: CHEMCIESRS

Skatus I Managed Devices | Proxy Servers | Policy Manager I Services I Remote Sessions | Lngsl

—ESRS-IP Client Connectivity to EMC Enterprise

Connecting Iesrs—corestg.emc.oum on port 443,

Connectivity status I[:Dnnel:ted-

Proxy Server |Disabled.

Policy Manager |Enahled IP:10.241.172.13, port 8443; connected, S5L Enabled.
S5L [Enabled, strength AES256-SHA.

Certificate IEnabIed, supported true.

Avg HE Response |1.951 seconds

Cluster Info |EMI3 HA Gateways-svt-doc, 2 members.

Informnation refreshes every 30 minutes.

To refresh immediately click 'Refresh’ button, Fri Feb 4 11 13:09:56

Figure 98 Connectivity Status
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11. On the Managed Devices tab you will see your devices. Check
connectivity. Refresh the screen if necessary.

4 ESRS-IP Configuration Tool 2.08.00.04 [7]
Client Yersion: 2,08,00,04

Serial Mumber ESRSGW _11145366_10091315022044 E M(:‘2

Configuration: ESRS-GW ) o
where information lives’
Install Directary: CHEMCIESRS

Status Managed Devices Proxy Servers I Paolicy Manager I Services I Remote Sessions | Logs |

—Managed Devices Table

Serial Mumber 4 Model IP Address 1=
i Q/ 03P512345678-1 RECOVERPOIMNT T 10.241.172.142
2 Q/ 03P512345679-1 RECOVERPOINT T [10.241.172.143
3 |o/ 05SDAZOO000017-1 | ATMOS T | 10.6,146.40
4 |ef 0550A0200000017-2 | ATMOS T |10.6,146.41
5 Q/ AGFOG02B00Y SWITCH-BROCAD... | ™ |10.241.174.60
5] Q/ APMOOOS0400902-1 | CENTERA T 10.241.185.65
7 |« 4PMODDSD400902-2 |CENTERA T 10,241,185.66
8 |&/ APMOOOSOS032E4-1 | CENTERA ¥4 |10.241,185.69
0 |ef APMOOOSOS03E54-2 | CENTERA i |10.241.185.70
10 Q/ APMOO0S0G02545-2 | CENTERA T 10.241.185.68
11 Q/ APMOOOS1002564-P | CELERRA T [10.241.168.86 -
- | o
4k Add | L//Edit I - Removal
Infor mation refreshes every 30 minutes, Histary | Request Update |

To refresh immediately click 'Refresh' button. FriFeb 4 11 13:10:39

Figure 99 Managed Devices

12. Check other tabs on the Configuration Tool (CT) and confirm
Status/Configuration is as expected. Refresh the screen if
necessary.

13. On the Service tab, verify services are as expected. Refresh the
screen if necessary.

m EMC Secure Remote Support Gateway for Windows Release 2.28 Operations Guide



4 ESRS-1P Configuration Tool 2.08.00.04 HE

Clignt Version: 2.08.00.04

Serial Number:ESRSGYW _11145366_10091318022044
Configuration: ESRS-GW

Install Directory: CHEMCIESRS

EMC’

where information lives

Status I Managed Devices I Proxy Servers | Policy Manager

Services Remote Sessions I Logs I

—Connect Home Services

1IS Service |RUNNING IAutDmatlc

FTR Service  [RUNNING [marual

SMTF Service: [RUNNING [arual

HTTPS Service |RUNN[NG IAuU:matic
—ESR5-IP Dependent Service Status

Gateway [ruNNING [automatic

‘iztchdog |RUNNING I Automatic

Information refreshes every 30 minutes.
To refresh immediately click 'Refresh’ button,

FriFeb 4111

Figure 100  Services Running

14. Also review the logs on the Log tab.
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Figure 101

4l ESRS-IP Configuration Tool 2.08.00.04 HE

Client Yersion: 2.08.00.04

Serial Number:ESRSGW _11145366_10091318022044 E MC‘2

Configuration: ESRS-GW " s
where information lives
Install Directory: CHEMOIESRS

[a,
[a,
[a,

, 1, 1013] 02-04-2011 13:11:30.250 IMPORTANT INFO EDDAppPoll-Gateway : Connect

, 1, 1013] 02-04-2011 13:11:30.265 IMPORTANT INFO EDDAppPoll-Gateway: Connect

, 1, 1013] 02-04-2011 13:11:30.265 IMPORTANT INFO EDDAppPoll-Gateway : Connect
3

| |

Status I Managed Devices | Proxy Servers Palicy Manager I Services | Remote Sessions Logs I
[0, 6 1,1013]02-04-2011 13:11:30.234 IMPORTANT INFO EDDAppPPOl-Gateway: Conneci;l
[0, 6 1,1013] 02-04-2011 13:11:30.234 IMPORTANT INFO EDDAppPoll-Gateway: Connect
[0, 6, 1, 1013] 02-04-2011 13:11:30.234 IMPORTANT INFO EDDappPol-Gateway: Connect
[0, 5, 1, 1013] 02-04-2011 12:11:30.234 IMPORTANT INFO EDDappPol-Gateway : Connect
[0, 6 1,1013] 02-04-2011 13:11:30.234 IMPORTANT INFO EDDAppPoll-Gateway: Connec
[0, 6 1,1013] 02-04-2011 13:11:30.234 IMPORTANT INFO EDDAppPoll-Gateway: Connec
[0, 6 1,1013] 02-04-2011 13:11:30.250 IMPORTANT INFO EDDAppPoll-Gateway: Connect
[0, 6, 1, 1013] 02-04-2011 13:11:30.250 IMPCORTANT INFO EDDappPol-Gateway : Connect
[0, 5, 1, 1013] 02-04-2011 132:11:30.250 IMPORTANT IMFO EDDappPol-Gateway : Connect
[0, 6 1,1013]02-04-2011 13:11:30.250 IMPORTANT INFO EDDAppPoll-Gateway: Connec
[0, 6 1,1013] 02-04-2011 13:11:30.250 IMPORTANT INFO EDDAppPoll-Gateway: Connec
[0, 6 1,1013] 02-04-2011 13:11:30.250 IMPORTANT INFO EDDAppPoll-Gateway: Connect

6 )
6 ]
5 ]

Information refreshes every 30 minutes.
Ta refresh immediately click 'Refresh’ button, FriFeb 4 11 13:13:00

Review Logs

15. You can also review the Upgrade Log
(upgrade-YYYYMMDD-HHMMSS log) in this case,
upgrade-20101109-145831.1og.

Note: During the upgrade the Gateway directory is backed up to the
C:\ESRS_CLIENT_BACKUP\20101109-145831 is the date- time/stamp of
when the upgrade was performed. It is not removed after the upgrade has
completed. If an issue occurs the Client can be recovered. If the patch is
successful and you have limited disk space the backup of the Client can be
removed manually if necessary.

Note: A complete log of the upgrade process is located in the directory from
which the upgrade was executed.

If any upgrade issues occur the upgrade log MUST be included when
requesting support the format of the file is
upgrade-20101109-145831.1og, where 20101109-145831 is the
date/time stamp of when the upgrade was executed. Each upgrade
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attempt will have its own log. If multiple attempts have been made to
upgrade a client, include all logs.

Table 6 Error Codes and where in the process they may occur

Step | Code | Error Scenario Message

2 1 User enters invalid parameters into Invalid command. Use the following command:
GatewayUpgrade.exe CLI GatewayUpgrade.exe <zip file>

2 2 User enters a file name that does not exist into <file name> file does not exist.
GatewayUpgrade.exe CLI

4 3 User cancels upgrade process User entered 'n'.

User cancelled upgrade.

5 10 Missing Registry Entry Options:

o Client service name is null or empty.

* Watchdog service name is null or empty.

o HTTPS Listener service name is null or empty.
o Current ESRS-IP Version is null or empty.

* Base Path is null or empty.

* Configuration Type is null or empty.

* Gateway Config Path is null or empty.

6 4 Installation directory has insufficient disk space | Available space check failed.
7 5 Configuration type other than ESRS-GW is "ESRS-IP configuration type check failed."
installed "Configuration type <detected value> does not match
ESRS-GW."
8 6 ESRS Client version does not equal 2.02 ESRS-IP version check failed.

Current version of <detected value> does not match
required version of 2.02.00.

8 6 ESRS Client 2.04 is installed ESRS-IP version check failed.
System is already at version 2.04.00.
9 7 User has insufficient rights User does not have admin privilege.
12 8 Error occurred while applying patch. Upgrade Options:
Software must roll back to the original version. |« Failure during stopping of services. Trying to roll back.

* Failure during backing up client. Trying to roll back.
o Failure during copying new files. Trying to roll back.
* Failure during updating the registry. Trying to roll back.
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Gateway Client
Uninstallation

2.16.00.06 and
Above Uninstall
Process

When uninstalling the Gateway Client, it is very important to
complete all steps in the process. Devices that are managed by a
single Gateway Client must be unmanaged, the Gateway Client must
be set offline within ServiceLink and, if clustered, the Gateway
should be unenrolled prior to uninstallation. Devices need not be
undeployed if the Gateway is being uninstalled due to some failure
provided another Gateway will be installed and clustered with the
original Gateway. This will eliminate the possibility of unnecessary
service requests being created.

If the devices are managed by other Gateway Clients in the cluster
and you intend to continue to manage them within the cluster, do
NOT undeploy the devices prior to uninstalling the Gateway Client.

The Provisioning Tool, which will be used to uninstall the Gateway
Client, will remain.

To uninstall the Provisioning Tool, use Add/Remove programs. The
Provisioning Tool cannot be uninstalled if the Gateway Client is still
installed.

The 2.16.00.06 version of code adds an additional Service (SRS
Gateway Proxy) to ESRS. This results in any attempt to uninstall the
Gateway Client with a Provisioning Tool (PvT) version 2.14.XX.xx. or
below will fail. The Provisioning Tool (PvT) will rollback the uninstall
and restart all service relative to the ESRS Gateway. An additional
tool has been added to the 2.16.00.06 Patch and Downloaded code to
address this issue. Please see Primus emc287085: Provisioning Tool
Error: ESRS Gateway uninstall fails after 2.16.xx.xx patch installation
OR fresh installation with Provisioning Tool 2.14.xx.xx or earlier

If ESRS Gateway Client was installed with the 2.16.00.06 PvT the
uninstall process is the same as previous. If however the ESRS
Gateway Client was patched from a lower level of code OR was a
fresh install from the Provisioning Service (PvS) with a Provisioning
Tool (PvT) version 2.14.XX.XX or BELOW the alternate method using
the standalone uninstaller application must be used

The 2.16. XX.XX Gateway Code and/or patch includes a separate
Uninstaller application located in:

<install_drive>:\EMC\ESRS\Uninstall\Gateway\2.XX.XX.XX.
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Excerpt of the uninstall
log

Note: Due to the use of User Access Control (UAC) in W2k8 (Any Version)
you may be required to execute the Uninstaller in a Command Window
opened in RunAsAdministrator Mode to successfully uninstall install the

Gateway
1. Open Windows Explorer.
2. Navigate to the Gateway uninstaller directory

SRR L

<install_drive>:\EMC\ESRS\Uninstall\Gateway\2.XX.XX.X
X _)

Double click the GatewayUninstaller.exe.
This will Launch a command window.
At the command prompt type Y and press Enter.

The Uninstaller will run and uninstall the Gateway Application
and ALL its components.

B S o S S RO R I e S R S R R R e S R R I b S

Wed Feb 1 18:39:43 2012 INFO START OF ESRS-IP
UNINSTALL

Wed Feb 1 18:39:43 2012 INFO

EEEEEE R RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS S
Wed Feb 1 18:41:21 2012 INFOUser entered 'y'.

Wed Feb 1 18:41:21 2012 INFOUser elected to proceed
with uninstall.

Wed Feb 1 18:41:21 2012 INFO

Wed Feb 1 18:41:21 2012 INFO

Wed Feb 1 18:41:21 2012 INFOREADING VALUES FROM THE
REGISTRY
Wed Feb 1 18:41:21 2012 INFO

Wed Feb 1 18:41:21 2012 INFOClient service name: EMC
SRS Gateway Client

Wed Feb 1 18:41:21 2012 INFOWatchdog service name: EMC
SRS Watchdog

Wed Feb 1 18:41:21 2012 INFOHTTPS Listener service
name: ESRSHTTPS

Wed Feb 1 18:41:21 2012 INFORegistry value does not
exist ProxyServiceName

Wed Feb 1 18:41:21 2012 ERRORPrivoxy service name is
null or empty.

Wed Feb 1 18:41:21 2012 INFO Using default value of
EMC SRS Gateway Proxy.
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Wed Feb 1 18:41:21 2012 INFOCurrent ESRS-IP Version:
2.16.00.06

Wed Feb 1 18:41:21 2012 INFOBase Path: C:\EMC\ESRS
Wed Feb 1 18:41:21 2012 INFOConfiguration Type:
ESRS-GW

Wed Feb 1 18:41:21 2012 INFOGateway Serial Number:
ESRSGW_11145366_11102714179045

Wed Feb 1 18:41:21 2012 INFOGateway Config Path:
C:\EMC\ESRS\Gateway

Wed Feb 1 18:41:21 2012 INFO

Wed Feb 1 18:41:21 2012 INFOCREATING A BACKUP OF THE
CURRENT ESRS-IP FILES
Wed Feb 1 18:41:21 2012

INFO::::::: st
Wed Feb 1 18:41:22 2012 INFOzZip 5 pct completed.
Wed Feb 1 18:41:22 2012 INFOZip 10 pct completed.
Wed Feb 1 18:41:22 2012 INFOZip 15 pct completed.
Wed Feb 1 18:41:23 2012 INFOZip 20 pct completed.
Wed Feb 1 18:41:23 2012 INFOZip 25 pct completed.
Wed Feb 1 18:41:24 2012 INFOZip 30 pct completed.

Wed Feb 1 18:41:36 2012 INFOREMOVING BACKUP FOLDER
Wed Feb 1 18:41:36 2012

Wed Feb 1 18:41:36 2012 INFO

Wed Feb 1 18:41:36 2012 INFOUninstall completed.

Wed Feb 1 18:41:36 2012 INFO

Wed Feb 1 18:41:36 2012 INFO It is OK to delete the
C:/EMC/ESRS/Uninstall/Gateway/2.16.00.06 directory.
Wed Feb 1 18:41:36 2012 INFO

Wed Feb 1 18:41:36 2012 INFOPress the<Enter>key to exit
7.PressEnterat the Prompt and the Window will close
Uninstall is complete and the directory structure is
deleted

If there is a need to reinstall the Gateway, it is recommended that you
upgrade the Provisioning Tool (PvT) before reinstalling the new
Gateway. Acquire a copy of the latest Provisioning Tool (PvT) before
uninstalling the existing Provisioning Tool (PvT) that is currently
installed.
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1. Uninstall the down rev version of the Provisioning Tool (PvT), as
follows:

— In Windows 2003, use the Control Panel\ Add/Remove
Programs to uninstall the PvT.

— In Windows 2008, use the Control Panel\Programs and
Features to uninstall the PvT.

Note: Gateway Device Client code must be uninstalled first. Uninstalling the
Provisioning Tool (PvT) with a Gateway in Place will also uninstall the
Gateway Client.

1. Install the new version of the Provisioning Tool (PvT) (in this case
2.16.00.06).

2. Install the new Gateway:.

Note: This Solution may also be used if there are issues using the 2.16.xx.xx
Provisioning Tool for uninstall of the Gateway.

Also see Primus emc239260, “Provisioning Tool Error: ESRS Gateway
uninstall fails” for other possible solutions.
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Troubleshooting

This appendix provides information about troubleshooting
unexpected service events. It also explains how to perform
configuration tasks to help troubleshoot the ESRSHTTPS listener:

¢ Troubleshooting unexpected service events ............ccccoeueveerunen. 214
¢ Troubleshooting ESRSHTTPS.........ccccooooiiiiiiice 215
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213




Troubleshooting

Service
malfunction

Service does not
start up

Operating system or
hardware failures

Troubleshooting unexpected service events

This section provides information about troubleshooting unexpected
service events in the Gateway Client or Policy Manager.

If the Gateway Client or Policy Manager service appears to
malfunction, try to reboot and restart the service.

If the Gateway Client or Policy Manager service fails to manually
start up from the Services window, it might be caused by one of the
following problems:

¢ Files that have been inadvertently deleted or moved:

1. Examine the server log file to confirm missing-file errors.

2. Attempt restoration from image backup. You may have to
reinstall if image backup is not available. See “Restoration
procedures” on page 189.

¢ Virus damage:

1. Run a virus scanner program and attempt a virus repair if
needed.

2. If a virus repair is not successful, you may need to reinstall, as
described in “Restoration procedures” on page 189.

If a server failure clearly occurs at a more basic level than the
Gateway Client or Policy Manager service, you may want to perform
a reinstallation, as described in “Restoration procedures” on

page 189.
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Troubleshooting ESRSHTTPS

Concepts

Configuring the
ESRSHTTPS listener

Virtual paths

The ESRSHTTPS listener service is used to accept the HTTPS event
notifications from a ConnectEMC client application running on an
EMC device. This section provides details on performing
configuration tasks to troubleshoot the ESRSHTTPS listener.

ESRSHTTPS registers to receive HTTPS requests for particular URLs,
receive HTTPS notifications, and send HTTPS responses. The
ESRSHTTPS includes SSL support so applications can also exchange
data over secure HTTPS connections without depending on IIS. It is
also designed to work with I/O completion ports.

The ESRSHTTPS service is automatically installed and configured
when you install an Gateway Client. However, you can also configure
the ESRSHTTPS service from a command line as described in the
following sections.

You can use the executable to configure ESRSHTTPS listener in any of
the following ways:

¢ Install and remove ESRSHTTPS listener Windows service without
the need to use the Microsoft Installer tool installutil.exe.

o Start and stop the ESRSHTTPS listener.

+ Automatically install the ESRSHTTPS listener common server
certificate.

¢ Configure esrshttps.exe with IP address, port, rootdir, and
scheme.

The ESRS HTTPS listener service uses the following virtual paths for
storing files it receives from ConnectEMC or the ESRS Gateway
Extract Utility (GWEXxt):

o For files coming from the ConnectEMC service, the virtual path is
Gateway\work\httproot\incoming

¢ For files coming from GWEXxt, the virtual path is
Gateway\work\dmb\request

Troubleshooting ESRSHTTPS
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Files created  The following files exist after configuring and starting the
ESRSHTTPS listener:

o esrshttps.exe.config

+ esrshttps.log

ESRSHTTPS service command line examples

The following sections provide examples of using esrshttps.exe
command line options to configure and control the ESRSHTTPS
service.

Install the ESRSHTTPS service

esrshttps.exe -install

After running the command, esrshttps.exe displays the following
text on the screen to confirm that the command completed without an
error (error code 0):

Begin "esrshttps" Service Install.
esrshttps installed successfully.
End "esrshttps" Service Install.

Remove the ESRSHTTPS service

esrshttps.exe -remove

After running the command, esrshttps.exe displays the following
text on the screen to confirm the command completed without an
error (error code 0):

Begin "esrshttps" Service Remove. ..
Current service esrshttps status: Running
Try to stop service esrshttps

status: StopPending

status: Stopped

Service stopped esrshttps status: Stopped
esrshttp removed successfully.

End "esrshttps" Service Remove.

Start the ESRSHTTPS service

esrshttps.exe -start
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After running the command, esrshttps.exe displays the following
text on the screen to confirm the command completed without an
error (error code 0):

Begin "esrshttps" Service Install.
esrshttps installed successfully.
End '"esrshttps" Service Install.

Stop the ESRSHTTPS service

esrshttps.exe -stop

After running the command, esrshttps.exe displays the following
text on the screen to confirm the command completed without an
error (error code 0):

Begin "esrshttps" Service Stop...

Current service esrshttps status: Running
Try to stop service esrshttps

status: StopPending

status: Stopped

Service stopped esrshttps status: Stopped
End "esrshttps" Service Stop.

ESRSHTTPS configuration command line examples

You may enter some or all of the following parameters in a single
command line:

esrshttps.exe -ipaddress=HOST_IPADDRESS
ersrhttps.exe -port=PORT

ersrhttps.exe -rootdir=ROOT_DIR
ersrhttps.exe —scheme:[https|http]

ersrhttps.exe -config

ESRSHTTPS syntax

ESRSHTTPS uses the following syntax:

esrshttps.exe {-install | -remove | -stop | -start
-config} [-ipaddress=Ip] [-port=Port] [-rootdir=rootdir]

[-scheme-=scheme]
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Parameters
Action commands are: -install, -remove, -start, -stop, and -config.

Action commands
-install

To install esrshttps.exe service manually
-remove

To uninstall esrshttps.exe service manually
-start

To start esrshttps.exe service manually
-stop

To stop esrshttps.exe service manually
-config

To launch the esrshttps.exe graphical user interface for the
configuration of esrshttps.exe.config

Setting commands are: -ipaddress, -port, -rootdir, and -scheme
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Setting commands

esrshttps action=parameter
-ipaddress=IP

The -ipaddress action takes IP parameter as a string specifying the IP
address to be added to the esrshttps.exe.config file.

-port="Port

The -port action takes port parameter as a string specifying the port
number to be added to the esrshttps.exe.config file.

-rootdir=rootdir

The -rootdir= action takes rootdir parameter as a string specifying the
rootdir to be added to the esrshttps.exe.config file. A root directory is
the base directory to which the ESRSHTTPS listener is allowed
access. The ESRSHTTPS listener will be allowed to create files from
this directory.

[-scheme-=scheme]

The -scheme action takes scheme parameter as a string specifying the
IP address to be added to the esrshttps.exe.config file. A URI Scheme
is the top level of the Uniform Resource Identifier naming structure.
All URIs are formed with a scheme name. The executable
esrshttps.exe supports https and http schemes.
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