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Preface

As part of an effort to improve and enhance the performance and capabilities of its product lines,
EMC periodically releases revisions of its hardware and software. Therefore, some functions described
in this document may not be supported by all versions of the software or hardware currently in use.
For the most up-to-date information on product features, refer to your product release notes.

If a product does not function properly or does not function as described in this document, please
contact your EMC representative.

Using FTP, TFTP, and SFTP on VNX 7



Special notice conventions

EMC uses the following conventions for special notices:

Note: Emphasizes content that is of exceptional importance or interest but does not relate to personal
injury or business/data loss.

Identifies content that warns of potential business or data loss.

Indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

Indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

Indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

Where to get help

EMC support, product, and licensing information can be obtained as follows:

Product information — For documentation, release notes, software updates, or for
information about EMC products, licensing, and service, go to the EMC Online Support
website (registration required) at http://Support.EMC.com.

Troubleshooting — Go to the EMC Online Support website. After logging in, locate
the applicable Support by Product page.

Technical support — For technical support and service requests, go to EMC Customer
Service on the EMC Online Support website. After logging in, locate the applicable
Support by Product page, and choose either Live Chat or Create a service request. To
open a service request through EMC Online Support, you must have a valid support
agreement. Contact your EMC sales representative for details about obtaining a valid
support agreement or with questions about your account.

Note: Do not request a specific support representative unless one has already been assigned to
your particular system problem.

Your comments

Your suggestions will help us continue to improve the accuracy, organization, and overall
quality of the user publications.

Please send your opinion of this document to:

techpubcomments@EMC.com
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Introduction

File Transfer Protocol (FTP) is a client/server protocol that operates over
TCP/IP and allows file uploading and downloading across heterogeneous
systems. FTP includes functions to log in to the remote system, list
directories, and copy files.

Trivial File Transfer Protocol (TFTP) is a client/server protocol that enables
file uploading and downloading across heterogeneous systems. For
example, TFTP is used to start remote clients from a network server.

The Secure File Transfer Protocol (SFTP) protocol provides secure file
transfer and manipulation functionality by using the SSH version 2
protocol. SFTP includes functions to log in to the remote system and copy
files.

This document is part of the VNX documentation set and is intended for
use by the system administrators responsible for configuring and
maintaining file storage and network retrieval infrastructure.

Topics included are:
◆ System requirements on page 10
◆ Restrictions on page 10
◆ Cautions on page 10
◆ User interface choices on page 11
◆ Related information on page 11

Using FTP, TFTP, and SFTP on VNX 9



System requirements

Table 1 on page 10 describes the EMC® VNX™ software, hardware, network, and storage
configurations.

Table 1. System requirements

VNX version 7.0 is required to use Common Internet File System (CIFS) authentication for users
logging in with domain\username or username@domain.

Software

No specific hardware requirements.Hardware

To enable FTP, TFTP, and SFTP access to clients that are not on the same local subnet as a Data
Mover, a default route and gateway must be specified on the Data Mover.

Network

No specific storage requirements.Storage

Restrictions

VEE CAVA, the virus checker client, on a Data Mover does not check files transferred by
using FTP or SFTP.Using VNXEvent Enablerprovides more information about virus checking
on your VNX system. Only files accessed by using CIFS are checked for viruses. Files accessed
by using FTP or network file system (NFS) are not checked.

The CIFS service must be started on a Data Mover to allow CIFS authentication for Windows
FTP users. If a Windows user attempts to log in by using a Windows domain name and
username, and if the CIFS service is not active on the Data Mover, the login fails.

FTP does not support CIFS notification.

Cautions

If any of this information is unclear, contact your EMC Customer Support Representative
for assistance.

FTP authentication transmits the username and password across the network in an
unencrypted form. FTP Secure (FTPS) uses Secure Sockets Layer (SSL) security to
transmit the username and password across the network in an encrypted form.

SFTP uses Secure Shell (SSH) security to transmit the username and password across
the network in an encrypted form.

10 Using FTP, TFTP, and SFTP on VNX
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User interface choices

This document describes how to configure FTP, TFTP, and SFTP by using the command
line interface (CLI). You cannot use other VNX management applications to configure FTP,
TFTP, or SFTP.

Related information

Specific information related to the features and functionality described in this document is
included in:

◆ Configuring and Managing Networking on VNX

◆ Controlling Access to System Objects on VNX

◆ EMC VNX Command Line Interface Reference for File

◆ Parameters Guide for VNX for File

◆ Configuring and Managing CIFS on VNX

◆ Managing Volumes and File Systems for VNX Manually

◆ Managing Volumes and File Systems with VNX AVM

◆ VNX for File man pages

◆ Using VNX Event Enabler

◆ Using International Character Sets on VNX for File

For general information on the SFTP protocols, refer to:

◆ RFC 4252, The Secure Shell (SSH) Authentication Protocol

◆ RFC 4253, The Secure Shell (SSH) Transport Layer Protocol

◆ RFC 4254, The Secure Shell (SSH) Connection Protocol

EMC VNX documentation on the EMC Online Support website

The complete set of EMC VNX series customer publications is available on the EMC
Online Support website. To search for technical documentation, go to
http://Support.EMC.com. After logging in to the website, click the VNX Support by
Product page to locate information for the specific feature required.

VNX wizards

Unisphere software provides wizards for performing setup and configuration tasks. The
Unisphere online help provides more details on the wizards.

User interface choices 11
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2

Concepts

VNX supports FTPS, SFTP, and TFTP (RFC 1350).

FTPS is a client/server protocol that operates over TCP/IP and allows file
uploading and downloading across heterogeneous systems. FTPS includes
functions to log in to remote system, list directories, and copy files. You
can perform FTPS operations by typing commands at a command prompt
or by using an FTP utility that runs under a graphical interface like
Windows.

UNIX and Windows users can use FTP to access file systems on VNX.
Authentication is performed by using the local hosts file or NIS for UNIX
users, and by using CIFS authentication for Windows users.

SFTP is a client/server protocol. Users can use SFTP to perform file transfers
on VNX system on the local subnet. The underlying SSH version 2 protocol
provides well seperated layers for secure file transfer between systems.

TFTP is a client/server protocol. UNIX and Windows users can use TFTP
to access file systems on VNX on the local subnet. TFTP lacks many regular
File Transfer Protocol (FTP) features. It provides no mechanism for user
authentication and does not let you display or browse a remote directory,
invoke a shell, or manipulate files and directories.

Topics included are:
◆ FTP on page 15
◆ FTP for user file access on page 15
◆ FTP daemon on page 15
◆ User accounts on page 15
◆ Anonymous FTP on page 15
◆ Home directories and the default working directory on page 16
◆ File access permissions on page 18
◆ Internationalization on page 19
◆ Data Mover failover on page 20
◆ FTP Secure connection on page 20

Using FTP, TFTP, and SFTP on VNX 13



◆ Authentication methods for FTP on page 20
◆ TFTP on page 21
◆ SFTP on page 22
◆ SSH on page 22
◆ SFTP connection architecture on page 22
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FTP

FTP is a client/server protocol that enables transfer of files across heterogeneous systems.
The FTP daemon services the requests from the clients.

FTP for user file access

Before you use FTP, you must enable FTP access to a file system. Any file system mounted
on a Data Mover is available for FTP access as long as the FTP daemon, ftpd, is running on
that Data Mover. The file system does not have to be exported or shared to enable access.
In a default Data Mover configuration, ftpd is automatically started. Managing Volumes and
File Systems with VNXAVM andManaging Volumes and File Systems for VNXManually provide
information about creating a file system and mounting it on a Data Mover. After logging
in, the user is placed in a working directory. Home directories and the default working
directory on page 16 lists the various considerations for the working directory. By default,
if an FTP session is inactive for 15 minutes (900 seconds), the Data Mover closes it. To disable
FTP access to a particular file system, unmount the file system.

Note: The VNX FTP server is case-sensitive. Therefore, you must match the case of the name when
changing directories or accessing files.

FTP daemon

The FTP daemon, ftpd, runs on the Data Mover and services FTP requests from clients. The
FTP daemon is started automatically when the Data Mover starts for the first time. Later,
the status of the FTP daemon depends on the last server_ftp command parameters. The
EMC VNX Command Line Interface Reference for File lists options to manage the FTP server
configuration. The FTP daemon is configured by the server_ftp command. Any configuration
change for FTP is reflected when the FTP daemon is restarted. Restarting the Data Mover
is not required.

User accounts

At the FTP login prompt, a user can select either a UNIX username or a Windows domain
and username (in the format domain\username or username@domain). If the user logs in
without a domain name, UNIX authentication is used.

Anonymous FTP

A system that supports anonymous FTP allows access to files by the users without a user
account on the system. The anonymous FTP facility allows a user to log in with the username

FTP 15

Concepts



anonymous or ftp. The system prompts for a password, to which the user is expected to
respond with some identification, usually a username or an email address.

To allow anonymous FTP access to a Data Mover, the administrator must configure a user
with a username of ftp in /.etc/passwd or in the NIS. Following are the attributes that a user
named ftp must have:

◆ Any UID and GID, except -2 or those of root (0 and 1)
◆ A home directory configured and available on the Data Mover
◆ The password removed or disabled

On VNX system, an anonymous FTP user’s working directory is the home directory of the
user named ftp. If the user named ftp does not have a home directory and has access to the
root file system, then the root file system (/) is the working directory for anonymous FTP.
If the user named ftp does not have a home directory and does not have access to the root
file system, then anonymous FTP login fails. An anonymous user can change only to
directories beneath the working directory.

Note: An access log is commonly used by system administrators to monitor anonymous FTP use on
the system. There is no FTP access log on a Data Mover.

Home directories and the default working directory

When a Data Mover accepts a user’s login for an FTP session, the user is placed in a working
directory. The user’s working directory depends on several factors:

◆ Is the homedir parameter for the server_ftp command specified?
◆ Is the defaultdir parameter for the server_ftp command listed?
◆ Is the user anonymous, or a UNIX (NFS) or CIFS user?
◆ For UNIX users, does the user have a home directory specified in NIS or /.etc/passwd?
◆ For Windows users, does the user have a home directory specified in /.etc/homedir?
◆ Is the user’s home directory available on the Data Mover?
◆ Does the user have access to the home directory?
◆ Is there a default FTP working directory configured on the Data Mover?

Restrict users to their home directory tree for FTP on page 34 restricts users to their home
directory by using the homedir parameter with the server_ftp command. Change the default
working directory on page 67 specifies the working directory when the defaultdir parameter
is specified in the server_ftp command. Table 2 on page 17 summarizes the FTP behavior
for the other conditions.
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Table 2. FTP working directory

No home directory specifiedHome directory not mounted on
Data Mover or no access grant-
ed

Home directory mounted on
Data Mover and access is
granted

User type

◆ User’s working directory is the
Data Mover root directory (/),
if the user has access.1

◆ If access to / is denied and
the ftpd defaultdir system pa-
rameter is set, the user’s
working directory is the de-
fault working directory.

◆ If there is no default working
directory, the login fails.

◆ User’s working directory is the
Data Mover root directory (/),
if the user has access.1

◆ If access to / is denied and
the ftpd defaultdir system pa-
rameter is set, the user’s
working directory is the de-
fault working directory.

◆ If there is no default working
directory, the login fails.

User’s working directory is the
FTP home directory as specified
in the /.etc/passwd file or NIS. If
the home directory does not start
with a forward slash (/), a forward
slash is added by the system.2

NFS

◆ User’s working directory is the
Data Mover root directory (/),
if the user has access.1,3

◆ If the user named ftp is de-
nied access to the root direc-
tory, the login fails.

Login fails.User’s working directory is the
home directory for the user named
ftp, as specified in the /.etc/pass-
wd file or NIS. If the home directo-
ry does not start with a forward
slash (/), a forward slash is added
by the system.2

Anonymous

◆ If the ftpd defaultdir system
parameter is set, the user’s
working directory is the de-
fault working directory.

◆ If there is no default working
directory, the user’s working
directory is the Data Mover
root directory (/), if the user
has access.1,3

◆ If access to / is denied, the
login fails.

Login fails.User’s working directory is the
FTP home directory as specified
in the /.etc/homedir file.4

CIFS

1  If a UNIX user does not have a home directory specified (that is, the home directory is null, ““), the system prefixes a
forward slash to ““ and uses the root directory (/) as the user’s working directory if the user has permission to access that
directory.
2  For example, if the home directory in NIS or /.etc/passwd is home/user1, the system prefixes a forward slash and uses
/home/user1 as the user’s home directory.
3 With the default configuration, the anonymous user and CIFS users do not have access to the root directory.
4 The home directory feature must be enabled in the Data Mover CIFS configuration. Configuring and Managing CIFS on
VNX provides information about enabling, disabling, or configuring CIFS-user home directories.

For all users, if the user’s home directory is available on a Data Mover and the user logs in
by using FTP, the FTP working directory becomes the user’s home directory.

Home directories and the default working directory 17
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Note: You can use a backward slash (\) or a forward slash (/) as a directory separator.

For UNIX users or the anonymous FTP user, if the user’s home directory does not start with
a forward slash (/), the system adds the forward slash. Therefore, if the user’s home directory
is not set, the system uses the root directory as the home directory. If the user’s home directory
is set, but is unavailable, the system uses the root directory as the home directory. For UNIX
users, if the user does not have access to the root directory, then the system uses the default
working directory. If the default working directory is not set, the login fails. If the anonymous
user does not have access to the root directory, the login fails.

For CIFS users, if the user’s home directory is not set and the default working directory is
set, the system uses the default working directory. If the user does not have a home directory
and there is no default working directory, the system uses the root directory. In this case, if
the user does not have access to the root directory, the login fails. If a CIFS user has a home
directory and the directory is unavailable, the login fails.

File access permissions

The VNX system defines access-checking policies that control how files are accessed in a
multiprotocol environment such as NFS, FTP, or CIFS because NFS and CIFS implement
access checking differently. Any one of the access-checking policies from the list can be
specified while mounting a file system:

◆ NATIVE (default)
◆ UNIX
◆ NT
◆ SECURE
◆ MIXED
◆ MIXED_COMPAT

Access policies are set according to the file system. Table 3 on page 18 summarizes these
access-checking policies for NFS and CIFS users.

Table 3. Access-checking policies for CIFS/FTP and NFS/FTP users

NFS/FTP clientsCIFS/FTP clientsAccess-checking policy

UNIX rights are checked.Access control list (ACL) is checked.NATIVE (default)

ACL and UNIX rights are checked.UNIX

ACL and UNIX rights are checked.ACL is checked.NT

ACL and UNIX rights are checked.SECURE

18 Using FTP, TFTP, and SFTP on VNX
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Table 3. Access-checking policies for CIFS/FTP and NFS/FTP users (continued)

NFS/FTP clientsCIFS/FTP clientsAccess-checking policy

ACL is checked. If there is no ACL, one is created based on the UNIX mode bits. Access
is also determined by the ACL.

NFSv4 clients can manage the ACL.

MIXED

A modification to the UNIX mode bits rebuilds
the ACL permissions, but the UNIX rights are
not checked.

An ACL modification rebuilds the UNIX mode
bits, but the UNIX rights are not checked.

If the permissions of a file or directory were
last set or changed by an NFS client, the
UNIX rights are checked and the ACL is re-
built but is not checked.

If the permissions of a file or directory were
last set or changed by a CIFS client, the ACL
is checked and the UNIX rights are rebuilt
but are not checked.

NFSv4 clients can manage the ACL.

If the permissions of a file or directory were
last set or changed by a CIFS client, the ACL
is checked and the UNIX rights are rebuilt
but are not checked.

If the permissions of a file or directory were
last set or changed by an NFS client, the
UNIX rights are checked and the ACL is re-
built but is not checked.

NFSv4 clients can manage the ACL.

MIXED_COMPAT

Note: When accessed from a Windows client, ACLs are checked only if the CIFS user authentication method is set to
the recommended default, NT. This is set by using the -add security option in the server_cifs command.

FTP on the Data Mover obeys the access-checking policies in the NFS/FTP column of Table
3 on page 18 if the user logs in by using a UNIX username. FTP on the Data Mover obeys
the access-checking policies in the CIFS/FTP column if the user logs in by using a Windows
domain and username.

When a user creates a file or directory through FTP, the access permissions on the file depend
on the umask in effect on the FTP client. This might result in the same file access permissions
as if the same user created the file through NFS or CIFS. You can check the umask by running
the quote site umask command in the FTP session. The documentation for your FTP client
provides more information.

Internationalization

VNX handles international characters differently for NFS and FTP UNIX clients than for
CIFS and FTP Windows clients. For NFS and FTP UNIX clients, VNX translates characters
in the client file and directory names, but not in user or group names. For CIFS and FTP
Windows clients, VNX translates client filenames, directory names, user and group names,
and local groups.

When Unicode (which uses UTF-8 encoding) is enabled, the system can automatically
translate the client data as specified previously. For encodings other than UTF-8, there is no
automatic mechanism for VNX to determine the client’s encoding. In this case, the client’s

Internationalization 19
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native encoding must be identified for the Data Mover. Using International Character Sets on
VNX for File provides more information on internationalization.

Data Mover failover

During a Data Mover failover, any FTP sessions that are active when the failure occurred
are automatically disconnected. Restart those sessions manually when the failover is
completed.

FTP Secure connection

FTPS connections are very similar to FTP connections, except that FTP traffic is sent over
SSL when FTPS connections are used. SSL provides encryption and authentication capabilities.
The default ports for control and data requests over FTPS are 990 and 989, respectively.
Other ports can also be used for FTPS based on the client FTP software configuration and
the SSL parameters set on the Data Mover by the server_ftp command. FTPS connections
to a client require a certificate signed by the Certificate Authority (CA) to be installed on
the Data Mover. Optionally, a CA certificate may also be installed on the client. This enables
the client to check the signature sent by the Data Mover.

The keys and certificates used with SSL are managed by using public key infrastructure
(PKI). PKI is available through the CLI and Unisphere.

Note: VNX supports FTPS connections over SSL. Secure File Transfer Protocol (SFTP) connections,
which use Secure Shell (SSH) protocol, are not supported.

Authentication methods for FTP

FTPS login is done through anonymous and simple authentication methods. The options
you select when configuring the server_ftp command determine which authentication
method is used:

◆ Anonymous (with no SSL)
◆ Simple (password with no SSL)
◆ Anonymous (no password, no SSL)
◆ Anonymous over SSL (SSL with no password)
◆ SSLv3 (password over SSL)
◆ tls:simple (password over SSL)
◆ Both SSLv3 and tls:simple (password over SSL)
◆ SSL-based (client certificate subject is used for authorization)

20 Using FTP, TFTP, and SFTP on VNX
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Anonymous authentication means no authentication occurs and the Data Mover uses an
anonymous login to access the FTPS server. Simple or proxy authentication means the Data
Mover must provide a username and password to access the FTP server.

The following rules determine which authentication method is used:

◆ If you do not specify the username option or enable SSL, anonymous authentication is
used (no SSL).

◆ If you specify the username and password options, but do not enable SSL, password-based
authentication is used (no SSL).

◆ If you specify the username and password options and enable SSL, a password-based
authentication is used (over SSL), whether or not the sslpersona is configured.

◆ If you do not specify the username option and do not configure the sslpersona, but enable
SSL, an anonymous authentication is used after the SSL connection is established.

◆ If you do not specify the username option, but enable SSL and configure the sslpersona,
the anonymous authentication without SSL is used, unless the FTP-based server is
configured to require client certificates.

Note: When the sslpersona is configured (whether it is used or not), there must be a key and valid
public key certificate associated with the specified persona or the SSL connection attempt fails. You
must specify the sslpersona whenever the FTP-based server is configured to require the client certificate,
or the SSL connection fails because it is rejected by the FTP-based server.

The Security Configuration Guide for VNX for File provides information about planning
considerations for PKI, personas, CA certificates, and cipher suites supported by VNX.

TFTP

The TFTP daemon, tftp, runs on the Data Mover and services requests from clients. You
must start the daemon manually. TFTP for VNX is implemented on top of UDP. Initially,
TFTP listens on UDP port 69. When port 69 receives a read request, another randomly chosen
UDP port is used for the actual transfer. TFTP supports two transfer modes:

◆ netascii
◆ octet/binary

TFTP on VNX provides access only to specific directories that you define. Read and write
requests are supported. However, EMC recommends configuring read-only paths. By default,
write requests are disabled to avoid potential security vulnerabilities. Use NFS, CIFS, or
FTP to populate images to your file system rather than using TFTP’s write capability because
TFTP does not provide mechanisms for user authentication and access control.

When adding a directory path, ensure that you provide access only to the files and
directories for which you intend access.

TFTP on VNX provides access to files by adding a single directory path and specifying read
or write access or both for the path. When you add a path with specific read and write access,
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the Data Mover checks to confirm that a specific directory exists and that the specified read
and write access is permitted on this directory. If this check succeeds, the path is added;
otherwise, the operation fails. Access is granted when the directory path matches the path
added for the TFTP transfer and when access is enabled on that path. Controlling Access to
System Objects on VNX provides information about configuring access.

Client access is relative to the directory path, and a client does not need to know the path
prefix. TFTP allows you to travel forward down a series of subdirectories, but you are not
permitted to travel backwards out of the TFTP working directory. For example, a client
request with /../ in its path is rejected.

After configuring the directory path and access properly, any file in a file system mounted
on a Data Mover is accessible.

Following are VNX TFTP supported options that extend TFTP functionality:

◆ TFTP Option Extension (RFC 2347)
◆ TFTP Blocksize Option (RFC 2348)
◆ Timeout Interval and Transfer Size Options (RFC 2349)

Together these extensions allow TFTP and clients to negotiate data transfers. TFTP supports
a default block size of 512 bytes for transfers. If a client negotiates the block size, TFTP
accepts and uses that block size. If the client negotiates the transfer-size option in a read
request, TFTP returns the size of the file to be read in the option acknowledgment. If the
client negotiates the transfer-size option in write transfer, TFTP tries to create the file with
the requested size. If successful, TFTP sends the option acknowledgment with the size
negotiated. If TFTP is unable to create the file of the requested size, it aborts the transfer and
sends an error message.

SFTP

The SFTP network protocol allows VNX to conduct secure file transfers and file manipulation
over a reliable data stream. SFTP is a new protocol and should not be confused with FTP
over SSL (FTPS).

SSH

The Secure Shell (SSH) network protocol allows data exchange between two systems using
a secure channel. SSH supports mutual authentication and encryption (AES, RC4, 3DES,
Blowfish) and compression (ZLIB algorithm) and integrity (HMAC SHA-1 and MD5).

SFTP connection architecture

SFTP is a secure file transfer protocol and, by extension, a tool available on many operating
systems.
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The architecture of a SFTP connection is described in this section. The SSH protocol has a
clean internal architecture with well-separated layers.

Connection layer

The connection layer determines the channels, channel requests, and global requests to
provide SSH services.

A single SSH connection can host multiple channels simultaneously and each channel can
transfer data in both directions. Channel requests are used to relay out-of-band channel
specific data, such as the changed size of a terminal window or the exit code of a server side
process. The SSH client requests a server side port to be forwarded by using a global request.

Standard channel types

The standard channel types include:

◆ Session — This type of channel is used for terminal shells, SFTP, and executable
requests including SCP transfers.

◆ Direct TCP/IP — This type of channel is used for client to server forwarded
connections.

◆ Forwarded TCP/IP — This type of channel is used for server to client forwarded
connections.

User authentication layer

The user authentication layer handles client authentication and provides different
authentication methods. Authentication is client driven. When a user is prompted for a
password, it might be the SSH client and not the server prompting for the password. The
server merely responds to client's authentication requests.

User authentication methods include:

◆ Password
◆ Public key

Password

Password is a method for direct password authentication. In this method, the server
receives the password from the client through a ciphered connection, and checks if the
local authentication services recognize the username and password. This method is very
simple to implement, but requires the user to enter a password on each connection.

Public key

The public key method involves public key based authentication, usually supporting at
least DSA or RSA key pairs. The client proves that it possesses the private counterpart
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of an authorized public key. A key is authorized or allowed access if its public component
is contained in the account's authorization file on the server.

Transport layer

The transport layer handles initial key exchange and server authentication and sets up
encryption, compression, and integrity verification. The transport layer exposes an interface
to the upper layer for sending and receiving plain text packets of up to 32,768 bytes each.
The transport layer also arranges for key re-exchange, usually after 1 GB of data has been
transferred or after 1 hour has passed, whichever is earlier.

The transport layer handles identification messages in advance to ensure that both peers
support the SSH protocol. After a protocol release is negotiated, the list of supported
algorithms about the key exchange algorithm, the symmetric cipher, the MAC (Media Access
Control), and the compression library are exchanged, a choice is made together.

The server authentication requires a private server host key on the server side. The client
maintains a list of the public host key of each server that is already connected.
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3

Configuring FTP

Topics included are:
◆ Prerequisites on page 26
◆ Configure anonymous FTP on page 26
◆ Configure the Data Mover FTP service for CIFS users on page 27
◆ Configure the Data Mover FTP service for NFS users on page 31
◆ Restrict users to their home directory tree for FTP on page 34
◆ Deny FTP access to specific users on page 35
◆ Create a logon-banner for FTP on page 36
◆ Create a welcome screen for FTP on page 38
◆ Configure the inactivity time-out period for FTP on page 40
◆ Configure the maximum time-out period for FTP on page 41
◆ Configure a data port for FTPS connections on page 42
◆ Change the default umask for FTPS on page 43
◆ Configure an SSL control connection for FTPS on page 44
◆ Configure an SSL data connection for FTPS on page 45
◆ Configure an SSL persona for FTPS on page 46
◆ Configure an SSL protocol connection for FTPS on page 47
◆ Postrequisites on page 48
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Prerequisites

Before you begin

To configure FTP, you need to stop the FTP daemon.

Disable FTP on a Data Mover

To stop the FTP daemon or disable FTP, perform this procedure.

Action

Disable FTP on a Data Mover by using this command syntax:

$ server_ftp <movername> -service -stop

where:

<movername> = name of the specified Data Mover

Example:

To disable FTP on server_2, type:

$ server_ftp server_2 -service -stop

Output

server_2: done

Configure anonymous FTP

To configure anonymous FTP:

1. Log in to the Control Station as root by typing:

$ su

At the prompt, type the root password.

2. Change to the /nas/sbin directory by typing:

# cd /nas/sbin

3. Add the ftp user by using this command syntax:

# /nas/sbin/server_user <movername> -add ftp

where:

<movername> = Data Mover on which you want to enable anonymous FTP

Example:
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Add the ftp user by typing:

# /nas/sbin/server_user server_2 -add ftp

At the prompts, create the user with these attributes:

• Any UID and GID, except -2 or those reserved for the root user (0 and 1)
• Home directory specified and available on the Data Mover

Note: Managing Administrative Accounts on Celerra provides more information on adding users and
the server_user command.

4. Disable the ftp user’s password by using this command syntax:

#/nas/sbin/server_user <movername> -passwd -disable ftp

where:

<movername> = Data Mover on which you want to disable a user’s password

Example:

To disable the ftp user’s password, type:

# /nas/sbin/server_user server_2 -passwd -disable ftp

Configure the Data Mover FTP service for CIFS users

To configure the Data Mover FTP service for CIFS users:

1. Log in to a Windows Server from a domain administrator account.

2. Click Start and select Programs  ➤ Administrative Tools  ➤ Celerra Management  ➤ Data
Mover Management.

Configure the Data Mover FTP service for CIFS users 27

Configuring FTP



3. Right-click the Homedir icon and select New  ➤ Home directory entry. The home directory
property window appears.

Figure 1. Celerra Management snap-in

4. In the Home Directory Properties window:

• In the Domain field, type the Windows FQDN.
• In the User field, type the username.
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• In the Path field, type the home directory path.

Figure 2. Home Directory Properties

5. Select Auto Create Directory.

6. Click OK.

7. To stop the FTP service on the Data Mover, use this command syntax:

$ server_ftp <movername> -service -stop

where:

<movername> = name of the Data Mover on which the FTP home directory is enabled
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Example:

To stop the FTP service, type:

$ server_ftp server_2 -service -stop

Output:

server_2 : done

8. To enable the home directory, use this command syntax:

$ server_ftp <movername> -modify -homedir enable

where:

<movername> = name of the Data Mover on which the FTP home directory is enabled

Example:

To enable the home directory, type:

$ server_ftp server_2 -modify -homedir enable

Output:

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 21
Data Port : 20
Default dir : /
Home dir : enable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989

9. To start the FTP service, use this command syntax:

$ server_ftp <movername> -service -start

where:

<movername>= name of the Data Mover
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Example:

To start the FTP service, type:

$ server_ftp server_2 -service -start

Output:

server_2 : done

10. To enable the CIFS home directory, use this command syntax:

$ server_cifs <movername> -option homedir

where:

<movername> = name of the Data Mover

Example:

To enable the CIFS home directory, type:

$ server_cifs server_2 -option homedir

Output:

server_2 : done

11. To verify if the CIFS home directory is enabled, use this command syntax:

$ server_cifs <movername>|grep ENABLE

where:

<movername> = name of the Data Mover

Example:

To verify if the CIFS home directory is enabled, type:

$ server_cifs server_2|grep ENABLE

Output:

Home Directory Shares ENABLED, map=/.etc/homedir

Note: In case of CIFS users, the user's working directory is the default directory. Hence setting the
default directory status is very important.

Configure the Data Mover FTP service for NFS users

To configure the Data Mover FTP service for NFS users:

1. Log in to the Control Station as root by typing:

$ su

At the prompt, type the root password.
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2. Change to the /nas/sbin directory by typing:

# cd /nas/sbin

3. Add the ftp user by using this command syntax:

# /nas/sbin/server_user <movername> -add ftp

where:

<movername> = Data Mover on which you want to enable FTP

Example:

To add the ftp user, type:

# /nas/sbin/server_user server_2 -add ftp

At the prompts, create the user with these attributes:

• Any UID and GID, except -2 or those reserved for the root user (0 and 1)
• Home directory specified and available on the Data Mover

Note: Managing Administrative Accounts on Celerra provides more information on adding users and
the server_user command.

4. Disable the ftp user’s password by using this command syntax:

#/nas/sbin/server_user <movername> -passwd -disable ftp

where:

<movername> = Data Mover on which you want to disable a user’s password

Example:

To disable the ftp user’s password, type:

# /nas/sbin/server_user server_2 -passwd -disable ftp

5. Modify the default directory for the user by using this command syntax:

# server_ftp <movername> -modify -defaultdir <dirname>

where:

<movername> = name of the Data Mover

<dirname> = name of the default FTP directory

Example:

To modify the default directory, type:

# server_ftp server_2 -modify -defaultdir /fs3/ftp

Output:
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server_2: done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 21
Data Port : 20
Default dir : /fs3/ftp
Home dir : enable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Welcome file : /home/nasadmin/welcome
Motd file : /home/nasadmin/motd
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990

Note: In case of NFS users, the user's working directory is the default directory. Hence, setting the
default directory status is very important.
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Restrict users to their home directory tree for FTP

To restrict users to their home directory tree; that is, to prevent them from accessing other
user’s directories, perform this procedure. If the home directory is not reachable, the login
is denied.

Action

Restrict users to their home directory tree by using this command syntax:

$ server_ftp <movername> -modify -homedir enable

where:

<movername> = name of the specified Data Mover

Example:

To restrict users to their home directory tree, type:

$ server_ftp server_2 -modify -homedir enable

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Deny FTP access to specific users

To deny FTP access to specific users:

1. Create a new text file with the name ftp-deny.

2. Using a text editor, open the ftp-deny file and create a list of usernames, one per line, to
which you want to deny FTP access on the Data Mover.

3. Upload ftp-deny to the Data Mover by using this command syntax:

$ server_file <movername> -put <filename>

where:

<movername> = name of the Data Mover where the file is to be copied

<filename> = name of the file being copied to the Data Mover

Example:

To upload the file on server_2, type:

$ server_file server_2 -put ftp-deny

4. Restrict FTP access to specific users by using this command syntax:

$ server_ftp <movername> -modify -deniedusers <filename>

where:

<movername> = name of the specified Data Mover

<filename> = name of the file being copied to the Data Mover

Example:

To restrict FTP access to specific users on server_2, type:

$ server_ftp server_2 -modify -deniedusers ftp-deny

Note: After the ftp-deny file is loaded on the Data Mover and the -deniedusers option is added to
the server_ftp command, updates to ftp-deny are automatically picked up and do not require a
Data Mover restart.

Output:
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server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Denied users conf file : /.etc/ftp-deny
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989

Create a logon-banner for FTP

Users see a welcome screen before they log in. This file might, for example, display a message
of the day or an update for FTP users.

To create a logon-banner:

1. Create a new text file with the name logon-banner.

Note: The logon-banner file for FTP might, for example, prompt users to type their username and
password to access the server.

2. Using a text editor, open the logon-banner file and create your login message.

3. Upload logon-banner to the Data Mover by using this command syntax:

$ server_file <movername> -put <filename>

where:

<movername> = name of the Data Mover where the file is to be copied

<filename> = name of the file being copied to the Data Mover

Example:

To upload the logon-banner to server_2, type:
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$ server_file server_2 -put logon-banner

4. Create a logon-banner for FTP by using this command syntax:

$ server_ftp <movername> -modify -welcome <filename>

where:

<movername> = name of the specified Data Mover

<filename> = name of the file being copied to the Data Mover

Example:

To create a logon-banner on server_2, type:

$ server_ftp server_2 -modify -welcome logon-banner

Note: After the logon-banner file is loaded on the Data Mover and the -welcome option is added
to the server_ftp command, updates to logon-banner are automatically picked up and do not
require a Data Mover restart.

Output:

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Welcome file : /.etc/logon-banner
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Create a welcome screen for FTP

Users see a welcome screen after they have successfully logged in. This file might, for
example, display a message of the day or an update for FTP users.

To create a welcome screen:

1. Create a new text file with the name motd.

2. Using a text editor, open the motd file and create your welcome message.

3. Upload the motd file to the Data Mover by using this command syntax:

$ server_file <movername> -put <filename>

where:

<movername> = name of Data Mover where the file is to be copied

<filename> = name of file being copied to the Data Mover

Example:

To upload the motd file to server_2, type:

$ server_file server_2 -put motd

4. Create a welcome screen for FTP by using this command syntax:

$ server_ftp <movername> -modify -motd <filename>

where:

<movername> = name of the specified Data Mover where the file is to be copied

<filename> = name of file being copied to the Data Mover

Note: After the logon-banner file is loaded on the Data Mover and the -motd option is added to
the server_ftp command, updates to message are automatically picked up and do not require a
Data Mover restart.

Example:

To configure a welcome screen on server_2, type:

$ server_ftp server_2 -modify -motd message

Output:
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server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Motd file : /.etc/motd
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Configure the inactivity time-out period for FTP

To configure the inactivity time-out period for users, perform this procedure.

Action

Configure the inactivity time-out period by using this command syntax:

$ server_ftp <movername> -modify -timeout <timeout>

where:

<movername> = name of the specified Data Mover

Example:

To configure the inactivity time-out period on server_2, type:

$ server_ftp server_2 -modify -timeout 1000

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 1000
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989

40 Using FTP, TFTP, and SFTP on VNX

Configuring FTP



Configure the maximum time-out period for FTP

To configure the maximum time-out period, perform this procedure.

Action

Configure the maximum time-out period by using this command syntax:

$ server_ftp <movername> -modify -maxtimeout <maxtimeout>

where:

<movername> = name of the specified Data Mover

Example:

To configure the maximum time-out period on server_2, type:

$ server_ftp server_2 -modify -maxtimeout 6000

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 6000
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Configure a data port for FTPS connections

To specify a local TCP port for FTPS data connections, perform this procedure.

Action

Configure a data port for FTPS by using this command syntax:

$ server_ftp <movername> -modify -dataport <dataport>

where:

<movername> = name of the specified Data Mover

Example:

To configure a data port for FTPS on server_2, type:

$ server_ftp server_2 -modify -dataport 25

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 25
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Change the default umask for FTPS

To configure the default umask to create a file or directory from the FTPS daemon, perform
this procedure.

Action

Change the default umask for FTPS by using this command syntax:

$ server_ftp <movername> -modify -umask <umask>

where:

<movername> = name of the specified Data Mover

Example:

To change the default umask for FTPS on server_2, type:

$ server_ftp server_2 -modify -umask 077

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 77
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Configure an SSL control connection for FTPS

To configure an FTPS connection with SSL for control encryption, perform this procedure.

Action

Configure an SSL control connection for FTPS by using this command syntax:

$ server_ftp <movername> -modify -sslcontrol(no|allow|
require|requireforauth)

where:

<movername> = name of the specified Data Mover

Example:

To allow an SSL control connection for FTPS on server_2, type:

$ server_ftp server_2 -modify -sslcontrol allow

Note:  Before the server can be configured with SSL, the Data Mover must be set up with a private key and a public cer-
tificate. This key and certificate are identified by using a persona. In addition, the necessary CA certificates that are used
to identify trusted servers must be imported into the Data Mover. Use the PKI feature of VNX to manage the use of certificates
prior to configuring the SSL operation.

Output

server_2 : done
FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535
SSL CONFIGURATION
=================
Control channel mode : allow
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Configure an SSL data connection for FTPS

To configure an FTPS connection with SSL for data encryption, perform this procedure.

Action

Configure an SSL data connection for FTPS by using this command syntax:

$ server_ftp <movername> -modify -ssldata (allow|require|deny)

where:

<movername> = name of the specified Data Mover

Example:

To allow an SSL data connection for FTPS on server_2, type:

$ server_ftp server_2 -modify -ssldata allow

Note: These options are set on the server, but are dependent on ftp client capabilities. Some client capabilities may be
incompatible with server settings.

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : default
Data channel mode : allow
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Configure an SSL persona for FTPS

To configure an SSL persona for FTPS, perform this procedure.

Action

Configure an SSL persona for FTPS by using this command syntax:

$ server_ftp <movername> -modify -sslpersona (anonymous|default|<per
sona_name>)

where:

<movername> = name of the specified Data Mover

Example:

To allow an anonymous SSL persona for FTPS on server_2, type:

$ server_ftp server_2 -modify -sslpersona anonymous

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : anonymous
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Configure an SSL protocol connection for FTPS

To configure an SSL protocol connection for FTPS, perform this procedure.

Action

Configure an SSL protocol for FTPS by using this command syntax:

$ server_ftp <movername> -modify -sslprotocol (default|ssl3|tls1|all)

where:

<movername> = name of the specified Data Mover

Example:

To allow an SSLv3 protocol for FTPS on server_2, type:

$ server_ftp server_2 -modify -sslprotocol ssl3

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : ssl3
Cipher : default
Control port : 990
Data port : 989
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Postrequisites

After you finish

After you configure an FTPS option, you need to restart the FTP daemon for the changes to
take effect.

Enable FTPS on a Data Mover

To start the FTP daemon after making the configuration changes, perform this procedure.

Action

Enable FTPS on a Data Mover by using this command syntax:

$ server_ftp <movername> -service -start

where:

<movername> = name of the specified Data Mover

Example:

To enable FTPS on server_2, type:

$ server_ftp server_2 -service -start

Output

server_2: done
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Configuring TFTP

Topics included are:
◆ Start TFTP on page 50
◆ Set the working directory for TFTP on page 50
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Start TFTP

Action

To start TFTP on a Data Mover, use this command syntax:

$ server_tftp <movername> -service -start

where:

<movername> = name of the Data Mover

Example:

To start TFTP on server_2, type:

$ server_tftp server_2 -service -start

Output

server_2 : done

Set the working directory for TFTP

Use the server_tftp command to provide access to specific directories, such as the TFTP
working directory, and to set the read and write access options for file transfers to or from
a Data Mover. The maximum length of a subdirectory in a pathname is 256 characters.

Following are the paths that cannot be added as TFTP path entries :

◆ /
◆ /.etc_common
◆ /.etc
◆ /root_vdm_[x] where x = any number (usually the slot number)
◆ Any path where write access is set to all on a read-only file system, which includes all

EMC SnapSure™ checkpoint file systems

Note: Rerunning the server_tftp <movername> -set -path command overwrites the existing path.

Action

To set the TFTP working directory and read and write access options for file transfers, use this command syntax:

$ server_tftp <movername> -set [-path <pathname>] [-readaccess {all|none}]
[-writeaccess {all|none}]

where:

<movername> = name of the Data Mover

<pathname> = path to the Data Mover files to be read or written
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Action

all and none (default) = read and write access for all users or no users

Example: To add read access to /ufs1 on server_2, type:

$ server_tftp server_2 -set -path /ufs1 -readaccess all

Write access is disabled by default.

Output

server_2 : done
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Configuring SFTP

This section includes the following topics:
◆ Configure home directories on page 54
◆ Configure SFTP on page 54
◆ Configure SSH public key on page 58
◆ Configure user authorizations on page 58
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Configure home directories

The home directories must exist on the Data Mover for a user to successfully log in to the
SFTP server.

If the home directory for an UNIX account of the user John is defined as /home/john in
LDAP, NIS, or in the local password file, ensure that this directory exists on the Data Mover.

Note: If the /home directory does not exist, create a symbolic link named /home to the correct file system
or directory.

To configure the home directory for a CIFS account for the user Tom:

◆ Ensure that the home directory option is enabled by using the command server_cifs.

Example:

Home Directory Shares ENABLED, map=/.etc/homedir

◆ Ensure that the /.etc/homedir file exists with a similar line:

emc.com:tom:/fs40/tom

Note: The CIFS homedir file format is in the format:

Domain:user:home directory

Configure SFTP

Topics included are:

◆ Enable SFTP on a Data Mover on page 54
◆ Generate a host key on page 55
◆ Start the SSH server on page 56
◆ Stop the SSH server on page 56
◆ Add a welcome banner on page 57
◆ Start a SFTP session on page 57

Enable SFTP on a Data Mover

To enable the SFTP application, perform this procedure.
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Action

To enable SFTP, at the command prompt, type:

$ server_ssh <movername> -modify -application <application name>

where:

<movername> = name of the specified Data Mover

Example:

To enable SFTP on server_2, type:

$ server_ssh server_2 –modify –application sftp

Output

server_2: done

Generate a host key

Note: The SSH host key is automatically generated on starting the SFTP server, if the key does not
exist. There is no need to explicitly run this command in usual cases.

To generate a host key, perform this procedure.

Action

To generate new host key, use this command syntax:

$ server_ssh <movername> -service <rsa|dsa> -keysize <bits>

where:

<movername> = name of the specified Data Mover

rsa and dsa = the type of key to generate. If not specified, both keys types are generated.

<bits> = the number of bits of the host key. Default is 2048 bits for RSA keys and 1024 bits for DSA keys.

Example:

To generate a 2048-bit RSA key on server_2, type:

$ server_ssh server_2 –generate –type rsa –keysize 2048

Output

server_2: done
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Start the SSH server

To start the SSH server, perform this procedure.

Action

To start the SSH server, use this command syntax:

$ server_ssh <movername> -start

where:

<movername> = name of the specified Data Mover

Example:

To start the SSH server on server_2, type:

$ server_ssh server_2 –start

Output

server_2: done

Stop the SSH server

To stop the SSH server, perform this procedure.

Action

To stop the SSH server, use this command syntax:

$ server_ssh <movername> -stop

where:

<movername> = name of the specified Data Mover

Example:

To stop the SSH server on server_2, type:

$ server_ssh server_2 –stop

Output

server_2: done
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Add a welcome banner

Note:

The welcome message must be written manually in a text file. This file must then be copied to the
Data Mover file system.

To configure a short welcome message that is displayed on connecting to the Data Mover,
perform this procedure.

Action

To add a welcome banner, use this command syntax:

$ server_ssh <movername> -modify -banner <filename>

where:

<movername> = name of the specified Data Mover

<filename> = contains unformatted text which is sent to all SSH clients during the authentication step of the connection.
The filename specified here must be an absolute path on the Data Mover.

Example:

To add a welcome banner on server_2, type:

$ server_ssh server_2 –modify –banner /fs1/banner.txt

Output

server_2: done

Start a SFTP session

Before starting a SFTP session, ensure the following:

◆ The SSH server is enabled on the Data Mover.
◆ The user information is configured on the Data Mover.
◆ A SFTP client is installed on the user system.

Action

To establish a SFTP session with the Data Mover from a user’s system, at the command prompt, type:

$ sftp <username>@<movername>

where:

<movername> = name of the specified Data Mover
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Action

Example:

To establish a SFTP session to the Data Mover server_2, for the user john, type:

$ sftp john@server_2

Output

Connecting to server_2.
sftp>

Configure SSH public key

Before a user can connect to the Data Mover by using SSH and a public key, the public key
must be configured.

To configure the SSH public keys of a user:

1. On the user's system, create a couple of private and public keys with the OpenSSH tool,
ssh-keygen.

2. To create a set of public and private keys, at the command prompt type:

$ ssh-keygen -t rsa

3. Ensure that the directory ~/.ssh exists on the server. Create the directory if it does not
exist.

4. Append the new public key in the file ~/.ssh/authorized_keys on the server.

5. Ensure proper permissions for the following files and directories:

$ chmod 755 $HOME

$ chmod 755 $HOME/.ssh

$ chmod 755 $HOME/.ssh/authorized_keys

Configure user authorizations

Topics included are:

◆ Connect by using a password on page 59
◆ Connect by using a public key on page 59
◆ Allow a user on page 60
◆ Allow a user group on page 61
◆ Allow a client IP address on page 61
◆ Deny a user on page 62
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◆ Deny a user group on page 62
◆ Deny a client IP address on page 63

Connect by using a password

Note: Before connecting, ensure that the user's username and password are defined in a naming service
such as a remote LDAP server, a remote NIS server, the local password file of the Data Mover or in a
remote Windows domain controller.

Action

To connect to the Data Mover from a user’s system, at the command prompt, type:

$ sftp <username>@<servername>

where:

<servername> = name of the SFTP server

<username> = name of the user

At the password prompt, type the user password.

Example:

To connect a user John to server_2, type:

$ sftp john@server_2

Output

Connecting to server_2...
john@server_2's password: ****
sftp>

Connect by using a public key

Before connecting to the Data Mover by using SSH and the public key, ensure the following:

◆ The SSH server is enabled on the Data Mover.
◆ The user name is defined in a naming service of the Data Mover (LDAP, NIS, local

password file, or CIFS).
◆ The user owns a home directory that is accessible by the Data Mover.
◆ The ~/.ssh/authorized_keys file in the $HOME directory of the user contains the SSH

public key of the user.
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Action

To connect to the Data Mover from a user’s system, at the command prompt, type:

$ sftp <username>@<servername>

where:

<servername> = name of the SFTP server

<username> = name of the user

Example:

To connect a user John to server_2, type:

$ sftp john@server_2

Output

Connecting to server_2...
sftp>

Allow a user

Access to the Data Mover through SSH for a specific user can be restricted. By default, all
other users not specified by using this procedure are rejected.

Note: By default, all users are allowed to connect by using SSH to the Data Mover.

Action

To allow a user, at the command prompt, type:

$ server_ssh <movername> -append -allowusers <username>

where:

<movername> = name of the specified Data Mover

<username> = name of the user

Example:

To add a new UNIX user John on server_2, type:

$ server_ssh server_2 –append –allowusers john

To add a new CIFS user John on server_2, type:

$ server_ssh server_2 –append –allowusers emc\john

Note:  For a CIFS user, the username must be specified in the format user@domain or domain\user.
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Output

server_2: done

Allow a user group

Access to the Data Mover through SSH for a specific group of users can be restricted. By
default, all users who do not belong to the group specified by using this procedure are
rejected.

Action

To allow a new user group, at the command prompt, type:

$ server_ssh <movername> -append -allowgroups <groupname>

where:

<movername> = name of the specified Data Mover

<groupname> = name of the group

Example:

To add a new user group admin on server_2, type:

$ server_ssh server_2 –append –allowgroups admin

Output

server_2: done

Allow a client IP address

Access to the Data Mover through SSH for a specific client IP address can be restricted. By
default, IP addresses of client hosts not declared by using this procedure are rejected.

Action

To add a new client IP address, at the command prompt, type:

$ server_ssh <movername> -append -allowhosts <ip address>

where:

<movername> = name of the specified Data Mover

<ip address> = client IPv4 or IPv6 address or subnet

Example:

To add the new allowed IP address 192.168.1.10 on server_2, type:

$ server_ssh server_2 –append –allowhosts 192.168.1.10
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Output

server_2: done

Deny a user

Access to the Data Mover through SSH for a specific user can be denied.

Note: By default, all users are allowed to connect by using SSH to the Data Mover.

Action

To deny a user, at the command prompt, type:

$ server_ssh <movername> -append -denyusers <username>

where:

<movername> = name of the specified Data Mover

<username> = name of the user

Example:

To deny a NFS user John on server_2, type:

$ server_ssh server_2 –append –denyusers john

Output

server_2: done

Deny a user group

Access to the Data Mover through SSH for a specific group of users can be denied. All other
unspecified groups are allowed to connect.

Action

To deny a new group of users, at the command prompt, type:

$ server_ssh <movername> -append -denygroups <groupname>

where:

<movername> = name of the specified Data Mover

<groupname> = name of the group

Example:

To deny the group guest on server_2, type:
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Action

$ server_ssh server_2 –append –denygroups guest

Output

server_2: done

Deny a client IP address

Access to the Data Mover through SSH for a specific client IP address can be denied. All
other unspecified client IP addresses are allowed to connect.

Action

To deny a client IP address, at the command prompt, type:

$ server_ssh <movername> -append -denyhosts <ip address>

where:

<movername> = name of the specified Data Mover

<ip address> = client IPv4 or IPv6 address or subnet

Example:

To deny a client IP address 192.168.1.10 on server_2, type:

$ server_ssh server_2 –append –denyhosts 192.168.1.10

Output

server_2: done
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Managing FTP

Topics included are:
◆ Prerequisites on page 66
◆ Determine if FTPS is running on a Data Mover on page 66
◆ Change the default working directory on page 67
◆ Specify an SSL control port for FTPS on page 68
◆ Specify an SSL data port for FTPS on page 69
◆ Change the default SSL cipher suite for FTPS on page 70
◆ Postrequisites on page 71
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Prerequisites

Before you begin

To manage FTPS, you need to stop the FTP daemon.

Disable FTPS on a Data Mover

To stop the FTP daemon or disable FTPS, perform this procedure.

Action

Disable FTPS on a Data Mover by using this command syntax:

$ server_ftp <movername> -service -stop

where:

<movername> = name of the specified Data Mover

Example:

To disable FTPS on server_2, type:

$ server_ftp server_2 -service -stop

Output

server_2: done

Determine if FTPS is running on a Data Mover

Action

Determine if FTPS is running on the Data Mover by using this command syntax:

$ server_ftp <movername> -service -status

where:

<movername> = name of the Data Mover

Example:

To determine if FTPS is running on server_2, type:

$ server_ftp server_2 –service -status

Output

server_2: done

State : running
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Change the default working directory

Home directories and the default working directory on page 16 provides more information
about the default working directory.

Action

Change the default working directory by using this command syntax:

$ server_ftp <movername> -modify -defaultdir <path>

where:

<movername> = name of the Data Mover

<path> = path of the new working directory

Example:

To set the defaultdir parameter to /dir1, type:

$ server_ftp server_2 -modify -defaultdir /dir1

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /dir1
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989

Change the default working directory 67

Managing FTP



Specify an SSL control port for FTPS

Action

Configure an SSL control port for FTPS by using this command syntax:

$ server_ftp <movername> -modify -sslcontrol (no|allow
|require|requireforauth)

where:

<movername> = name of the specified Data Mover

Example:

To enable the SSL control port for FTPS on server_2, type:

$ server_ftp server_2 -modify -sslcontrol allow

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : allow
Data channel mode : disable
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Specify an SSL data port for FTPS

Action

Configure an SSL control port for FTPS by using this command syntax:

$ server_ftp <movername> -modify -ssldata (no|allow|require)

where:

<movername> = name of the specified Data Mover

Example:

To enable the SSL control port for FTPS on server_2, type:

$ server_ftp server_2 -modify -ssldata allow

Note: The -ssldata option can be set only if the -sslcontrol option is set to allow, require, or requireforauth.

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : allow
Data channel mode : allow
Persona : default
Protocol : default
Cipher : default
Control port : 990
Data port : 989
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Change the default SSL cipher suite for FTPS

Action

Change the default SSL cipher suite for FTPS by using this command syntax:

$ server_ftp <movername> -sslcipher (default|<cipher_suite>)

where:

<movername> = name of the specified Data Mover

Example:

To change the default SSL cipher suite FTPS on server_2 to a 40-bit strength, type:

$ server_ftp server_2 -sslcipher 40

Output

server_2 : done

FTPD CONFIGURATION
==================
State : stopped
Control Port : 256
Data Port : 257
Default dir : /
Home dir : disable
Keepalive : 1
High watermark : 65536
Low watermark : 32768
Timeout : 900
Max timeout : 7200
Read size : 8192
Write size : 49152
Umask : 27
Max connection : 65535

SSL CONFIGURATION
=================
Control channel mode : disable
Data channel mode : disable
Persona : anonymous
Protocol : default
Cipher : 40
Control port : 990
Data port : 989
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Postrequisites

After you finish

After you make changes to an FTPS option, you need to restart the FTP daemon for the
changes to take effect.

Enable FTPS on a Data Mover

To start the FTP daemon after making the configuration changes, perform this procedure.

Action

Enable FTPS on a Data Mover by using this command syntax:

$ server_ftp <movername> -service -start

where:

<movername> = name of the specified Data Mover

Example:

To enable FTPS on server_2, type:

$ server_ftp server_2 -service -start

Output

server_2: done
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Managing TFTP

Topics included are:
◆ Display status about TFTP on page 74
◆ Display information about the TFTP path on page 74
◆ Display statistics about TFTP on page 74
◆ Clear the path and settings for TFTP service on page 76
◆ Stop TFTP on page 76
◆ Specify the maximum number of concurrent TFTP transfers on page

76
◆ Specify how long a TFTP transfer session persists on page 77
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Display status about TFTP

Action

To display status about TFTP on a Data Mover, use this command syntax:

$ server_tftp <movername> -service -status

where:

<movername> = name of the Data Mover

Example:

To display status about TFTP on server_2, type:

$ server_tftp server_2 -service -status

Output

server_2 :
Tftp Running

Display information about the TFTP path

Action

To display information about the TFTP path,  use this command syntax:

$ server_tftp <movername> -info

where:

<movername> = name of the Data Mover

Example:

To display information about the TFTP path set for server_2, type:

$ server_tftp server_2 -info

Output

server_2 :
path="/ufs1/" readaccess=all writeaccess=none

Display statistics about TFTP

Action

To display statistics about TFTP on a Data Mover, use this command syntax:

$ server_tftp <movername> -service -stats
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Action

where:

<movername> = name of the Data Mover

Example:

To display statistics about TFTP on server_2, type:

$ server_tftp server_2 -service -stats

Output

server_2 :
Attempted Transfers:0
Successful Transfers:0
createdthrds:0
deletedthrds:0
timedoutthrds:0
BindFailures:0
InvalidAttempts:0
AttemptedReadTransfers:0
SuccessfulReadTransfers:0
AttemptedWriteTransfers:0
SuccessfulWriteTransfers:0

Note

where:

◆ Attempted Transfers = total TFTP transfers attempted

◆ Successful Transfers = total number of successful TFTP transfers

◆ createdthrds = total number of TFTP threads created

◆ deletedthrds = total number of deleted threads

◆ timedoutthrds = number of timed-out threads

◆ BindFailures = number of bind failures

◆ InvalidAttempts = number of invalid transfer requests from clients*

◆ AttemptedaReadTransfers = total number of attempted read transfers

◆ SuccessfulReadTransfers = total number of successful read transfers

◆ AttemptedWriteTransfers = total number of attempted write transfers

◆ SuccessfulWriteTransfers = total number of successful write transfers

* InvalidAttempts include:

◆ Attempting to use the /../ construct in the path of a client request

◆ Attempting a transfer without a TFTP path or with an invalid path

◆ Attempting to access a nonexistent file

◆ Attempting to access a file when the path does not allow read access

◆ Attempting a put operation when the path does not allow write access
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Clear the path and settings for TFTP service

The data remains unchanged when a path and access settings are cleared.

Action

To clear the path and the read access and write access settings for the TFTP service for a specified Data Mover, use this
command syntax:

$ server_tftp <movername> -clear

where:

<movername> = name of the Data Mover

Example:

To clear the path, access settings, and stop file transfers on server_2, type:

$ server_tftp server_2 -clear

Output

server_2 : done

Stop TFTP

When you stop the TFTP service, the path you set up remains and is available when the
service resumes. When the TFTP service is stopped, the TFTP transfers in process complete,
but no new TFTP transfers are permitted.

Action

To stop TFTP service on a Data Mover, use this command syntax:

$ server_tftp <movername> -service -stop

where:

<movername> = name of the Data Mover

Example:

To stop TFTP service on server_2, type:

$ server_tftp server_2 -service -stop

Output

server_2 : done

Specify the maximum number of concurrent TFTP transfers

When using the server_param command, ensure that the case of the parameter and the
facility names are correct because they are case-sensitive.
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Action

To specify the maximum number of concurrent TFTP transfers, use this command syntax:

$ server_param <movername> -facility tftp -modify maxthreads -value
<new_value>

where:

<movername> = name of the Data Mover

<new_value> = value you want to set for the parameter

Example:

To set the maxthreads parameter to 128 on server_2, type:

$ server_param server_2 -facility tftp -modify maxthreads -value 128

Output

server_2 : done

Specify how long a TFTP transfer session persists

When using the server_param command, ensure that the case of the parameter and the
facility names are correct because they are case-sensitive.

Action

To specify the maximum number of seconds a TFTP transfer session persists before timing out, use this command syntax:

$ server_param <movername> -facility tftp -modify thrdtimeout -value
<new_value>

where:

<movername> = name of the Data Mover

<new_value> = value you want to set for the parameter

Example:

To set the thrdtimeout parameter to 30 minutes (1,800 seconds) on server_2, type:

$ server_param server_2 -facility tftp -modify thrdtimeout -value 1800

Output

server_2 : done
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Managing SFTP

This chapter lists a few SFTP commands that are available for use after
the SFTP connection is established.

Topics included are:
◆ Manage SSH on page 80
◆ Manage files and directories using SFTP on page 81
◆ Manage file transfer using SFTP on page 85
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Manage SSH

Topics included are:

◆ Modify the SSH timeout on page 80
◆ Modify the SSH TCP port number on page 80

Modify the SSH timeout

Action

To modify the SSH timeout, at the command prompt, type:

$ server_ssh <movername> -modify -timeout <seconds>

where:

<movername> = name of the specified Data Mover

Example:

To change the SSH timeout to 300 seconds on server_2, type:

$ server_ssh server_2 –modify –timeout 300

Output

server_2: done

Modify the SSH TCP port number

Note: The SSH server must be stopped before executing this command. The SSH server listens on only
one TCP port.

Action

To modify the TCP port of the SSH server, at the command prompt, type:

$ server_ssh <movername> -modify -port <number>

where:

<movername> = name of the specified Data Mover

Example:

To change the SSH listening port on server_2, type:

$ server_ssh server_2 –modify –port 2222
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Output

server_2: done

Manage files and directories using SFTP

Topics included are:

◆ View a remote directory list on page 81
◆ Create a new remote directory on page 81
◆ Navigate to a different remote directory on page 82
◆ Rename a remote file or directory on page 82
◆ Remove a remote file or directory on page 83
◆ Change permissions of a remote file or directory on page 83
◆ Change the owner of a remote file or directory on page 84
◆ Change the group ownership of a remote file or directory on page 84
◆ Create a remote symbolic link between files on page 85

View a remote directory list

Action

To view a remote directory list, at the command prompt, type:

sftp> ls

Example:

To view a remote directory list, type:

sftp> ls

Output

README dir1 test1.log test2.log

Create a new remote directory

Action

To create a new directory, at the command prompt, type:

sftp> mkdir <directoryname>
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Action

Example:

To create a directory dir2, type:

sftp> mkdir dir2

Output

sftp>

Navigate to a different remote directory

Action

To navigate to a different directory, at the command prompt, type:

sftp> cd <directoryname>

Example:

To navigate to the directory dir1, type:

sftp> cd dir1

Output

sftp>

Rename a remote file or directory

Action

To rename a file, at the command prompt, type:

sftp> rename <current_filename> <new_filename>

To rename a directory, at the command prompt, type:

sftp> rename <current_directoryname> <new_directoryname>

Example:

To rename file1.txt to newname.txt, type:

sftp> rename file1.txt newname.txt

Output

sftp>
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Remove a remote file or directory

Action

To remove a file, at the command prompt, type:

sftp> rm <filename>

To remove a directory, at the command prompt, type:

sftp> rmdir <directoryname>

Example:

To remove a file, type:

sftp> rm file1.txt

Output

Removing /myhome/user/file1.txt
sftp>

Change permissions of a remote file or directory

Action

To change permissions for a file, at the command prompt, type:

sftp> chmod mode <filename>

To change permissions for a directory, at the command prompt, type:

sftp> chmod mode <directoryname>

Example:

To change permissions for the file test2.log, type:

sftp> chmod 777 test2.log

Output

Changing mode on /myhome/user/test2.log
sftp>
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Change the owner of a remote file or directory

Action

To change the owner a file, at the command prompt, type:

sftp> chown <own> <filename>

To change the owner of a directory, at the command prompt, type:

sftp> chown <own> <directoryname>

where:

<own> = numeric user ID of the new owner

Example:

To change the owner of the file test2.log, type:

sftp> chown 1111 test2.log

Output

Changing owner on /myhome/user/test2.log
sftp>

Change the group ownership of a remote file or directory

Action

To change the group ownership of a file, at the command prompt, type:

sftp> chgrp <grp> <filename>

To change the group ownership of a directory, at the command prompt, type:

sftp> chgrp <grp> <directoryname>

where:

<grp> = numeric group ID of the new group

Example:

To change the owner of the file test2.log, type:

sftp> chgrp 1502 test2.log

Output

Changing owner on /myhome/user/test2.log
sftp>
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Create a remote symbolic link between files

Action

To create a remote symbolic link between files on the Data Mover, at the command prompt, type:

sftp> ln <filename> <link_path>

Where

<link_path> = path of the symbolic link to create

Example:

To create a symbolic link named slink to the file file0.txt, type:

sftp> ln file0.txt slink

Output

sftp>

Manage file transfer using SFTP

Topics included are:

◆ Upload a file on page 85
◆ Download a file on page 86

Upload a file

Action

To upload a file, at the command prompt, type:

sftp> put <filename>

Example:

To upload test1.log, type:

sftp> put test1.log

Output

Uploading test1.log to /home/user/test1.log
test1.log 100% 2953 2.9KB/s 00:00
sftp>
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Download a file

Action

To download a file, at the command prompt, type:

sftp> get <filename>

Example:

To download test1.log, type:

sftp> get test1.log

Output

Fetching /myhome/user/test1.log to test1.log
test1.log 100% 2953 2.9KB/s 00:00
sftp>
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Troubleshooting

As part of an effort to continuously improve and enhance the performance
and capabilities of its product lines, EMC periodically releases new versions
of its hardware and software. Therefore, some functions described in this
document may not be supported by all versions of the software or
hardware currently in use. For the most up-to-date information on product
features, refer to your product release notes.

If a product does not function properly or does not function as described
in this document, contact your EMC Customer Support Representative.

ProblemResolution Roadmap for VNX contains additional information about
using the EMC Online Support website and resolving problems.

Topics included are:
◆ EMC E-Lab Interoperability Navigator on page 88
◆ Known problems and limitations on page 88
◆ Tips for general SFTP problems on page 89
◆ Error messages on page 95
◆ EMC Training and Professional Services on page 96
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EMC E-Lab Interoperability Navigator

The EMC E-Lab™ Interoperability Navigator is a searchable, web-based application that
provides access to EMC interoperability support matrices. It is available at
http://Powerlink.EMC.com. After logging in to Powerlink, go to Support  ➤ Interoperability
and Product Lifecycle Information ➤ E-Lab Interoperability Navigator.

The EMC NAS Support Matrix is available on Powerlink. It provides definitive information
on supported software and hardware, such as backup software, Fibre Channel switches,
and application support for Celerra network-attached storage (NAS) products.

Note: The EMC NAS Support Matrix is for EMC use only. Do not share this information with customers.

Known problems and limitations

If a user reports a problem logging in by using FTP, first check that the user has a valid
account in the local password file on the Data Mover in NIS for UNIX users, or in the
Windows domain for Windows users. If the user’s account appears to be valid, Table 4 on
page 88 might help you determine the source of the problem.

Table 4. FTP user login problems and workarounds

WorkaroundSymptomKnown problem

Ensure that the file system that contains
the user’s home directory is mounted on
the Data Mover.

Home directory not available.Valid Windows user login is rejected.

Enable home directories in CIFS.Home directory not enabled in CIFS.

Some FTP and TFTP connection problems might be general network problems. Configuring
and Managing Networking on VNX provides information on troubleshooting problems with
the network attached to VNX system.

Note: TFTP supports client-side traces, which you can use when diagnosing problems.

The list shows TFTP file-size limitations for client-side file transfers for different platforms
by using a default block size of 512 bytes:

◆ Linux = 32 Mb
◆ Windows 2000 = 31 Mb
◆ Windows NT = 30 Mb
◆ Solaris = 16 Mb
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Tips for general SFTP problems
◆ When connecting to the SSH server on the Data Mover, an error message appears:

Connection refused

To resolve this issue, perform the following steps:

• Check the assigned hostname or IP address. It must match one of the IP addresses of
the Data Mover.

• If the hostname or IP address is correct, then check if the SSH server on the Data
Mover is enabled.

• To check if the SSH server is enabled, log in to the Control Station and at the command
prompt, type:

$ server_ssh <movername> -info

where

<movername> = name of the Data Mover

• If the SSH server is disabled, then at the command prompt, type:

$ server_ssh <movername> -start

where

<movername> = name of the Data Mover

• If the SSH server is enabled, check if the TCP port number is set to the default port
number 22.

◆ When copying a file by using SFTP to the Data Mover, an error message appears:

Request for subsystem ‘sftp’ failed

The SFTP application on the Data Mover is disabled. To enable the SFTP application, on
the command prompt type:

$ server_ssh <movername> -modify -application sftp

where

<movername> = name of the Data Mover

◆ When connecting to the Data Mover by using SFTP, an error message appears:

Permission denied

This issue occurs if all methods of authentication have failed. To resolve this issue, restart
the client system in debug mode and check the diagnostic messages to find more
information.

To check the diagnostic messages on the client system, at the command prompt, type:
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$ ssh -v <username>@<servername>

where:

<servername> = name of the SFTP server

<username> = name of the user

or

$ ssh -vv <username>@<servername>

where:

<servername> = name of the SFTP server

<username> = name of the user

or

$ ssh -vvv <username>@<servername>

where:

<servername> = name of the SFTP server

<username> = name of the user

◆ When logging in to the SFTP server, the password authentication fails.

This issue might occur for the following reasons:

• The following error message appears without a password dialog box.

Permission denied

If the above error message appears without a password dialog box, then the password
authentication might be disabled on the server and on the client system.

To check if the password authentication is enabled on the server, at the command
prompt, type:

$ server_ssh <movername> -info

where

<movername> = name of the Data Mover

Ensure that the password authentication is enabled:

Password authentication : enabled

Ensure that the client system configuration file does not have the following parameter:

PasswordAuthentication no

• If a password dialog box appears, but the password is rejected then the user may be
connecting to the wrong account.

To resolve this issue, specify the remote username when connecting to the SFTP server.

Example:
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$ scp myfile my_remote_username@server.mydomain.com

$ sftp my_remote_user@server.mydomain.com

Note: The remote user and password must be known to one of the naming services on the Data
Mover. These naming services include the local passwd file, NIS or LDAP.

◆ When a CIFS user tries to connect to the Data Mover, an error message appears:

Permission denied

To resolve this issue, perform the following steps:

• Check if the user is configured on the Microsoft Windows domain controller.
• Ensure that the Data Mover configuration includes the CIFS server joined to this

Windows domain.
• The SSH client must connect to the Data Mover by using the same CIFS server IP

address.

◆ Install a public key file on the Data Mover for the first time.

To install a public key file on the Data Mover for the first time, perform the following
steps:

• Generate a personal private/public key pair.
• Append the text of the public key to the ~/.ssh/authorized_keys file on the Data Mover.
• Use SFTP to log in to the Data Mover, by using public key authentication.

◆ Generate a personal private/public key pair.

To generate a personal private/public key pair, at the command prompt, type:

$ ssh_keygen

This command initiates the key pair creation.

To generate a private/public key pair for the user john, type:

john@snowwhite$ ssh-keygen -t rsa

Enter file in which to save the key (/home/john/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/john/.ssh/id_rsa
Your public key has been saved in /home/john/.ssh/id_rsa.pub
The key fingerprint is:
c3:19:3f:18:d9:30:27:32:02:25:70:6f:aa:b2:d6:5f john@snowwhite

The private key is saved in the file ~/.ssh/id_rsa.

Note: This file is read-only and only for the user. Other users must not be allowed to access the
content of this file, as it is used to decrypt all correspondence encrypted with the public key.
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The public key is saved in the file ~/.ssh/id_rsa.pub.

◆ Configure the authorized_keys file for public key authentication.

The authorized_keys file contains the list of public keys of the users allowed to log in to
the Data Mover by using SFTP.

To configure the authorized_keys file for public key authentication:

• The user home directory must be accessible by the Data Mover.

Note: If the naming service, such as LDAP, defines a path like /home/john, and if the home
directory is /fs12/john on the Data Mover, then the administrator can create the symbolic link
/home to /fs12.

• The authorized_keys file must be created manually with the correct permissions for
the user in the ~/.ssh directory.

To generate keys on the Data Mover for the user John, navigate to John's home
directory and perform this procedure:

[john@snowwhite john]$ mkdir .ssh
[john@snowwhite john]$ chmod 700 .ssh
[john@snowwhite john]$ cd .ssh
[john@snowwhite .ssh]$ touch authorized_keys
[john@snowwhite .ssh]$ chmod 600 authorized_keys
[john@snowwhite .ssh]$ cat ../id_rsa.pub >> authorized_keys
[john@snowwhite .ssh]$ rm ../id_rsa.pub

If the public key file .ssh/id_rsa.pub, is copied to the user john's account and the file
.ssh/authorized_keys on the Data Mover, then user john@snowwhite is allowed to
log in using SSH to the Data Mover, without the use of a password, using the public
key authentication method.

CIFS users can also use this method to log in to the Data Mover without a password.

The following additional configuration is required:

• The home directory of a CIFS user is defined in the .etc/homedir configuration file of
the Data Mover. This is a text file containing lines in the format:

domain:user:home directory

• Ensure that the CIFS home directory is enabled. To enable the home directory, at the
command prompt type:

$ server_cifs <movername> -o homedir

where

<movername> = name of the Data Mover

• The SFTP client must connect to the Data Mover by using the IP address of the CIFS
server joined to the Windows domain.
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◆ When trying to log in to the SFTP server on the Data Mover, the log in fails with the error
message:

Request for subsystem ‘sftp’ failed

This error message may occur due to the following reasons:

• The SFTP server has the homedir restriction setting enabled and no home directory
is defined or is available for the specified user.

• The SFTP application is disabled. Enable SFTP on a Data Mover on page 54 provides
information to enable the SFTP application.

The SFTP server has the homedir setting enabled by default.

Example:

$ server_ssh server_2 -info

server_2 : done
Port : 22
State : running
Thread count : 10
Banner : <none>
Default home directory : /
Restrict home directory : enabled
Application : sftp,scp
Cipher : <all>
Compression : delayed
Mac : <all>
Max authentication tries : 6
Password authentication : enabled
Permit empty password : disabled
Public key authentication : enabled
Timeout : 900 seconds

To resolve this issue:

1. Correctly configure the home directory of the specified user. This is the recommended
solution.

2. Disable the homedir restriction.

Note: This is not a recommended solution. In this case, a correctly authenticated user can directly
connect to the default home directory (the root '/' of the VNX OE, by default) if the user does
not have a defined and available home directory.

To configure the home directory, perform the following steps:

Note: The home directory must be a directory that is mounted on the Data Mover (SFTP server).

1. Ensure that a file system is mounted on the Data Mover.

Example:

FS1 mounted on /fs1
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2. Ensure that the user is defined by a naming service of the DART such as LDAP, NIS,
local password file, or CIFS.

3. Ensure that the home directory for the user exists.

◆ To disable the homedir restriction, at the command prompt, type:

Note: This solution is not recommended.

$ server_ssh <movername> -modify -restricthomedir disable

where

<movername> = name of the Data Mover

This will disable the SFTP homedir restriction.

◆ When trying to type the password for authentication, the Data Mover terminates the
connection.

The server timeout value maybe too less. To increase the timeout value, log in to the
Control Station and at the command prompt, type:

$ server_ssh <movername> -modify -timeout <YY>

where

<movername> = name of the Data Mover

<YY> = timeout value in seconds

◆ When connecting to the SFTP server, the password authentication fails although the
correct password is provided.

Password authentication may fail, if the user has been added to the denied list on the
Data Mover.

To view a list of allowed and denied users and groups, at the command prompt, type:

$ server_ssh <movername> -info

where

<movername> = name of the Data Mover

◆ Use the scp application to copy files to the Data Mover.

A user can copy files by using the scp application. To enable the scp application, at the
command prompt type:

$ server_ssh <movername> -modify -application scp

where

<movername> = name of the Data Mover

◆ Configure a short message of the day that is displayed to all clients when they log in to
the SFTP server.
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To configure a short message, the message must be written in a text file and this file must
be copied to the Data Mover.

To configure a short welcome message that is displayed on connecting to the Data Mover,
at the command prompt, type:

$ server_ssh <movername> -modify -banner <filename>

where

<movername> = name of the Data Mover

<filename> = contains unformatted text which is sent to all SSH clients. The filename
specified here is an absolute path on the Data Mover.

◆ When logging in to the Data Mover, an empty password authentication is not allowed.

By default, the Data Mover is configured to disallow users to authenticate by using empty
passwords.

To configure the SSH server to accept empty passwords, at the command prompt, type:

$ server_ssh <movername> -modify permitemptypassword enable

where

<movername> = name of the Data Mover

Note: Empty passwords are unsecure and must be avoided.

◆ The server_ssh command does not work on a Virtual Data Mover (VDM).

The server_ssh command is incompatible with VDMs and will not work.

Error messages

All event, alert, and status messages provide detailed information and recommended actions
to help you troubleshoot the situation.

To view message details, use any of these methods:

◆ Unisphere software:

• Right-click an event, alert, or status message and select to view Event Details, Alert
Details, or Status Details.

◆ CLI:

• Type nas_message -info <MessageID>, where <MessageID> is the message
identification number.

◆ Celerra Error Messages Guide:
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Use this guide to locate information about messages that are in the earlier-release
message format.

•

◆ EMC Online Support website:

• Use the text from the error message's brief description or the message's ID to search
the Knowledgebase on the EMC Online Support website. After logging in to EMC
Online Support, locate the applicable Support by Product page, and search for the
error message.

EMC Training and Professional Services

EMC Customer Education courses help you learn how EMC storage products work together
within your environment to maximize your entire infrastructure investment. EMC Customer
Education features online and hands-on training in state-of-the-art labs conveniently located
throughout the world. EMC customer training courses are developed and delivered by EMC
experts. Go to the EMC Online Support website at http://Support.EMC.com for course and
registration information.

EMC Professional Services can help you implement your system efficiently. Consultants
evaluate your business, IT processes, and technology, and recommend ways that you can
leverage your information for the most benefit. From business plan to implementation, you
get the experience and expertise that you need without straining your IT staff or hiring and
training new personnel. Contact your EMC Customer Support Representative for more
information.
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Glossary

A

access control list (ACL)
List of access control entries (ACEs) that provide information about the users and groups allowed
access to an object.

Advanced Encryption Standard (AES)
Advanced Encryption Standard (AES) is a symmetric key encryption standard comprising of
three block ciphers. Each cipher has a 128-bit block size, with key sizes of 128, 192, and 256 bits,
respectively. AES has replaced DES as the US government's cryptographic standard.

asymmetric cipher
Asymmetric key algorithm is used to generate key pairs for authentication.

See also public key encryption.

B

Blowfish
A public domain symmetric block cipher, used by OpenSSH.

C

Certificate Authority (CA)
Trusted third-party that creates and digitally signs public key certificates.

Certificate Authority Certificate
Digitally signed association between an identity (Certificate Authority) and a public key to be
used by the host to verify digital signatures on public key certificates.

D

Data Encryption Standard (DES)
Commonly used algorithm for encrypting and decrypting data.

Diffie-Hellman key exchange (DH)
A key exchange algorithm.
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Digital Signature Algorithm (DSA)
A digital signature standard.

Digital Signature Standard (DSS)
The original version of DSA.

See also Digital Signature Algorithm.

F

File Transfer Protocol (FTP)
High-level protocol for transferring files from one machine to another. Implemented as an
application-level program based on the OSI model, FTP uses the TCP protocol.

H

hash
Cryptographic hash functions are used in digital signatures for authentication.

home directory
Special directory reserved for a particular user, it contains files and programs for the user. In a
Windows environment, the home directory is often specified in a user's profile so that upon
login, the home directory is automatically assigned to a network drive.

I

internationalization (I18N)
The process of generalizing software such that it can be made to handle various languages and
locales.

M

message digest
The representation of text in the form of a single string of digits, created by using a formula
called one-way hash function. A message digest is also called as hash value, cryptographic
hash, digital fingerprint, cryptographic checksum, hash, hash digest.

N

network file system (NFS)
Network file system (NFS) is a network file system protocol that allows a user on a client
computer to access files over a network as easily as if the network devices were attached to its
local disks.

Network Information Service (NIS)
Distributed data lookup service that shares user and system information across a network,
including usernames, passwords, home directories, groups, hostnames, IP addresses, and
netgroup definitions.
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O

OpenSSH
OpenSSH is a protocol developed by the OpenBSD project. OpenSSH provides encrypted
communication over a network by using the SSH protocol.

P

public key infrastructure (PKI)
Means of managing private keys and associated public key certificates for use in public key
cryptography. It is a framework which allows the creation of a certificate which is used by SSL.

R

Request for Comment (RFC)
Name given to Internet standards.

RSA
A public key algorithm, named after inventors Rivest, Shamir, and Adleman. RSA uses public
and private keys that are functions of a pair of large prime numbers.

S

Secure File Transfer Protocol (SFTP)
Also called as SSH File Transfer Protocol, SFTP is a network protocol that provides file transfer
and manipulation functionality over any reliable data stream. It is typically used with version
two of the SSH protocol to provide secure file transfer.

secure shell protocol (SSH)
Enables you to execute VNX for file CLI commands through a secure shell directly onto the
Control Station. The SSH protocol encrypts the data sent between your computer and the Control
Station. Interactive features are not supported by the CLI commands option.

Secure Sockets Layer (SSL)
Security protocol that provides encryption and authentication. It encrypts data and provides
message and server authentication. It also supports client authentication if required by the
server.

SSH 1
The SSH protocol, version 1. This protocol went through several revisions, of which 1.3 and 1.5
are the best known. It is considered obsolete today.

SSH-2
The SSH protocol, version 2, as defined by several draft standards documents of the IETF SECSH
working group.

symbolic link
File that points to another file or directory.
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symmetric cipher
A symmetric cipher is a secret key that can be used for both decryption and encryption. An
asymmetric cipher does not have this behavior. Some examples of symmetric ciphers are RC4,
3DES, and AES.

T

Transfer Identifier (TID)
Randomly chosen identifiers used by TFTP and passed to the Datagram layer to be used as
ports during the connection. TIDs must be between 0 and 65,535.

Triple DES (3DES)
Triple DES is a block cipher developed from the Data Encryption Standard (DES) cipher.

Trivial File Transfer Protocol (TFTP)
Simple, UDP-based protocol to read and write files. TFTP can be used to boot remote clients
from a network server, but does not authenticate users or provide access control.

U

Unicode
Family of universal character encoding standards used for representation of text for computer
processing.

User Datagram Protocol (UDP)
Connectionless transport protocol in the TCP/IP stack that allows datagrams to be exchanged
without acknowledgements or a delivery guarantee.

UTF-8 (8-bit Unicode Transformation Format)
Multibyte encoding form that uses an algorithmic mapping scheme to convert every Unicode
value to a unique 1- to 4-byte sequence with no embedded null characters.

See Unicode or UCS Transformation Format-8.
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